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MonOdounc

Bce ynoMsHyTble B 3TOM JIOKyMeHTe Ha3BaHUS MPOAYKTOB, JIOTOTUIIbI, TOPTrOBble MAapKU U
TOBApHbIe 3HaKU MPUHAIUIeXAT UX BJlafieJibIlaM.

ToBapubie 3Haku «MoitOduc», «MyOfficew» u «Squadusy npunamiexxar OO0 «HOBDBIE
OBJIAYHLBIE TEXHOJIOT U W ».

Hu npu kakux oOCTOSITeIbCTBAX Heb3s UCTOJIKOBBIBATH JIIOOOE CO/IepXKMMOe HACTOSIIero
JIOKyMeHTa KakK IpsiMoe MJIM KOCBEHHOe IpefioCTaB/ieHue JIMIeH3UW WM MpaBa Ha KCIO0JIb30BaHUe
TOBApHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB OOCTY>XHMBaHWS, TNpPUBeleHHbIX B HeM. Jlioboe
HeCaHKIIMOHMPOBAaHHOEe MCIOJIb30BaHWe J3TUX TOBApPHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB

obcimykuBaHus 6e3 MMCbMEeHHOI'0 pa3pelieHus UX paBoo0IIajaTesis CTPOro 3arpeleHo.
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IMEPEYEHD COKPAIIIEHUM, TEPMHHOB U OITPEJIEJIEHUI

COKpaH_IEHI/IH, KOTOpbIe UCIIOJIb3YIOTCS B HACTOLIIIeM NOKYMeHTe, IIpUBeJ/ieHbl B Ta6J'II/ILIe 1.

Tabnuua 1 — CokpaweHus u 0603Ha4eHus

Coxkparienve PacimidpoBka
ADFS Active Directory Federation Services — kommnonenT Windows Server
obecrieurBamKi GYHKIIMU NIPOBakiiepa ayTeHTUPUKALINY 1Sl BeO-
NIPUJIOJKeHU U
API Application Programming Interface — nmporpamMmMubIii nHTepdeiic

IPpUJIOYXKEHU

Application Service

Ciy>x0a npuIo)KeHun

ATC ABTtomaTtuueckas TesieoHHast CTaHIIUS
CPU Central Processing Unit, mporieccop
FODN Fully Qualified Domain Name — «ImoiHOCTBIO OTIpe/ieieHHOe UMs
JIOMeHa» — UM JJOMeHa, He uMelolliee He0IHO3HAYHOCTU B OTIpefiefieHHH.
BruitodaeT B cebst iMeHa BCceX POJIUTENIbCKUX IOMeHOB repapxuu DNS
PBM Percona Backup for MongoDB — pacripesienienHoe pelieHre ¢ OTKPBITbIM
MCXOJHBIM KOJIOM [|JIsl ITOCJIeZIOBAaTeIbHOTO pe3epBHOI'0 KOIMPOBAHUS U
BOCCTAHOBJIEHUsI CErMEeHTUPOBAHHBIX kjlacTepoB MongoDB 1 nabopos
peruiiK
OpenSCAP [TpoTokomn aBTOMaTH3aI U COAEPXXUMOro 6e30I1aCHOCTH — IIPUIIOXKeHue
TS TIPOBEPKU MTapaMeTPoB KOHPUTYpalluK 6e301aCHOCTH CHCTEeMbI
SAN Subject Alternative Name — pacumpenue X.509 no3sBossitoliee
WCIIOJIb30BaTh OIUH CepTUUKAT /JIsi MHOXECTBA JJOMEHOB
Webhook Mertop paciipeHus UM U3MeHeHHUs TTOBeJieHN s BeO-CTPaHUIIbl UJh BeO-
IIPUJIOXKEHMSI C IIOMOIIIbI0 0OpaTHBIX BHI30BOB (B BeO-pa3paboTke)
BM BupryanbHas MaiivHa
000 O06111eCTBO C OrpaHMYEHHON OTBETCTBEHHOCTbHIO
OC OmnepanroHHas cucreMa
10O [IporpammHoe obecrieueHue
vy Y aocTroBepsitomyi 1eHTp
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1 OBIIIME CBEJEHUSA

1.1 Hazuauenue

Hacrosiiiiee pyKOBOACTBO ONKCHIBAeT MOPSIOK YCTAHOBKM M HACTPOMKHU CepBepHOM 4YacTh

npusiokeHust Squadus.

1.2 O npunoxenun

Squadus — mpunokenue st paboyero OOIIEHHs C TOMOIIBIO TEKCTOBBIX, TOJOCOBBIX M

BPI,I[EOCOO6H.I€HHI>1, d TdKXe Yy4ddCTus B KOHCI)QPEHI_[I/IHX B Be6-6pay3epax N Ha OIlepdllMOHHbIX

cucremax Windows, Linux, macOS.
[Ipunoxenue Squadus BXOJUT B COCTaB CJIeAYIOMUX TPOAYKTOB:
— Squadus;
— Squadus PRO;
— «MoitOduc ITpodeccronanbHbIl 3».
[lonpobHoe omucaHWe BO3MOXHOCTEW  TPWJIOXKEeHHWs [PUBEJeHO B

«CDYHKI_II/IOH&U'H:H]:IQ BO3MO>XXHOCTH»

1.3 Ilepeuens n3MeHeHMII TeKyIIero J0OKyMeHTa

HN3menenus B Bepcuu 1.8

1. To6aByieHs! pasfensl C OMCaHUeM HOBOT'O GyHKIIMOHAA:

— Wurerpanus ¢ Telegram;

— O6noBenue 10 Bepcuu 1.8;

— Hacrporika gocryna K BUJIeOKOHpepeHIIUsSIM U3 CeTU UHTepHeT.
2. JlononHeHsl yTOYHSIIOeH nH$opMaIel pasfiesibl:

— Ob6HOBJIEHMEe caMoTioAncaHHbIX SSL-cepTrduKaTOB;

— Pexxum depepanuu;

— O6HOBJIEHUE CepBepa C poJibio turn;

— JlobaByieHre CTOpOHHEr0 KOPHEeBOro cepTudukara.
HNsmenenus B Bepcun 1.7

1. JTobGaByieHsl paszessl 110 IOArOTOBKe KOHMUTyPallMU CepBepoB:
— Kondurypuposanue CentOS;

— Kondurypuposanue OC Astra;

— Kondurypuposanue datina hosts.yml;

— Kapra nopros.
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2. JlobaBiieHbl pa3fienbl C OMMCAaHUEeM HOBOT'0O GyHKIIMOHAA:
— Hacrpotika unterpanuu ¢ DLP;

— Hacrpotika postfix;

— YcranoBka Squadus 3a BeO-IIPOKCH;

— Hacrpotika Be6-mipokcu Jiyis 3ammycka playbook.

3. JloniosiHeHbI yTOUHSIIOMEe nHGOPMaIien pasfienbl:

— Pasmemienvie SSL-cepTrdukaToB [ijis MppPOBaHUS;

— O6HoBnenune SSL-ceptudukaToB

— 3amnycK yCTaHOBKH.

1.4 TpeGoBaHus K nepcoHay

Hns pabotel ¢ [I0 AnMuHMCTpaTOpy HeoO6XoguMO 00JlafaTh pejieBaHTHBIM OIIBITOM I10
CJIeYIOIMM HallpaBJIeHUSIM:
1. OcHOBBHI ceTEBOT0 AIMUHUCTPHPOBAHMUSL:
— cereBas Mmojiesib OSI u crek nporokonos TCP/IP;
— [P-azpecanuist 1 MaCKH IOJICETH;
— MapIIPyTH3aIlysl: CTaTUYecKasi U TMHaMUYecKas;
— MIPOTOKOJ obecredeHust 0TkazoycrouuuBocTH 1uto3a (VRRP).
2. Pabota c mosicucreMoi BUPTYyaii3aIlyu:
— pabora ¢ VMware vSphere ESXi 6.5 unu KVM;
— ycranoBka Docker;
— 3aIlyCK, OCTaHOBKA M Ilepe3alyCK KOHTeIHEepOoB;
— pabota c peeCTpOM KOHTEeHHepOB;
— IoJy4YyeHUe IlapaMeTpPOB KOHTEeHepOoB;
— B3aUMO/IeCTBH e NPUJIOKeHUM B KOHTelHepax (ceTh B Docker);
— peliieHue Mpo0JieM KOHTEMHEepHOW BUPTYyald3alvH.
3. Pabota c komanaHo# ctpokoit OC Linux:
— ONIBIT CUCTEMHOT'0 afIMUHUCTPUPOBaHUs Linux;
— 3HaHUs B 06beMe KypcoB AL-1702, AL-1703 (unu ananorndneix KypcoB apyrux OC);
— 3HaHus B 06beMe, JOCTaTOYHOM JUIs CAAYM cepTUdUKanMoHHOro 3k3ameHa ALCSA-1.7
(11 aHaAJIOrMYHbIX 3k3aMeHoB Apyrux OC).
4. Pabota co ciry>x60i fomeHHbIx uMeH DNS:
— 3HaHWe ocHOBHBIX TepMUHOB (DNS, IP-anpec);
— MoHMMaHue TpuHIUNOB paboTel DNS (kopHeBbie cepBepsl, TLD-cepBepsl, cepBepbl
VIMeH JIOMEHOB, Pa3pelaloluii cepBep NMeH);

— 3HaHHWe TUIIOB 3aMMcu U 3anpocoB DNS.

© 00O «HOBBIE OBJIAYHBIE TEXHOJIOTMW», 2013 - 2025

9



MonOdounc

5. 3HaHUe BUJIOB APXUTEKTYPhI, & TaK’Ke OCHOBHBIX KOMIIOHEHTOB UH(PACTPYKTYPhI
oTKphIThIX Kitouen (PKI):

— 3aKPBITBIM ¥ OTKPBITBIN KIIIOYY;

— cepTUPUKAT OTKPHITOTO KIII0YA;

— peructpanoHHbI 11eHTp (RA);

— ceprudukanmoHHbIA MeHTp (CA);

— xXpanuJuiiie ceptudukatoB (CR).

6. [IpakTHUYecKkuil ONBIT AIMUHHACTPUPOBAHMS HA YPOBHE 3KCIIepTa:
- NATS;

— Redis;

— MongoDB;

— MinlO.

7. Pabora ¢ cucreMol aBTOMaTHU3aIluM pa3BepThiBaHus Ansible.

1.5 CocraB aucTpudyTHBa

Komnyiexkt mocraBku I1O0 mnpenHasHayeH yisi MOATOTOBKM WHGPACTPYKTYphl CcepBepa C
POJIbIO operator U AanbHelIed yctaHoBKY [10 Squadus. KommiekT BkiTtouaeT B ce0si:

— UCHOJIHSIeMBI  ail1  squadus ansible bin <RELEASE>.run, IpeJHa3HA4YeHHBIN IS
YCTaHOBKHU I0JICUCTEMBI YIIPaBJIeHUsI KOHUTYPaIUsIMU;

— UCHIOJIHSeMBIX $alil squadus_infra <RELEASE>.run, IIpeJJHa3Ha4eHHBIHN ISl yCTaHOBKYU
xpaHumIa oopa3oB Docker

— aiti1, comepxalIyi JIUIeH3UOHHOe COoTJIallleHre, MTOIUTHUKY KOH(UIeHITUaIbHOCTH U
CIUCOK JUIeH3ul ucnosibdyemoro [10 B popmate html;

— pykoBojicTBO 110 ycraHoBKe [0 npoaykra.
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1.6 IlepeyeHs TeXHUYECKOM JOKYMEHTAIHH

[TepeueHb TeXHHUYECKOM IOKyMeHTAllUH, IIpe/iCTaB/IeHHbIA B TabiuIle 2, NIpefiHa3HavYeH [

pa3BepThIBaHM S CepBepHOM YaCTH, HACTPOUKHU U JaJIbHeHIlero aIMAHUCTPUPOBAHUS IIPOJIYKTA.

Tabauua 2 — I1epeueHb mexHuueckoii doKymeHmauuu

HaumenoBanue nokymeHTa

Conepxanue JOKyMeHTa

Squadus XX System Requirements

CucremHbIe U IIporpaMMHEbIe Tp66OBaHI/IH K
IPpOAYKTY

Squadus_Server Web XX Architecture

Omnurcanue apxXUTeKTYphl MPOAYKTA AJis BEIOOPA
THIA YCTAHOBKU U BblJIeJIeHUsI peCypCoB Jist
cepBepoB

Squadus_Server Web XX Installation Guide

[Topsinok ycTaHOBKM CepBepHOM 4acTh
IPOJyKTa

1.7 IlporpaMMHBIe U anmapaTHbIe TPe0OBaHUS

HpOFpaMMHbIe W allllapdTHbIE Tp860BaHI/IH K TEKYH_[EIZ BepCuu I10 YKa3dHbI B JJOKYMEHTe

«Cucremuble TpeOOBAHUSY.

1.8 PaboTa ¢ cucreMmaMu BUPTyaJIH3aIuA

nst o6ecniedenust pabotel 110 nmoanep>xuBaroTCs CieAyroliyde CUCTeMbl BUPTYalIM3alluu:

— VMware;
- KVM.
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2TIOAT'OTOBKA K YCTAHOBKE

2.1 IToaroroBka OC

Ha cepBepnl, npenHasHaueHHble [JIs pa3BepThIBaHUSI CUCTeMbl, HEOOXOJIMMO YCTaHOBUTh
OC, cooTBeTCTByIOITYIO TpeOOBAaHUSAM TOKyMeHTa « CHCTeMHbIe TPeOOBaHU .
VYcranoBka Ha OC Astra u ucnonszoBanne OC CentOS mnortpebyeT ONOJHUTEIBHBIX
HACTPOEeK:
— quist yctaHOBKM Ha OC Astra HeoOXOAMMO BHITIOJIHUTH OTIepalliy, U3NI0KeHHbIe B pasfierie
«Kondurypuposanue OC Astray;
—npu  ucnonbzoBanuu OC  CentOS  criemyeT  O3HAKOMHUTBCS € paslieioMm

«Kondurypuposanue CentOSy.

2.1.1 Konpurypupoanue CentOS

C cBsBU c npekpamieHueM nozgjepxku CentOS 7 co croponsl komnanuu RedHat uncras
ycraHoBka Ha Linux auctpubytu CentOS HeBo3MoXkHa.
CiieftyeT OTKJIIOYUTb OOHOBJIEHUE Si/Ipa B COOTBETCTBUU C paszenioM «Ilopsmok obHOBIeHUS

sipa Linux».

2.1.1.1 BoccranoBieHue focryna

,HHH BOCTAHOBJIEHHU HOOCTYyIld K dKTyaJIbHBIM PEeIlIO3UTOPHAM Ha LejieBblX XOCTaX ClieayerT

BBITIOJIHUTD CJIEAYIOIYI0 KOMdHY:

sed -i s/mirror.centos.org/vault.centos.org/g /etc/yum.repos.d/*.repo
sed -i s/"#.*baseurl=http/baseurl=http/g /etc/yum.repos.d/*.repo
sed -i s/"mirrorlist=http/#mirrorlist=http/g /etc/yum.repos.d/*.repo

2.1.1.2 Murpamusa Ha apyryo OC

[Tepen Hagasiom murpanuu Ha apyryo OC Linux Heo6X0/1¥MO BBIIIOJIHUTD
O pe3epBHOe KOMMMpoBaHUe 6a3 JaHHBIX

Jlist murpanuu npoaykra Ha pyryto OC Linux Heo6xoaumo:

1. Ilepen ycraHOBKOU cjeflyeT Y4YUTBhIBaTb, YTO HACTPOMKHU, BHECeHHble B CHUCTEMY C
IIOMOIIBIO TIaHeNIW a]MUHUCTPUPOBAHMS, He COXPaHSIOTCS.

2. YcranoButhb [10 Squadus Toit xe Bepcuu Ha HoOBylo OC Linux c wucrosgb3oBaHuEM
KOHQUTYpaITMOHHBIX GaliioB (hosts.yaml M main.yaml) OT IPeAbIAYIIEH yCTaHOBKH.

3. [Ipu HeoOX0IMMOCTH BBHIIIOJIHUTH 0OHOBJIEHHME [0 MOCIeIHel BepCrH.

4. BoccraHoBUTD 6a3bl JAHHBIX U3 Pe3epBHOM KOIIHH.
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2.1.2 KoupurypupoBanme OC AstraLinux

2.1.2.1 YcranoBka Ha AstraLinux SE 1.7 B 3aniuieHHbIX BapHaHTax

OcHOBHBIE OTIMYMSI MeXJy BapuaHTaMu 3amuineHHoctd Astra SE 1.7 mpuBeneHbsl B

Tabuie 3.
Tabauua 3 — Yposuu 3amuineHHoctd OC Astra
DyHKIUSL VYpoBeHb 3alUTHI YpoBeHb 3alUTEHI VYpoBeHb 3anUTHI
0e30macHOCTH «bazoBbIiin* «YcuneHHbIA» ¥ «MakcuManbHBIA» ¥
3amKHyTas HocrynHa HocrynHa
HporpaMmHas cpesia He nocrynna (o ymoJT4yaHHU10 (o ymoJtyaHuIO0
BBLIKJIIOYEHA) BBIKJIIOYEHA)
Ouwncrka HocrynHa HocrynHa
0CBOOOXIaeMOM He nocrynna (o ymMoI4aHuUI0 (o ymMoJT9aHUIO
BHEIIIHeH [1aMATh BBIKJTIOUEHA) BBLIKJIFOUEHA)
MaH1aTHBIN HocTtynHa HocrtynHa
KOHTPOJIb He pocrynna (o yMoT4aHu10 (o yMOT4aHHUIO
[[eJIOCTHOCTHU BKJIIOUEHA) BKJIIOUEHaA)
MasnnaTHoe HocTtynHa
yIpaBJieHhe He nocrynna He nocrynna (1o ymoJt4yaHHIO0
JIOCTYTIOM BKJTIIOUEHA)

* — gaumeHoBaHue OC Astralinux SE B cOOTBeTCTBUM C YPOBHEM 3allIUThI:
— bazoBbiii ypoBenb — Astralinux SE 1.7 «Openy;

— Ycusiennsiit ypoBenb — Astralinux SE 1.7 «Boponex»;

— Makcumanbubiéi ypoBeHb — Astralinux SE 1.7 «CmoreHck».

Tekyiuii ypoBeHb 3alIUIIIEHHOCTH TTPOBEPSIeTCs C TOMOIIBI0 KOMaH/IbI:

root@voronezh:~# astra-modeswitch list

® base(orel)
1 advanced(voronezh)
2 maximum(smolensk)

root@voronezh:~# astra-modeswitch get
1

TeKYIIII/Iﬁ CTaTycC 3aMKHYTOfI HpOFpElMMHOfI Cpebl IpoBepseTcsd C IIOMOIIbIO KOMdH/IbI:

root@voronezh:~# astra-digsig-control status
ACTIVE

TEKYH_II/If/'I CTaTyC O4YUCTKHU 0CBO60)K,I[3€MOI>1 BHEILIHEH I1aMsTHh (O‘II/ICTKa pa3nielioB IIOAKAYKH

U IrapdHTHUPOBdAHHOE yJldJIeHne cl)aﬁnos) IMpoBepPSETCAd C ITIOMOIIBIO KOMdH/IbI:

root@voronezh:~# astra-swapwiper-control status
ACTIVE

root@voronezh:~# astra-secdel-control status
ACTIVE

TE‘KYH_II/Iﬁ CTATyC MAdHIdTHOI'O KOHTPOJIA HeJIOCTHOCTHU IIPOBepsdeTCsd C IIOMOIIbIO KOMdH/bI:

root@voronezh:~# astra-mic-control status
ACTIVE
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TeKy'H_II/If/'I CTATyC MaHIATHOI'O YIIpAaBJIeHHW A JOCTYIIOM ITPOBepseTCs C IOMOIbI0O KOMdH/IbI:

root@voronezh:~# astra-mac-control status
INACTIVE

TE‘KYH_II/Iﬁ CTaTyC 3dllpeTd BKJIHOYeHHI 0MTa BBINOJTHEHUS IMpoBepsdaeTCcd C IMOMOIIbIO
KOMAadH/BI:

root@voronezh:~# astra-nochmodx-lock status
ACTIVE

2.1.2.2 YcraHOBKa Ha yCHJIEHHOM ypOBHe 3aiuiiieHHoCTH («Boponex»)

VYcranoBka ocymectsiseTcss Ansible oT ©UMeHH TOB30BaTeSs, AJIsi KOTOPOTO JIOJDKHA OBITH
HaCTpOeHa BO3MOXHOCTh BHITIOTHATE sudo 6e3 maposisi.

1. ITonb3oBaresnio astra HEOOXOAUMO YCTAHOBUTH MaKCHMAJIbHBIM ypOBEHb I11eJIOCTHOCTH 63
(cootBercTByeT apmuHucTtparopy OC). [IpoBepuTs ypoBeHb 11eJI0CTHOCTH MOJIb30BATENsI BO3MOXKHO
C IIOMOIIIBIO KOMAaH/IbI:

root@voronezh:~# pdp-id -1i
63
2. VcranoBka Ansible u pabora nmpoaykra HeBO3MOXXHAa IIpM BKJIIOUEHHOM 3arpere bOuTa

HCIIOJIHEeHH 1. Hepe)l Ha4aJIOM YCTAHOBKH Ha BCeX CepBepdax H€O6XOHI/IMO BBIIIOJIHUTH KOMaHY:

astra@voronezh:~$ sudo astra-nochmodx-lock disable
astra@voronezh:~$ sudo astra-nochmodx-lock status
INACTIVE

3. YcranoBka Ansible u pabora npojgykTa HeBO3MOXXHAa IIPU BKJIIOUEHHOM peXuMe
3aMKHYTOM IIporpaMMHOM cpefibl. Heo6x0/1MMO IpOBepUTh CTaTyC peXXrMa C IIOMOIIbI0O KOMaH/IbL:

astra@voronezh:~$ sudo astra-digsig-control status
INACTIVE

4. Tlpm craTyce ACTIVE Ilepe]l HayaJloM YCTaHOBKM Ha BCeX CepBepax He0OXOIUMO

BBITIOJIHUTb KOMaHY.

astra@voronezh:~s$ sudo astra-digsig-control disable
astra@voronezh:~$ sudo reboot

astra@voronezh:~$ sudo astra-digsig-control status
INACTIVE

5. Heobxomumo mpoBepUTh CTATyChl I1apaMeTpoB 6e3011aCHOCTH, 3HAYeHUs KOTOPbIX
JIOJKHBI COOTBETCTBOBATh TabiuIle 4.

Tabauua 4 — IlapameTpbl 6€301MaCHOCTH TT0 YMOJTYaHHUIO

HanmeHnoBaHue KOMaHIbI Craryc

astra-bash-lock status INACTIVE
astra-commands-lock status INACTIVE
astra-docker-isolation status INACTIVE
astra-hardened-control status INACTIVE

astra-interpreters-lock status ACTIVE
astra-lkrg-control status INACTIVE
astra-macros-lock status INACTIVE
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HaumeHoBaHne KOMaHIbI Craryc

astra-modban-lock status INACTIVE
astra-overlay status INACTIVE

astra-ptrace-lock status ACTIVE
astra-sumac-lock status INACTIVE
astra-shutdown-lock status INACTIVE
astra-ufw-control status INACTIVE
astra-ulimits-control status INACTIVE

6. J171s1 mpoBepKy JOCTYITHOCTU Pero3uTOpreB He0OXOAUMO BBITIOJTHUTh KOMaH/IY:

apt-get update

Komanpa momkHa 3aBepiiatbcst 6e3 ommbKu.

[Ipu HaJIMIUH cboitHOr O 3epkaia Perno3uTopus (Hanipumep,
http://mirror.yandex.ru/astra/stable/orel/repository orel InRelease), ero Heob6xogumo ypanuth u3

OUPEeKTOPHHU /etc/apt/sources.list

2.2 HacTpoiika ceTeBBIX COeINHEeHUI

Hacrpoiika cereBoro coequHeHusi J[A0DkHA ObITh BBINIOJIHEHA HA BCexX cepBepax,

IpeJHa3Ha4eHHbIX JIJI1 YCTAHOBKH CHCTEMBbI, B TOM YK CJie Ha cepBepe C POJIbIO operator.
HJISI pa6OTbI CepBepoB B JIOKAJIbHOM CeTH HeoOXOoauMO 3a7aTh dleayrouye rnmapamMeTpahl:

— IP-anpec;

— Macka noacery;

— OCHOBHOM 1LTIO3;

— DNS-cepsep.

[IpumMep HacCTpPOWKM CeTeBOTO COeJIMHEeHMs C TMOMOIbI0 KoMaHJIHOW cTpokd B OC Astra

IMpeacTaBJIEH B IIPUJIOKEHHUH B.

2.3 IloaroroBka HHQPPACTPYKTYPHI CepBepoB

2.3.1 YcraHoBKa B ceTH 0e3 BbIX0/Ia B HHTEPHET

J171s1 yCTaHOBKY IIPOJIyKTa B JIOKAJIbHOM CeTH, 6e3 IpSIMOT0 BbIXOJ]a B UHTEPHeT, HeobX0IuMo
obecrevnTh JOCTYITHOCTD J10N0NHUTenbHbIX nakeToB [10. Ilepeuens Heobxonumoro 110 npusenen
B JJokyMeHTe «CHCTeMHble TpeOOBaHUS.

Jliis obecriedeHrst AOCTYIIHOCTH CJleflyeT BBIIIOJIHUTD ClleflyoIlye 1eHCTBUS:

— cKavaTh ¢aibl CO CTaHJAPTHOT'O PellO3UTOPHS C IIOMOIIIBIO IIPSIMOTO BBIXOJIa B UHTEpPHET;

— pa3MecTUTb Gailiibl Ha JIOKAIbHOM CEepBepe;

— obecreynTh JOCTYII K cepBepy M0 JIOKAJIbHOW CeTH;

— ycraHoBuTb [10 1 HacTpOUTSH JIOKaIbHBIN pertosutopuit (cM. [Ipunoxxenue A);

— BBINOJIHUTD 3aMeHY CTaHAApTHOT'O Pello3UTOpUs Ha JokanbHbIN (cM. [Ipunoxenue b).
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3ameHa CTAHAAPTHOI'O PENo3UTOPUd Ha JIOKAJIbHBIA BBIMOJIHSIETCS Ha cepBepe C pOJIbIO

operator.

2.3.2 YcranoBka Squadus 3a Be0-nipokcu

HpI/I HCIIOJIb30BaHH e Be6-HpOKCI/I cepBepa B OKpPYXeHHH YCTaHOBKHU HOTpEGYIOTCﬂ

JIOTIOJIHUTEeJIbHbIe HACTPOMKHU CePBEPOB C POJIBI0 operator U squadus_infra.

2.3.2.1 ITapamerps! HacTpoiiku Squadus 3a Bed-IpokcH

Jliis paboTbl 4yepe3 BeG-MPOKCH HeOOXOAMMO 3alPOCUTh Y CHCTEMHOTO aJMUHHCTPATOpPa
3HAYeHUsI TepeMeHHBIX, IePeYUCIIeHHbIX B TabmuIe 5.

Tabmura 5 — Cnucok hepeMmeHHbIX Be6-TTPOKCH

[Tapametp Tumn Onwucanue
WEB PROXY LOGIN Str Wwms nonb3oBarens
WEB PROXY PASSWD Str [Taponb monb3oBaTenst
WEB PROXY ADDR Str FQDN wummu IP agpec Be6-nipokcu *
WEB PROXY PORT Int [TopT BeG-mipokcu *

* — obs3aTenbHbIE TIepeMeHHbIe

HOJ’Iy‘IEHHbIe InepeMeHHbIe OCl)OpMJ'IHEM cdJIeJyIoInM O6p830MZ

http://WEB PROXY LOGIN:WEB PROXY PASSWD@WEB PROXY ADDR:WEB PROXY PORT
https://WEB_PROXY LOGIN:WEB PROXY PASSWD@WEB PROXY ADDR:WEB PROXY PORT

Ecmm ucnonbzyembiii Beb-ipokcy He nojaepkuBaeT TLS-noakroueHre Mexay KJIMeHTOM U
BeO-TIPOKCH, CJiefiyeT TepeMeHHOM https proxy YKa3aThb 3HAueHHe IepeMeHHOM http proxy.
Takoe pemienure 1mo3BonuT HampaBuTh 3anpockl Kk HTTPS crpanumam B uHTepHere uepe3 Beb-
npokcu 6e3 nmmdpoBaHHOTO MOAKIIOUEHUSI MEX]Ty KJIMeHTOM U BeO-TIPOKCH.

O J171s1 KoppeKkTHOM paboThl CepBepOB squadus_infra, squadus ansible ClIeAyeT
paspenuth Metosi HTTP nporokona — CONNECT Ha Be6-ipokcu cepBepe.

2.3.2.2 TlonroroBKa Be0-NPOKCH Ha cepBepax C pojbio operator u squadus_infra

J171s1 HaCTpPOMKM OKPY»KeHUsl Ha cepBepaxX C POJIbI0 operator U squadus_infra HEOOXOIUMO
OTKPBITh C IIOMOIIIBIO TEKCTOBOT'O pefiakTopa ¢aiil /etc/environment U J0OAaBUTh B KOHeI] aiijia

CIIeqyIoliye CTPOKH:
http proxy="http://WEB_PROXY LOGIN:WEB PROXY PASSWD@WEB_ PROXY ADDR:WEB PROXY PORT

https proxy="https://WEB PROXY LOGIN:WEB PROXY PASSWD@WEB PROXY ADDR:WEB_PROXY PO
RT"

Jl71s1 IpriMeHeHUsl HOBOT'O OKPY>KeHUSs! ClleflyeT MepeloKIII0YMThCS 10 IPOTOKOoIy ssh wiu

[epe3anTyu B CUCTEMY.
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2.3.3 YcraHOBKa IOJICHCTeMbI yIIpaBJIeHUs1 KOHQUTypaIusaMu

YcraHOBKa BBHINONIHSIETCS HAa CepBepe C POJIbI0 operator. HeobGXomAMMO IpOBEpUTH

coOuto/ieHre CIelyIoUX yYCIIOBUMN:

1. Bxopn BhbINIOIHEH N0/ TOJIb30BaTesieM root UJjIH I0]] MoJIb30BaTesieM ¢ sudo-TpUBUIerusIMU
Ha TaKeTHBIA MeHeIpKep.

2. CepBep, Ha KOTOPOM BBITIOJIHSIETCS] YCTAHOBKA, COOTBETCTBYET TpebOBaHUSIM, YKa3aHHBIM
B okyMeHTe «CucTeMHble TpeOOBaHUS.

3. C BpIOpaHHOrO CcepBepa ecTb BO3MOXHOCTb JocTyna o SSH-mporokomy k Jpyrum
cepBepaM, Hd KOTOPbIX BEITIOJIHAETCA YCTAHOBKA.

4. Tlogcucrema  yripaBiieHUss KoHurypanwsMu — Ansible  ycraHoBieHa, Opyrue
KoHuTypanuoHHbIe ¢parbl Ansible He mpucyTtcrByroT B OC.

JTanbl YCTaHOBKHU:

1. CxonmpoBath Qailsl squadus ansible bin <RELEASE>.run B JIOMAIIHIOIO AUPEKTOPHIO

II0JIb30BaTeJIs Toot.
2. 3anycTuTh Al squadus_ansible bin <RELEASE>.run C IOMOLIbIO KOMaH/IbI:

bash squadus ansible bin <RELEASE>.run
3. CorsylacuThCs Ha POAODKeHMe YCTaHOBKY, HaXKaTh Ha KiaBumry "Y',

[root@squadus infra ~]# bash ./squadus_ansible bin <RELEASE>.run Verifying
archiveintegrity...100% All good.

Uncompressing SQUADUSAnsible Package <RELEASE>100%

#

# Copyright (c) New Cloud Technologies, Ltd., 2013-2024 #

# You can not use the contents of the file in any way without New Cloud
Technologies, Ltd. written permission.

# To obtain such a permit, you should contact New Cloud Technologies, Ltd. at
http://ncloudtech.com/contact.html

# Welcome to Squadus AnsiblelInstaller version <RELEASE>

This script is meant to be used on operator workstation

Do you want to continue? [y/N]Y

Install ucs-storm[ OK ]

Ensure that python-netaddr is installed [ OK ]
Ensure that python2-jmespath is installed [ OK ]
Ensure that version directory is present [ OK ]
Ensure that version <RELEASE> is present [ OK ]
Set <RELEASE> as latest [ OK ]
Create roles symlink [ OK ]
Create collections symlink [ OK ]
Create contrib symlink [ OK ]
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AnMuHHCTpaTOpy OTOOpasUTCs Ciefyollee (CIMCOK OTOOpaXkeHWsI MOXeT MEHSTbCS B

3aBUcuMocCTH OT BbibpanHou OC):

Create playbooks symlink [ OK ]
Create group vars directory [ OK ]
Create group vars/all symlink [ OK ]
Create host vars directory [ OK ]
Create certificates directory [ OK ]
Create certificates symlink [ OK ]
Create symlink to module:ucs-storm [ OK ]

[Tocne 3TOrO YyCTaHOBKA MOACUCTEMBI yIIpaBJieHUs KOHGUTypalusaMu Oy/ieT 3aBepliiieHa.

[Tpu mcnonb30BaHUM BeO-IIPOKCH 1OC/Ie YCTAaHOBKY MTOICUCTEMBI YIIpaBJleHuUs
KOHQUTypaluu cileflyeT yAaluTh U3 gaiya /etc/environment CTPOKH,

O nobaBJieHHbIe B COOTBETCTBUH C pa3zierioM [ToaroroBka Beb-pokcy Ha cepBepax C
poJibto operator 1 squadus_infra.

2.3.3.1 Orpanuyenus o paboTe ¢ MOJACUCTEMOI yrpaBJieHUsI KOHPUTypauusaMu

B cootBerctBum c pasznenom «llporpammubie TpeboBaHus» Ha pabodyeM MecTe orepaTopa
HeoOXOAMMO YCTaHOBUTD MAKeThI onoiHuTenbHoro [10.

B mnopacucreme ympaBiieHUs: KOHUTYpaIdsIMU He JODKHO OBbITh KOHQGHUTYpaIlMOHHBIX
$aitioB caMo¥ MOJICUCTEMBI.

Koudurypanunonssie darbl, yCTaHOBJIEHHbIE Io YMOJTYaHUIO
(HapuMep: /etc/ansible/ansible.cfg), HEOOXOAUMO YIAIUThb WIM 3aMeHUTh (aillaMu U3
KOMIIJIeKTa rmocrasiisiemoro I10.

[Tompo6Hee 10 cchlIKe:

https://docs.ansible.com/ansible/latest/reference_appendices/config.html#the-configuration-file

2.3.4 Y cranoBka xpanwinina oopa3osB Docker

VYcraHoBKa IPOM3BOJIMTCS Ha CepBepe C poJiblo squadus_infra. [leped HayasioM yCTaHOBKHU
HeoOXO0JIMMO TPOBEPUTH, YTO BXO/I BBITIOJIHEH 0T TOJIb30BaTesieM root.

JTarbl yCTAaHOBKU:

1. CkonupoBaTh ¢aiil squadus _infra <RELEASE>.run Ha CepBep squadus infra.

2. 3amyCTUTb CKPHUIIT YCTAaHOBKU:

bash squadus_infra <RELEASE>.run
3. CornacuTbCs Ha MPOJIOKeHHe YCTAaHOBKH, HaXKaB Ha KJIAaBUIITY « Y ».
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root@squadus_infra ~]# bash ./squadus infra <RELEASE>.run

Verifying archiveintegrity...100% All good.
Uncompressing Squadus Infrastructure Node Package <RELEASE>100%
#

# Copyright (c) New Cloud Technologies, Ltd., 2013-2024 #

# You can not use the contents of the file in any way without New Cloud
Technologies, Ltd. written permission.

# To obtain such a permit, you should contact New Cloud Technologies, Ltd. at
http://ncloudtech.com/contact.html

# Welcome to Squadus Infrastructure Installer version <RELEASE>

This script is meant to be used on Infrastructure Server (see manualfor default)
Do you want to continue? [y/N] Y

Check if the script is run with superuser privileges [ OK ]
Make sure that the operating systemis compatible [ OK ]
Ensurethat yum-utils is installed [ OK ]

AnMuHHCTpaTOpy OTOOpasuTCs Ciefyollee (CIUCOK OTOOpaXkeHUsI MOXeT MEHSITbCS B

3aBUcuMoOCTH OT BbIbpanHou OC):

Ensure that docker-ce repository is availiable [ OK ]
Ensure that docker is installed [ OK ]
Ensure that jg package is installed [ OK ]
Ensure that docker dir exists [ OK ]
Ensure that docker daemon config exists [ OK ]
Check if docker daemon needs to be restarted [ OK ]
Ensure that docker is started [ OK ]
Ensure that docker is enabled [ OK ]
Check if docker is availiable [ OK ]
Ensure that registry image is available [ OK ]
Check if container with registry is available [ CHANGE ]
Ensure that registry configuration directory exists [ OK ]
Ensure that docker-registry env file exists [ OK ]
Check if old registry data directory exists [ CHANGE ]
Ensure that registry data directory exists [ CHANGE ]
Ensure that container with registry is available [ CHANGE ]
Wait for docker-registry to start [ OK ]
Ensure that docker-registry is running [ OK ]
Extracting registry archive. .. [ OK ]
Remove dangling and outdated images [ OK ]

[Tocne sToro ycranoBka xpanuiiia oopazoB Docker (docker registry) 6yner 3aBepiiieHa.

[Tpu ncronb3oBaHUHK BeO-ITPOKCH MTOCIIe YCTAHOBKU XpaHUIIUIIA 06pazoB Docker
(docker registry) cinenyet yaanuTh U3 daiia /etc/environment CTPOKH,

O nobaBileHHbIe B COOTBETCTBHUU C pa3niesnioM [loaroroBka Beb-pokcH Ha cepBepax C
poJibto operator 1 squadus_infra.

2.3.5 YcranoBska gonosaurensuoro I10

B cootBercTBUM C okyMeHTOM «CucTeMHble TpeOOBaHHUS» Ha CepBepe C POJIbI0 operator

HeoOXOAMMO YCTaHOBUTD MAKeThI JonoHuTebHOoTOo [10.
Pexomennyercs ucnonb3oBath «auctyio» OC i mpenoTBpallieHus MOSBIIEHUS OLIMOOK,

CBSI3dHHBIX C MCITIOJIb30OBAHHUEM KOHCI)I/IpraLII/IOHHbIX q)aﬁﬂOB.
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Koudurypanuonnsie darisl, YCTaHOBJIEHHbIE o YMOJTYaHUIO

(Hapumep: /etc/ansible/ansible.cfg), HEOOXOAUMO YIAJIUThb WM 3aMeHUTh QaillaMu U3

KkoMILIekTa rocrasisgemoro I10.

JlJis1 yCTaHOBKHM IaKeTOB HEOOXOAMMO 00ecrneduTh CepBepy C POJbI0 operator BBIXOJ B
WHTepHeT.

3arpelaeTcsl yCTaHOBKA OCJIeAHUX Bepcrit onoiHuTenbHoro 110, focTynHbIX B
A periozutopuu. Ilepes ycTaHOBKOM ciieflyeT 03HaKOMUTBCS C TPeOOBAHUSIMH K
BepcusM ansible-core u monynisim Python.
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2.4 IloaroroBka KoHPUrypanuoHHbIX ¢aiilnoB

Bce omepanuy ¢ KOHQUI'ypallMOHHBIMU (paijlaMU BBINIOJIHSIOTCS Ha CepBepe C POJIbIO

operator.

2.4.1 Ilopsapok pa3MennieHus U 3anmotHeHus ¢aityioB KOHQUTrypauu

JTanbl YCTaHOBKHU:
1. IlepeiiTu B KaTanor ~/install squadus C IIOMOIIBIO KOMAH/IbI:

root@squadus_infra~]# cd ~/install squadus

2. CkonupoBarb $alil contrib/squadus/ansible.cfg B KOPHEBOW paslesn AUPeKTOPUU

YCTaHOBKH C ITOMOIIIBIO KOMaH/bI:
[root@squadus infra~]# cp contrib/squadus/ansible.cfg

3. BribpaTb Hanbosee NOAXOISIIMNA TUIT YCTAaHOBKH:
— standalone (ycTtaHoBka 6e3 O/iJIeP>KKH O0TKa30yCTOMYMBOCTH);
— cluster (ycTraHoBKa C MOJIIEP>KKOM 0TKA30yCTOMYHUBOCTH).

[IpenzanonHenHble  ¢aljibl C IpUMepaMyd  3all0JIHEHUS  I[1apaMeTpPOB  YCTAaHOBKHU
pacnonararTcs o MyTH
~/install squadus/contrib/squadus/[cluster | standalone] hosts.yml

4. CkomnupoBaThb 3aTOTOBKY (aiiia hosts.yml B AUPEKTOPHIO ~/install squadus/:
cp contrib/squadus/<Tun ycTaHoBkM> hosts.yml ./hosts.yml

5. 3anoyHUTHL 3aroToBKy ¢paina hosts.yml, ykaspiBas FQDN, mo koTopsIM cepBepbl
JOCTYIIHEI. CHEHyET YYHUTBIBATL, YTO POJIM squadus ha M squadus_ apps He IOOJDKHBI COBIIAJATh,
€CJIM XOCTOB B squadus_apps boitee OJJHOTI 0.

6. IlepeHecty 3aroToBKy $aiyioB HapaMeTpoB group vars C [IOMOIIBIO KOMAH/IbI:

cp -r contrib/squadus/group vars/squadus setup ./group vars/

[Tpy HEOO6XOOUMOCTH MOXKHO IIepeMMeHOBaTh squadus setup Ha IIPOM3BOJIBHOE MMsl, HO
TOrJ]a He0OXOAMO U3MEeHUTDb TaKUM >ke 00pa3oM UM IPYyIIbl squadus_setup B ¢aiise inventory.
8. OTkpbIThb dail1 main.yml K3 Karajora pasMellleHUsl U OTpeJaKTHpOBaTb 3HAYeHUS

1apaMeTpoB IO KOMMeHTapusM. [Ipumepbl MapameTpoB [jisi MUHHMMAJIbHOW HACTPOMKU MOXKHO
HaWTU B camux ¢aiiiax, a Takxke B pasnene «HacTpoiika MUHMMAaIbHBIX IapaMeTPOB YCTAaHOBKUY.

9. CkonupoBaTh Ssl-KJtouM Jijisi BHEIIHEro JOMeHa B KaTallor certificates. [logpobHee

cM. B paszierie «Pa3merienne ssl-ceprudukaroB Ajis mppoBaHUSDY.

© 00O «HOBBIE OBJIAYHBIE TEXHOJIOTMW», 2013 - 2025



MonOdounc

2.4.2 Konpurypuposanmue ¢aiina hosts.yml

Jliis onpeniesieHUs: poyid cepBepa HeOOXOIUMO 106aBUTH ero floMeHHOe UMs uin [P-afpec B
COOTBETCTBYIOIIYIO CeKI[MIO B IabioHe daia hosts.yml. [Tociie Ha3HaUYeHUs ponu cepBepy IIpU
ycTaHOBKe OyAyT BbINIOJIHeHbl KOMaHIbl Ansible. B ¢aiin hosts.yml BHOCSATCS TOJIBKO IOTHOCTBIO

onpejiefieHHble ©MeHa JjoMeHOB (FQDN).

[TpennactpoeHHBI daiil hosts.yml (CKOIMpPOBaHHBIA B COOTBETCTBMU C II. 3 pasena

«ITopsmok pa3mertieHus U 3anojiHeHUs GarioB KOHPUTYPAIUK») COJIEPXKUT IIPUMepHI 3aI10JIHEHUS B

CHeHYKHHeM(bOpMaTe:squadus—jibri—l.installation.example.net:
rge: — squadus-jibri-1 — HMJ CepBepa I IOATrPYIIIBI squadus meet jibri
— installation.example.net — HMs JOMEHA YCTAaHOBKH.
3amnuce B cbafme hosts.yml IIPU HCIIOJIb30BAHWHW T'DYIIIIBI CEPBEPOB OTIIMYAETCA 3allMChbIO
HMMeHHU cepBepa. squadus-apps-[1:3].installation.example.net:
rge: squadus-apps-[1:3] — I'DPYyIIlIa CEPBEPOB squadus_apps:

B KﬂaCTepHOﬁ KOH¢HpraHHH HCIIOJIb3YEeTCSd OOUH WJIX HEeCKOJIbKO CepBepoB JIA OIHOM

POJIHN.
[Ipumep 3anosiHeHus daniia hosts.yml ISl KJIJACTePHOW KOHQUTYpaUU:
all:
children:
squadus:
children:
squadus_apps: # I'pymnna cepBepoB squadus_ apps:
hosts:
squadus-apps-[1:3].installation.example.net: # lVma DNS-cepBepa
squadus microservices:

hosts:
squadus-apps-[1:3].installation.example.net:

squadus converter:
hosts:
squadus-doc-converter-[1:3].installation.example.net:

squadus db:
hosts:
squadus-db-[1:3].installation.example.net:

B xonduryparnuu standalone ajist Bcex posieit KCIIOJIb3YeTCsl OJIMH U TOT e CepBep.
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[Tpumep 3anonHenus gaina hosts . yml A KOHUrypanuu standalone:

all:
children:
squadus:
children:
squadus_apps:
hosts:
squadus-sa-1.installation.example.net:

squadus microservices:
hosts:
squadus-sa-1.installation.example.net:

squadus_converter:
hosts:
squadus-sa-1.installation.example.net:

squadus_db:
hosts:
squadus-sa-1.installation.example.net:

ObbenuHeHre pojiell MOXKeT IIPUMEHSTbCS B KJIACTEPHOM YCTaHOBKe, eClIM pecypchbl
opraHusanuu orpaHuyessl. [logpobHee 0 BbIeJIEHMH PecypCcoB [iIsl YCTAHOBKHU CM. B JIOKyMeHTe
«ApXUTEKTypay.

[Topsimok  3amosiHeHMst aiya hosts.yml 3aBHUCHAT OT BbIODAaHHOM apXWUTEKTYpPhbl

yCTaHABJIMBAaeMOM cUCTeMbl U HacTpoek DN S-3anuceit.

2.4.3 KonpurypupoBanmue ¢aiiia main.yml

J171s1 TepBUYHOM yCTAaHOBKH CHUCTEMbl HEOOXOJMMO CKOIMPOBATh MpeA3aroIHeHHbINA (ai
KOHQUIypalluy U3 JUPEKTOPUUU ~/install squadus/contrib/squadus/. Ilopsmok mogroroBku
darna main.yml onpeneneH B pasfene «l[lopsmok pasmelnieHuss U 3anonHeHus panyioB
KOHQUTypaLun».

[Ipu moBTOpPHOM yCTaHOBKe HEOOXOAMMO OTKPHITH C ITOMOIIBI0 TEKCTOBOTO peflakTopa (aii
paCHOHOXGHHHﬂﬁ B JWPEKTOPHUH ~/install squadus/group vars/squadus_ setup/main.yml H
HWU3MEeHUTh 3Ha4YeHHWs OJIs1 00s13aTeNIbHBIX IepeMeHHbIX, ITIepeYrCJIEHHbIX B Ta6m/1ue 6.

Omnucanue IepeMeHHbIX Hu3 KOH(l)I/II‘ypaIII/IOHHOI‘O cpafma main.yml IIpeacTaBJIeHO B

Tabsure 6.

O B nensix obecriedenus: 6e30nacHOCTH BCe [1ApOJIM Y KIIIOYH, IPUBeJleHHbIe B
Tabuuiie 6 U asee, TOJDKHBI OBITH 3aMEeHEHBI Ha HOBBIE.
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Tabauua 6 — OcHOBHblE nepemeHHble

[TapameTp Omnucanue Tun SHAtCHHE
110 YMOJTYaHUIO
ansible user Wwms nonb3oBaresns,, 0T KOTOPOTO
BBIIIOJIHSETCS YCTaHOBKa. Str i
[Tonp3oBarensb AOKeH UMeThb JJOCTYII
110 ssh k XocTaM cuCTeMbl
jibri_auth password [Taposnb nuist BHyTpeHHe!
aBTOpU3AIMY CepBHCa 3allMCU Str -
KOH}epeHIhI
jibri_recorder password [Taposib, HcIiONB3yeMblil B Str i
IIOJICKCTeMe 3allCH KOH(pepeHITUN
jicofo_auth password [Taponsb s ayrentudukanuu jicofo Str i
(KOMITOHEHT BU/IeOKOH pepeHITU i)
jicofo_component secret | BHyTpeHHU mapoJb [ijisi paboThl
jicofo (xommoneHT Str -
BU/JIeOKOH(}EpeHITH)
jitsi_jwt app id HUnentudukarop JWT npunoxenus Str -
jitsi_jwt secret JWT-naposb 115t paboTsl jitsi Sir i
(KOMITOHEHT BHU/JIeOKOH(epeHITH)
jitsi_use keepalived BxiroueHue v HacTpoiika cepBuca
keepalived myist paboThl B kj1actepHoMm | Bool -
pexxrMe
jvb_auth password AyTeHTUGUKAITMOHHBIN TTAPOJIb IS
paboThl jvb (KOMIIOHEHT Str -
BUJIEOKOH(}EPEHITUH)
jvb_component_secret BryTpennuii napossb [ij1s1 paboTsl jvb Str i
(KOMITOHEHT BU/IeOKOH epeHITni)
manganum_mongodb pass | [Iapomnb s 6a3bl JaHHBIX,
word WCII0JIb3yeMOU KOMIIOHEHTOM Str i
manganum. JloyDkeH ccbuIaTbCs Ha
naposib cepBrca squadus
minio_access key Kittou focryna k xpaHuwaiy S3 Str -
minio_secret_key CekpeTHBIN KJIIOY JIs1 IOCTYIIA K Str i
XpaHWIMIyy S3
mongodb root password | [Iaposnb npuBUIErMPOBAaHHOTO
Iosib30Baresis B 6a3e JaHHBIX Str -
MongoDB
mongodb_secured _key CekpeTHBIN KJIIOY JIJIs1 yCTaHOBKU Str i
MongoDB
redis_password [Taponb k 6a3e maHHbIX Redis Str -
scandium _mongodb passw | [Taposb fy1st 6a3bl JaHHBIX,
ord KCII0JIb3yeMOM CePBUCOM Str -
yIpaBJieHUs! KOHGepeHIUSIMU
squadus domain Vka3bIBaeTCsl BHeIlIHee JOMeHHOe
MMs cucTeMsl Ajis focryna K [10 Str -

Squadus
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[Tapametp

Omnucanue

Tun

3HaveHue
10 YMOJTYaHHUIO

squadus_jwt secret

JWT cekper st nogkitouenus [10
Squadus asns cepBuca ynpaBieHus
KOH(}epeHITUSIMHU

Str

Vagi2uk2CheCa
hbohphe

squadus_mongodb passwor
d

[Taposb 11t 6a3bl JAHHBIX,
HCITOJIb3yeMOM cepBrcoM squadus

Str

squadus_use_keepalived

Bxkrouenue u HacTpoiika cepBuca
keepalived my1st paboThI B KJTaCTEpHOM
pexxume

Bool

tennessine_mongodb pass
word

[Taposb 11t 6a3bl JAHHBIX,
HCII0/Ib3yeMOUM KOMIIOHEeHTOM
tennessine. JloipkeH cchlIaThCcd Ha
napoJib cepBUca squadus

Str

tls ca filename

Wwms daiina nenodxku
IIPOMEeXYTOYHbIX cepTudukaToB CA
JJIsl BHEIIIHEer o JIoMeHa

Str

ca.crt

tls cert filename

Hmsa Paiina ceprudrkara ajis
BHEIIIHero JJOMeHa

Str

server.crt

tls key filename

Wms daitna kittoua Jij1sl BHEIIHero
JIOMeHa

Str

server.nopass.key

turnserver cli_password

[Tapone s nocryna k
aJIMUHUCTPAaTOPCKOMY KOMaH/IHOMY
nHTepdeiicy (CLI) - ykazano B darine
nucTprOyTrBa readme

Str

RcBaN5mKibWe
25h6NWIN

turnserver_secret

BuyTpennuii maposb Jijist paboThl
API

Str

oogieyahneiBiene
i8ey

zinc_mongodb password

[Tapomnb asist 6a3bl TaHHBIX,
HCII0JIb3yeMOUM KOMIIOHEeHTOM Zinc.
JloJDKeH cchlIaThCs Ha 11apoilb
cepBuca squadus

Str

):[JISI regepanuu HapOJIefI U salt PeKoMeHOyeTCAd HMCIIOJIb30BATb YTHIIUTY pwgen. be3zonacubii
IMapoJib Heo0X0IMMO reHeprupoBaTh C IOMOMIbIO KOMAH/IbI:
pwgen <OonMHa naposud> 1

rlle <gnuHa napossi> — JOJDKHA ObITh He MeHblIe 20 CMMBOJIOB.

Jlns TeHepamuu Xellled ITapojield HeoOXOAMMO WCIOIb30BaTh yTwiMTy htpasswd. Xernn

reHeprupyercsd C IIoMOIIblO KOMdH/IbI:

htpasswd -bnBC 12 "" <maponb> | tr -d ':\n'

st xoHGUTypali AOMOJIHUTENIbHBIX IIepeMeHHbIX HeoOXOMMO OTKPBITb C IIOMOIIbIO

TeKCTOBOTO  pellakTopa  (aiin extra vars.yml,  pacCIIOJIOXKE€HHBIN B JUPEKTOPUU:

~/install squadus/group vars/squadus_ setup.
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2.4.3.1 Hacrpoiika Be0-npoxcu as 3amycka playbook

[Tpu ucnonb30BaHUM BeH-IIPOKCU cepBepa CieflyeT 3all0JIHUTh [lepeMeHHYI0 K3 TabiauIbl 7

aHaJIOTMYHO IlepeMeHHBIM, ITpefiCTaByieHbIM B pa3fierne Konpurypuposanue daitia main.yml.

Tabauua 7 — Hacmpotika ucnoab3oBaHus 6eb6-npokcu

aBTOPHU3AIMU: UMS T10JIb30BaTeNIs U
MapoJib.

3HaueHHe
[Tapametp Omnucanue Tun
110 YMOJTYaHUIO
squadus os environment | CofepXuT ajipec ¥ IOPT BEO-TTPOKCH
cepBepa, a Tak >ke MapaMeTpbl .
pBeEp p p Dict 0

[Ipumep 3anosiHeHus: nepeMeHHoM TuIa dict:

squadus_os_environment:

http proxy: \

"http://WEB_PROXY LOGIN:WEB PROXY PASSWD@WEB PROXY ADDR:WEB PROXY PORT"

https proxy: \

"https://WEB_ PROXY LOGIN:WEB PROXY PASSWD@WEB PROXY ADDR:WEB PROXY PORT"

2.4.4 KonpurypupoBanue ¢aiina extra_vars.yml

Hacrpoiika AONONMHUTENBHBIX I1apaMeTpoB IPOM3BOOUTCS B (aijle extra vars.yml.

JlaHHBIe ITapaMeTphl

U3MEeHITh He 0013aTesbHO.

YCTaHOBKH TpUBeJieHa B Tabmwuile 8.

Tabauua 8 — Hacmpoiika donoaHumenbHblX napamempol ycmaHo6Ku

Hacrpoiika [ONOJHUTENBHBIX I1apaMeTpoB

3HaueHue 1o

[Tapamertp Onwucanue Tun
YMOJTYaHHUIO

jitsi_sip_enabled YcraHoBKa M HAaCTpoOMKa cepBUCaA ISl
VHTerpamnuu co cropoHHei SIP Bool false
CHCTEeMOU

jigasi_sip_server Anpec SIP cepBepa, ¢ KOTOPbIM Str i
IPOBOJIUTCSI MHTEr pariyst

jigasi_sip_port [TopT cepBepa SIP Int -

jigasi_sip transport TpaHCIOPTHBIM TPOTOKOJI,
MCII0JIb3yeMblii cepBepoM SIP, ¢ Str -
KOTOPBIM IIPOBOJIUTCS] UHTErPaIvsl

jigasi auth password BryTpennuii maposb 171 cepBuca jigasi Str -

jigasi_sip password [Taposnb my1s mocrymna k SIP cepsepy, ¢ Str i
KOTOPBIM IIPOBOAUTCS MHTEr palius

jitsi_readonly Paspemaer vy 3arnperaer uaMeHeHue

username_enabled 0TOOpa)kaeMOro UMeHH I10JIb30BaTeJIs Bool false
P TOJIKJIIOUYEeHUU K KOH(]epeHITHsIM

ntp_servers Cnucok NTP cepepoB mist List - "centos.pool.ntp
CUHXPOHHU3AIIUU BpEMEHHU .org"

squadus_enable YcranaBivBaeT BHyTpeHHUH Bool true

unbound

kemmmpytonuid DNS-cepsep
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3HaveHue 110
[TapameTtp Onucanue Tun
YMOJTYaHHU IO
unbound_access CiioBaph, ONMCHIBAIOIIUI CETKH,
control KOTOpble uMeloT fjoctyn Kk DNS- Dict -
cepBepy
unbound forward Crnucok azipecoB cepBepoB, K KOTOPBIM
addresses DNS-cepBep Gyzet riepeHanpaBiIsTh List - “8.8.8.8”
3aIlpOChl, eCJIM He MOXeT OTBeTUTh - “8.8.4.4”
CaMOCTOSITEeTbHO

[TprMep KOPPEeKTHO HACTPOEHHBIX TTapaMeTPOB:

jitsi sip enabled: true

jigasi sip server: "10.1.1.51"
jigasi sip port: 5160
jigasi sip transport: "udp"

jigasi auth password: "wepeez3euQueik7pohke2cixohciePhu"
jigasi sip password: "Uzaingai6iuwo8aesuw9aThe6Jie7Rub5"

squadus enable unbound: true
unbound access control: networkl:"192.168.1.0/24"

unbound forward addresses:
-"8.8.8.8"
-"9.9.9.9"

ntp servers:
- "ntp0Ol.your-domain.ru"
- "ntp02.your-domain.ru"
- "ntp03.your-domain.ru"

2.4.5 YcraHoBKa cucteMsbl st pabotsl 0osiee 1000 mosis3oBaTenei

[Tpu ycranoBke I10 Squadus muist ucnionb3oBanus 1000 u 6onee nosp3oBaTesieli HEOOXOAUMO
C IIOMOIIBI0 TeKCTOBOI'O pefaKTOpa OTKPBITH (aijl, pPacllOIOXKeHHBIN B CIIeyIollel NUPeKTOpPUU
inventory/group_vars/squadus/main.ymlLIBPYQHYK)HOGaBHTb(ZHOBOﬁ(HIXHG{HGPEMEHHny

tennessine status debounce time: 7000
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2.5 Co3ganue u pa3menieHue cepTHPUKATOB

2.5.1 Co3panue SSL-cepTudukaToB

TpeboBaHus k cepTUdUKaTaM:

1. Tlpu co3manumM cepTuduKaTa cielyeT Y4YdATbIBaTh, 4TOo SAN [J0O/DKeH copaep)kaTh
HeoOXo[MMble JIOMeHHble MMeHa (CM. TOJIHBIM chucok B pasfene «Bremmnne DNS-
32K CUY).

2. Jlomyckaetcst ucnonb3oBanuve Wildcard SSL-ceprudukara.

3. Jlnss koppekTHOM PaboTbl cepTUdUKAT [O/DKeH ObITh MOANMCAH aBTOPU30BAHHBIM
cepTUdUKAIMOHHBIM I[EHTPOM.

4. CeprudukaThl JOKHBI 00s3aTeIbHO COOTBeTcTBOBaTh ¢opmary PEM u comepxaTh
«BEGIN CERTIFICATE». Ceprtudukarsi OpenSSL ¢opmata PEM c 3aronoBkom
«BEGIN TRUSTEDCERTIFICATE» He nmoaiep>KuBaTCSI.

2.5.2 Pazamemenue SSL-ceprudukaToB pia mudppoBaHus

[Topsimok pa3meliieHHs! CepTU(PUKATOB:
1. PasamectuTh cepTUdUKaT BHEITHEr0 JOMeHa:
[root@squadus infra ~]# vim certificates/server.crt
2. PasmecTuTh KJTI0Y BHEIIHEr o JJOMeHa:
[root@squadus infra ~]# vim certificates/server.nopass.key
3. Pa3mecTuTh I€NOYKYy CepTU(UKATOB IIPOMEXYTOUHBIX I1eHTpoB cepTudgukanuu (CA)
BHeIIIHero JIOMeHa:
[root@squadus infra ~]# vim certificates/ca.pem
[Ipy “crnosb30BaHMU CAMOIIOIIUCAHHBIX CEPTUPUKATOB Clle[lyeT: BPYyIHYIO
O CO3/1aTh KATaJIOT extra B IUPEKTOPUU certificates W pa3MeCTUTb (aiil
extra/ca.crt Y1 BellycTUBIIEro cepTUdUKAT
B koHIe daiisa He MODKHO OBITH MYCTOM CTPOKH. PekomeHmyeTrcss mpoudTaTth Gaiiia C
nomorbio yTiiuTel CAT. B pe3ynbraTe oToOpasuTcs ciegyoiee:

[root@squadus infra ~]# cat certificates/external server.cert.pem

[root@squadus infra ~]#

Hnst cosmanust camonoanucaHHoro (selfsigned) Wildcard SSL ceprudukara MoOXHO
BOCIIOJIb30BaThCSl CKPUIITOM M3 IOCTaBKH. Ilocie 3amycka IpuBeieHHON KOMaH/bl TeHepUpyrTCs
BCe HEOOXOJMMble CepTUPUKATBI U KIIIOYM JUIs JIOMeHAa example.net, @ TakKe aBTOMAaTHYeCKH
KOIIMPYIOTCS B TUPEKTOPUIO certificates.

bash contrib/scripts/gen self signed cert.sh example.net
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2.6 Hacrpoiika DNS

2.6.1 Co3manune DNS-3anmceii Ha cepBepe C poJibio operator

Jl1st Bcex cepBepoB, IepeurciieHHbIX B (aijie hosts.yml B COOTBETCTBHUU C Pa3lesioM
«Koudurypuposanue ¢aiina hosts.yml» Heobxonrumo cozgate DNS-3anucu. [l co3nanus 3anuvcei
HeobxouMo ucnosnbs3oBaTb DN S-cepBep Balleil opranusanuu.

[Tpu orcyrcrBun DNS-cepBepa opranusanuu HeoOXOAMMO CO3/1aTh 3allMCH Ha cepBepe C
POJIBIO operator B ¢aljie /etc/hosts.

IIpumep conmepxxumoro aia /etc/hosts CepBepa C POJIbIO operator JJI1 YCTAHOBKH THUIIA
standalone:

192.168.1.100 squadus-sa-1l.installation.example.net

[Tpumep conepxxuMoro d¢aiisia/etc/hosts CepBepa C POJIBI0 operator MJis KJIACTEPHOM

YCTaHOBKHU:
192.168.1.100 squadus-apps-1l.installation.example.net
192.168.1.101 squadus-apps-2.installation.example.net
192.168.1.102 squadus-apps-3.installation.example.net
192.168.1.103 squadus-doc-converter-1.installation.example.net
192.168.1.104 squadus-doc-converter-2.installation.example.net
192.168.1.105 squadus-doc-converter-3.installation.example.net

KonmuyectBo 3ammcelf COOTBETCTBYeT KOJIMYECTBY HCIIOIb3yeMbIX GU3NYECKUX —WITH
BUPTYyaJIbHBIX CEPBEPOB.
DNS-cepBep opraHuzanuy A0O/DKeH COJepXKaTb aHaJIOIMYHble 3allMCH B COOTBETCTBUHU C

TpebOBaHUSIMU COOCTBEHHON HACTPOUKU.

2.6.2 Bayrpennue DNS-3ammicu

Bce DNS-3anucu, ucnosnbsyemsble Jij1s1 paboThbl caMOW CHCTeMOUM BHYTPU KOHTYpa yCTaHOBKH,
dopmuUpyroTCS Yepe3 «.» (TOYKY) OTHOCHUTEIbHO BIMCAHHOTO B daiil inventory UMeHHW cepBepa, U
co3fatoTcs B unbound aBTOMaTH4YecKy Ha OCHOBe IepeMeHHOM ansible default ipv4.

ITO MoBeJleHre MOXXHO IepeonpeleluTh, eClid 3all0JIHUTh BCe ajjpeca BPYYHYIO HAa OCHOBe
nprMepoB B (ailjie TPYNIIOBBIX IEpeMeHHBbIX extra vars.yml (daiys Komupyercss Ha 3Tare
MOATOTOBKA K YCTaHOBKe, CM. paszienn «KoHndurypupoBanue daita hosts.yml») wim eciu He
HCITOJIb30BaTh unbound ¥ 3amoMHUTHL Bce HeoOxoauMble 3anmucu BO BHermmHeM DNS-cepsepe. [lpu
0I00HOM BapuaHTe HeoOX0IUMO CO3/1aTh «A» 3aMyCcH Ui KaXI0TO IOMEeHHOTO UMeHU cepBepa, U
3anticu CNAME 1151 001X MOAJIOMEHOB KaXKA0To IOMEHHOTO UMEHU cepBepa.

HaHpI/IMep, «Ay 3amuch O squadus-apps-1.installation.example.net CO 3HaYeHHEM
192.168.1.2 u CNAME 3zanuch mag *.squadus-apps-1.installation.example.net CO

3HAYeHHUeM squadus—-apps-1.installation.example.net
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2.6.3 OrpaHu4eHHs 10 UCIIOJIH30BAHHUI0 JIOMEHHOT0 HMEHH

[Tpu BbIOOpe noMeHHOro MMeHU U SSL-cepTudukara ciefyeT yauTbIBaTh, YTO B HACTOsIIee

BpeMs B Ka4eCTBe OCHOBHOTO JIoMeHa (domain name), HA KOTOPOM OyJieT paboTaTh CUCTeMa, MOT'YT

OBIThH UCIIOJIb30BAHBI AOMeHbI TOJIbKO BTOPOTI'O YPOBHS.

2.6.4 Buemraue DN S-3amicu

B Tabnune 9 npuBenensl HeobxoauMble BHelitHHe DN S-3anucu, HeobxoruMble i1 paboThI
cucreMbl. [lanHas Tabnuia cpopMrupoBaHa Ha OCHOBAHUHU CIIETYIOIUX YCIOBUM:

— JJId HepeMeHHOﬁ domain module CO 3HA4Y€HHEM {service}.{domain} (T
.e. opMHpOBaHMe CChUIOK YKa3bIBaeTCsl Yepe3 TOYKY K YKa3aHHOMY JJOMeHY);

— ansible-nepemenHble squadus _go domain, squadus_preview domain,
jitsi main domain, scandium main domain, turnserver realmH
squadus_im domain (gasee — FQDN-11aboHbI) He mepeoripesiesieHbl (oipoOHee B
paspesie «M3menenue BHeltHUX DN S-3amnuceii») 1 UMeIOT 3Ha4eHUS IO YMOTYAHUIO.

Ecnmn BrIOpan npyroii meron ¢dopmupoBaHus u/minu FQDN-mabnoHb! IepeoripesiesieHsl,

H806XO)II/IMO COOTHEeCTH ero CO 3Ha4YeHUsIMU, IIpeiCTaBJIEHHbIMHU B T{:16JII/III€ 9.

Hcnonwzyembie DNS-3anvicy MoryT ObITh iepeonipeiesieHbl ¢ moMolibio FQDN-

11a6JI0HOB.
Tabauua 9 — C6edeHus o BHewHux DNS-3anucsx
Hns FQDN-m1a6mon Tun 3HavyeHUe KommenTapun
3anucu 3arucu
VRRP nns squadus_ha npu
. IP gna OTKa30yCTOWMYUBOM ycTaHOBKe, IP-
: squadus_im
im domain A NpUJIOXKEeHUs | aJipec cepBepa ¢ posibio squadus_apps
Squadus IIpY yCTaHOBKe 0e3
OTKa30yCTOMYMBOCTU
VRRP nns squadus_ha npu
IP gna OTKa30yCTOMYUBOM ycTaHOBKe, IP-
squadus_go
go domain A NpUJIOXKEeHUs | aJipec cepBepa ¢ posibio squadus_apps
Squadus IIpY yCTaHOBKe 0e3
OTKa30yCTOMYMBOCTU
VRRP nns squadus_ha npu
jitsi_main IP cepBepa c | 0TKa30yCcTOMYMBOM ycTaHOBKe, [P-
meet domain A POJIbIO ajipec cepBepa C poibio squadus_apps
squadus_ha IIpY yCTaHOBKe 0e3
OTKa30yCTOMYMBOCTU
scandium_main IP cepsepa c VRRP s suquaduus _ha npu
sce = _ A POJIBIO OTKa30yCTOWUYMBOU ycTaHOBKe, [P-
domain squadus_ha ajipec ¢ posbio squadus_meet apps

© 00O «HOBBIE OBJIAYHBIE TEXHOJIOTMW», 2013 - 2025

30



MonOdounc

g FQDN-ma6mon bz 3HavyeHUe KommenTapuu
3aMucu 3aMucu
IIPU yCTaHOBKe 0e3
0TKa30yCTOMYUBOCTU
VRRP nns squadus_ha npu
. IP cepBepa ¢ | 0TKa30yCTOMYMBOM yCTaHOBKe, [P-
: squadus_preview
preview domain A POJIbIO ajipec cepBepa C posbio squadus_apps
squadus_ha IIpY yCTaHOBKe 0e3
0TKa30yCTOMYUBOCTU
I[P cepBepa ¢ | IP-agpec nmepBoro cepBepa rpyniibt
turn turnserver realm A POTIRIO squadus_meet_jvb
- squadus meet j
vb
VRRP nns squadus_ha ipu
I[P cepBepa ¢ | 0Tka30yCTOMYMBOM yCTaHOBKe, [P-
. squadus_wte
editor . . A POJIbIO ajipec cepBepa C poJibio squadus_apps
editor domain —
- squadus_ha MIpY yCTaHOBKe 0e3

OTKa30yCTOMYMBOCTU

2.6.5 Opranusanust padboThI CEPBHCOB pa3pelieHus HMeH

Bo Bpems yCTaHOBKY MPOM3BOJUTCS HACTPOMKA U 3aITyCK JIOKAJTBHOTO Kemupytomero DNS-
cepBepa unbound Ha cepBepax C poJibl0 squadus apps. Unbound ucrnomnw3yercst ajis 3ampocoB
TOJILKO BHYTPH TIPOAYKTa W TIOAKJIIOYAETCS Il KOHTEHHEepOB U CaMHX CEepBepoB depe3

COOTBeTCTBYIOIIe IIdpaMeTpPhbl TI'PYIIIOBbBIX II€epeMeHHbIX. ITo YMOJ/I9aHHUIO CepBephl

paspemtenus: umeH o DHCP. Iloatomy pekomeHnayercs: HanpasuTh unbound Ha BHyTpeHHHe DNS-

cepBepbl KOMIIdHWH, eC/Ih TdKasa HEO6XOJII/IMOCTB ectb. Ilo YMO/TYaHHUIO unbound HACTpPOEeH Ha

repeajipecariiio 3armpocoB Ha ajipeca 8.8.8.8 u 8.8.4.4.
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2.6.6 ®opmMupoBaHIe BHEIITHUX IOMEHHBIX HMEH

IIpu ycraHOBKe CHUCTeMBI eCTb BO3MOXXHOCTb YKa3blBaTb MeTOfi (GOPMUPOBAHUS JOMEHHBIX
WMeH JIJId IIPOJYKTa.

[11a6soH, KOTOPBIM GOPMUPYET UTOTOBBIM BapuaHT Bcex DNS-3amnvceii, mpruHMMaeT Ha BXO/I
3HAYeHUs CJIeYIONIMX lepeMeHHbIX:

— squadus_domain — 0TOGpakaeT OCHOBHOM JIOMeH, Ha KOTOpoM OyJieT paboTaTh CHCTEMa;
— domain_module — oTobpaxaeT criocob popMUpoOBaHUS JOMeHHOro uMeHu cepsucos [10

Squadus.
[Ipumep paboThl 111abs10Ha TpuBeieH B Tabmuiie 10.

Tabnauua 10 — I[1pumepst pabomol wabaoHa

domain_module Hms ccpiiku squadus_domain Pesynbrar

{service}.{domain} Auth example.net auth.example.net

H3menenue IIpUHIOUIIA ¢OpMHpOBaHHH JOOMEHHBbIX MMeH CHCTeMbl CjieyeT BBLIIIOJIHATEL C
yieToM OFpaHHHEHHﬁ (Honpo6Hee B pasgeiie «OFpaHHqEHHH II0 HCIIOJIb30BAHHWIO JOMEHHOI'O

WMEeHNY).

2.6.7 U3menenue BHenraux DNS-3anuceit

nst uamenenus: Ha3BaHus BHelHed! DNS-3anucu Heo6xoUMO 106aBUTH IepeMeHHble IS
KaXgoro cepsuca B ¢aﬁn ~/install squadus/group vars/squadus setup/main.yml H3
tabmuirsl 11. [To ymonyaHuio mepeMeHHbIe IPUHUMAIOT 3HAYeHUs], YKa3aHHbIe B Tabmuie 9. YacTb
IlepeMeHHbBIX JOJDKHA UMeTb OJIMHAKOBOe 3HaYeHue.

I{aHpHDﬁﬂL IepeMeHHada praseodymium preview domain OOJDKHA HACIeJOBATH 3HA4YeHHe
[lepeMeHHOU squadus preview domain. Mensis 3HadeHHe OJIHOM [IepeMeHHOH, Heobx0IMMOo
3aMeHUTh 3HaYeHKe BTOPOU [epeMeHHOM.

[Tpumep mepeornipeniesieHUs TeEpeMeHHOM :

squadus domain: "example.net"
squadus preview domain: "preview-new-domain.{{ squadus domain }}"
praseodymium preview domain: "{{ squadus preview domain }}"

jHCXOﬂH M3 YKa3aHHBIX 3HAa4YeHUU, ImepeMeHHass squadus preview domain I[IPUMET

CIefqyIoOlUi BUL:

preview-new-domain.example.net
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Tabauua 11 — IlepemenHble, popmupyrowue DNS-3anucu

[Iepemennas Tun Onucanue
jitsi_main domain Str 3ammuch DNS s cepBrca meet
praseodymium Str 3anuce DNS miis cepsuca praseodymium. Ilo ymondanuto
preview domain 3allUCh [IPUHUMaeT 3HayeHre I1epeMeHHOU

squadus_preview domain. O6e rnepeMeHHbIe IOJDKHBI UMETh
OJIJMHAKOBOe 3HaYeHHe

scandium_main Str 3ammuch DNS my1st cepBuca scc
domain
squadus_deeplink url Str 3ammuch DNS my1s cepBuca deeplink. 1o ymommuanuto 3anuch

COBITaJiaeT ¢ nepeMmeHHoM squadus_go domain. [Tpu
nepeorpejieJieHUU TlepeMeHHON Heo0X0UMO 100aBUTh
npedUKC, CXeMy B Ha3BaHUU JIoMeHa — https://

squadus_go domain Str 3anuch DNS my1s1 cepBuca go
squadus_im domain Str 3ammuch DNS s cepBuca im
squadus_preview Str 3anuch DNS my1s1 cepBuca preview
domain
squadus_wte Str 3anucb DNS s cepBuca editor
editor domain
turnserver _realm Str 3anuck DNS nyisa cepBuca turnserver

2.6.8 IIpoBepka padorst DNS Ha cepBepe ¢ posbio operator

[Tocne HacTporiku Heob6XxomMMO NpoBepuTh JocTynHOcTb DNS Ha cepBepe c posibio
operator.

[Ipy  wucnonp3oBanuu  BHemHero DNS-cepBepa  HeoOXOOMMO  OTKPBITH  aii

~/install squadus/group vars/squadus_ setup/extra vars.yml C TIIOMOIObIO TeKCTOBOI'O

penakropa u 1o6aBuTh aapec DNS-cepBepa, nuamenus [P-anpec:

## DNS Forwarder Configuration
# List of DNS servers that the queries will be forwarded to
unbound forward addresses:

"8.8.8.8"

"8.8.4.4"

J171st mpoBepKu COOTBETCTBUS JoMeHHOT0 uMeHH [P-aipecy cepBepa Heobxoaumo:
1. VYcramosuts 10 ¢ moMoItibio KOMaHIbI:

apt install dnsuntils
N

yum install bind-utils

Bribop komanbl 3aBucUT oT TUIia OC.

2. Ilocne ycranoBku I10 BBIIOMHUTE ClIeIyIONTYI0 KOMaHy:

> dig A squadus-sa-l.installation.example.net
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[Ipumep oTBera:

<<>> DiG 9.18.1-lubuntul.2-Ubuntu <<>> A squadus-sa-1l.installation.example.net

global options: +cmd
;; Got answer:
opcode: QUERY, status: NOERROR, id: 45369
;; flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1
;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 65494; ;

QUESTION SECTION:
;squadus-sa-1.installation.example.net.
ANSWER SECTION:

* . squadus-sa-1l.installation.example.net.

IN A ;;

900 IN CNAME squadus-sa-
l.installation.example.net.
squadus-sa-1.installation.example.net. 900 IN A 192.168.0.1
;5 Query time: 23 msec

SERVER: 127.0.0.53#53(127.0.0.53)
MSK 2023

; MSG SIZE rcvd:

(UDP) ;; WHEN: Tue Jan 10 15:56:32

95
B OTBEHEHQOGXOHHMO HaWTHU CEKIUI0 ANSWER SECTION M IIPOBEPHUTDH, YTO JOMEHHOe HMA

cooTBeTcTBYeT [P-anpecy.

* . squadus-sa-1l.installation.example.net. 900 IN CNAME squadus-sa-

l.installation.example.net.

squadus-sa-1.installation.example.net. 900 IN A 192.168.0.1

2.7 Kapta nopToB

Kapra nopToB npejicraBiieHa B Tabnuiie 12.

Tabauua 12 — Kapma nopmo6

'pynna CepBuc [TpocnymmBa- [Topt Kyna
Ansible eMBbIH TTOPT [IOOKJIFOYCHU S obpartaercs
All cadvisor 9101/tcp HeT HeT
node exporter 9093/tcp
syslog-ng 514/udp, 601/tcp
squadus_apps envoy 8999/tcp 25/tcp postfix
8002/tcp 8002/tcp pregen
9094/tcp 8999/tcp minio
10000/tcp 8082/tcp cvim
boron 3039/tcp 27017/tcp mongodb
9544/tcp
tennessine 3009/tcp 27017/tcp mongodb
3040/tcp 4222/tcp nats
9545/tcp
cobalt 3034/tcp 27017/tcp mongodb
9532/tcp 4222/tcp nats
9549/tcp
copper 3011/tcp 27017/tcp mongodb
4222 /tcp nats
argon 3041/tcp 27017/tcp mongodb
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'pynna CepBuc [TpocnymmBa- [Topt Kyna
Ansible MBI TTOPT [IOIOKJIFOYEeHU S obpartaercst
9546/tcp 4222/tcp nats
6379/tcp redis
zinc 3035/tcp 27017/tcp mongodb
9531/tcp 4222/tcp nats
3034/tcp cobalt
squadus 3070/tcp 3039/tcp boron
3301/tcp 3014/tcp sodium
9192/tcp 3009/tcp tennessine
3034/tcp cobalt
3011/tcp cobalt
3041/tcp argon
3035/tcp zinc
3010/tcp krypton
3037/tcp lithium
3013/tcp chlorine
3036/tcp praseodymium
3040/tcp neon
27017/tcp mongodb
4222 /tcp nats
9999/tcp scatter
8003/tcp envoy
9000/tcp envoy
8082/tcp envoy
8009/tcp synapse
krypton 3010/tcp 27017/tcp mongodb
9534/tcp 4222/tcp nats
9540/tcp 3034/tcp cobalt
chlorine 3013/tcp 27017/tcp mongodb
9537 /tcp 3034/tcp cobalt
3035/tcp zinc
3010/tcp krypton
4222/tcp nats
praseodymium 3036/tcp 3034/tcp cobalt
7509/tcp 3035/tcp zinc
9543/tcp 4222/tcp nats
9094/tcp cvm
neon 3040/tcp 3034/tcp cobalt
9542/tcp 4222/tcp nats
3010/tcp krypton
3013/tcp chlorine
3014/tcp sodium
sodium 3014/tcp 27017/tcp mongodb
9538/tcp 4222/tcp nats
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'pynna CepBuc [TpocnymmBa- [Topt Kyna
Ansible MBI TTOPT [IOIOKJIFOYEeHU S obpartaercst
3034/tcp cobalt
3011/tcp copper
3041/tcp argon
3010/tcp krypton
3013/tcp chlorine
3036/tcp praseodymium
radon 3047 /tcp 27017/tcp mongodb
9547 /tcp 4222/tcp nats
3010/tcp krypton
3034/tcp cobalt
3014/tcp sodium
iridium 3048/tcp 27017/tcp mongodb
9548/tcp 4222/tcp nats
bohrium 3008/tcp 3020/tcp scandium
3038/tcp 3035/tcp zinc
9540/tcp
lithium 3037/tcp 27017/tcp mongodb
9541/tcp 4222/tcp nats
3034/tcp cobalt
calcium 3049/tcp 27017/tcp mongodb
7049/tcp 4222 /tcp nats
9549/tcp 3034/tcp cobalt
caddy 80/tcp HeT HeT
443/tcp
2019/tcp
3300/tcp
8448/tcp
squadus_converte cvim 8082/tcp 8002/tcp envoy
r 9094/tcp 9096/tcp envoy
jod 9096/tcp HeT HeT
pregen 8002/tcp HeT HeT
envoy 8999/tcp 8002/tcp pregen
8002/tcp 9096/tcp jod
8082/tcp
9901/tcp
10000/tcp
squadus_db postgresql 5432/tcp HeT HeT
mongodb 27017/tcp HeT HeT
27019/tcp
squadus_mail opendkim 12301/tcp HeT HeT
(moctym c bridge)
postfix 25/tcp (mocTym ¢ 12301/tcp opendkim
bridge)
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'pynna CepBuc [TpocnymmBa- [Topt Kyna
Ansible MBI TTOPT [IOIOKJIFOYEeHU S obpartaercst
squadus_meet ap scandium 3020/tcp 27017/tcp mongodb
ps 3030/tcp 3034/tcp cobalt
9539/tcp 4222/tcp nats
443/tcp jitsiweb
excalidraw 3002/tcp HeT HeT
prosody 5222/tcp 3478/udp turnserver
5269/tcp 5349/tcp turnserver
5280/tcp 3020/tcp scandium
5347/cp 2700/tcp
prosody_visitor [ 5222[1-8]/tcp
1-8] 5269[1-8]/tcp
5280[1-8]/tcp
52801[1-8]/tcp
5347[1-8]/tcp
jicofo 8801/tcp 5222/tcp prosody
5222[1-8]/tcp prosody_visitor [
1-8]
jigasi-sip 20050-20099/udp | external sip port external sip
jitsiweb 82/tcp, 443/tcp 9099/tcp jvb
3002/tcp excalidraw
squadus_meet_jv jvb 4443/tcp HeT HeT
b 8901/tcp
4096/udp
10000/udp
9099/tcp
turnserver 3478/udp
5349/tcp
squadus_meet vo vosk 2700/tcp HeT HeT
sk 2701/tcp
squadus_mgq nats 4222/tcp HeT HeT
6222/tcp
8222/tcp
squadus_redis 6379/tcp HeT HeT
16379/tcp
6380/tcp
6381/tcp
squadus_search scatter 9999/tcp 50051/tcp squash_search
squash_search 50051/tcp HeT HeT
squadus_st minio 9000/tcp HeT HeT
43145/tcp
squadus_infra synapse 8449/tcp 8448/tcp Caddy
8448/tcp 5432/tcp postgresql
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'pynna CepBuc [TpocnymmBa- [Topt Kyna
Ansible MBI TTOPT [IOIOKJIFOYEeHU S obpartaercst
8008/tcp
8011/tcp
8009/tcp
caddy 80/tcp 9093/tcp alertmanager
3001/tcp grafana
9090/tcp prometheuss
8428/tcp victoria-metrics
CA 3002/tcp HeT HeT
registry 5000/tcp
alertmanager 9093/tcp
blackbox_exporte 9115/tcp
r
pushgateway 9091/tcp
victoria-metrics 8428/tcp
postgres _exporter 9187/tcp 5432/tcp postgresql
redis exporter 9121/tcp 6379/tcp redis
6380/tcp
6381/tcp
nats_exporter 7778/tcp 8222/tcp nats
jitsi_exporter 6071/tcp 8901/tcp jvb
8801/tcp jicofo
mongodb_exporte 9126/tcp 27017 /tcp mongodb
r
grafana 3000/tcp 9090/tcp prometheus
mongo_backup - 27017/tcp mongodb
minio_backup - 9000/tcp minio
prometheus 9090/tcp 9093/tcp alertmanager
9115/tcp blackbox exporte
r
6071/tcp jitsi_exporter
9126/tcp mongodb_exporte
r
9121/tcp redis_exporter
9187/tcp postgres _exporter
7778/tcp nats_exporter
8011/tcp synapse
squadus_ha caddy 80/tcp 443/tcp Caddy
443/tcp 3300/tcp jitsiweb
2019/tcp 443/tcp jitsiweb
3300/tcp 8449/tcp Caddy
8448/tcp
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3 YCTAHOBKA

3.1 3amyck ycTaHOBKH

VYcTaHOBKY MOXXHO BBIIIOJTHUTD JIBYMsI CIOCOOAMU ;
1. Iy ycTaHOBKM NOTpPeOyeTcsl BHIOIHUTD CIIeIyIOIIe e CTBUS:

- 3aHYCTI/ITI) KOMdHy Ha IIOArOTOBKY CepBepOB K YCTaHOBKeE!:

ansible-playbook playbooks/common.yml --diff
[Tocne 3amycka 2TOM KOMaHAB! OyOyT 3alylleHbl pOJIM, YyKa3aHHble B JIOKyMeHTe

«Apxurektypa» Tabmuna «Onucanre obnmx posei nojacucremsl Ansibley.
— 3anmycTuTh KOMaHAy Ha ycTaHoBKY 10 Squadus:

ansible-playbook playbooks/squadus.yml --diff

[Tocne aToro 3anmyckaroTcsl pojiv, YKa3aHHbIe B JOKyMeHTe « ApxuTekTypa» Tabmuna «Pomu,
rcrosb3yemble [ijist ycraHoBku [10 Squadusy.

2. 3anyctuTh 0oObequHeHHBIM playbook, KOTOpEBIM BBIOJHUT TOATOTOBKY CEpBEpPOB M
ycraHoBKy I10 Squadus:

ansible-playbook playbooks/main.yml --diff

O [1pu ucnonb3oBaHuM Ha cepBepe ¢ posibio operator OC Astra Bepcuu 1.7.6 wiun
HUXe cJleflyeT BBIMOJIHATH 3aiyck playbook c kitouem --skip-tags monitoring

3.2 IlpoBepka KOPPEKTHOCTH YCTAaHOBKH

Jlnsi mpoBepKM KOPPEeKTHOCTHM YCTAaHOBKM CepBepa IIPOJIyKTa HEOOXOJWMO BBINIOJIHUTh
clenyolye qerCcTBU:

1. 3anycruth npunoxenue [10 Squadus.

2. Hcnonb3oBarth /1715 BXOJa yUeTHbIe IaHHble I10JIb30BaTelsl Ui aiMUHUCTPATOPA.

3. BpibpaTbh KOHTAKT U3 CITUCKA U OTIIPAaBUTh eMy COODIIeHue.

4. Eciu coobImeHue yCremnHo OTIpaBUIoCh U ObUIO MMPOYUTAHO MOJIb30BATENIEM — CHUCTEMa

HACTpoeHa KOPPeKTHO.

3.3 3anmyck Beo-unrepdeiica I10

[Tonp3oBarenu nmomyyaroT JocTyI k Beb-uHTepdericy [0 Squadus ¢ momotpio Beb-6paysepa
WM HacrtonbHOro mnpuioxeHus. s szanycka IIO Squadus ¢ momompio BeG-uHTepdeiica
HeobX0MMO:

1. OTkpwITH Opay3ep Py aKTUBHOM CETEBOM MOAKIIOYEHUH.

2. BBectu B afipecHyt0 CTPOKY Opay3epa ajipec Buja https://mydomain.ru/.

3. Haxarp kyiaBuny Enter.

4. JloxxmaTbCsl OTKPLITHS CTpaHUIbl aBTopu3anuu [10 Squadus.
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3.4 YcraHoBKa B cOCTaBe Jpyrux npoaykroB «MoiOduc»

VYcraHoBKa B cocTaBe Jpyrux npoaykToB «MoiOduc» He BBIITIOIHSETCS.
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4 OBHOBJIEHME

4.1 OoHoBIeHHE C MPeABIYIIHX BepCHil

[Tepexon c ogHOUM BepcuM Ha APYTYIO OCYIIECTBIISIETCS aHAJIOTMYHO YCTAaHOBKe HOBOM

Bepcuu. [Topsiok yctaHOBKM onucaH B pasnene «llepBudHasi ycTaHOBKay.

4.2 OoHnoByienue o Bepcuu 1.8

[lepen obHOBNEeHHEM cucTeMbl 70 Bepcuu 1.8 He0OGXOIMMO Ha cepBepe C POJIbIO Operator
BBITTOJTHUTD CJIEAYIOITYI0 KOMaHTY:

ansible -m shell -b -a 'docker stop squash search; \
find /srv/docker/squash search/data -type f -exec chown \
-v 1111:1111 {} +' squadus_search

Ecmu CepBUC IIOMCKa pa6OTEIET, HO He 0To6pa>KaeT pe3yJibTaThl, CjieAyeT BBIIIOJIHUTD

NIeperH/IeKCaIlNIo BCeX COODIIeHMIA.

4.3 ObHOBJIeHHE cepBepa C poJbio turn

Jlnst obHoBIleHMs turn cepBepa ¢ Bepcuu 1.5 Ha Bepcuio 1.6 ciienyer B dalil hosts.yml
n00aBUTH IPYIIY squadus meet turn M yKa3aTb JJoMeHHOe nMs unu [P-agpec nepsoro cepsepa.
[Tpumep:

squadus_meet:
squadus_meet jvb:
hosts:
squadus-jvb-1.installation.example.net:
squadus_meet turn:
hosts:
squadus-jvb-1.installation.example.net

O Hauunas c Bepcuu 1.8 rpymmna squadus meet turn sIBJISIETCS 00s13aTeIbHOM

4.4 OoHoBIeHHe cepBepoB rpynnkl sqaudus_microservices

s o6HOBIIeHUs cepBepoB TpyInbl sqaudus microservices 10 Bepcuu 1.8 cienyer B ¢aiin
hosts.yml H06aBHTb IPYHIy sgaudus microservices KW YKa3aTb JIOMeHHHbIe KHMeHa WJIA IP-
aJipeca BCeX CepBepoB BXOIAMIUX B I'PYIITY squadus-apps.

[Tpumep:

squadus-apps:
hosts:
squadus-apps-[1:3].installation.example.net:
squadus microservices:
hosts:
squadus-apps-[1:3].installation.example.net:
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4.5 OonoBienue SSL-cepruduxkaTon

Jlnst oOHOBJIEHUS paHee YCTaHOBJIEHHBIX CepTHU(HKATOB He0OXOJWMO pa3MeCcTUTb HOBBIE
CcepTU(UKATHI B IMPEKTOPUHU certificates COTJIACHO MOPSAKY pa3MellleHHs, OIIMCAaHHOM B pasjielie
«Pasmernenue ssl-ceprudrikaToB 11 mrbpoBaHUs», 3aMeHUB CTapble $haiibl Ha HOBbBIE.

ITocne BEBITTOTHEHUS I[IaroB, OIIMCAHHBIX B pd3aesie «PaBMeH_IEHI/Ie SSl-CepTI/ICl)I/IKaTOB JJIs1
H_II/I(l)pOBaHI/IH», HeO6XO,[[I/IMO BBIIIOJIHUTH YCTAHOBKY HOBBIX CepTI/Iq)I/IKaTOB.

[Ipy wucnonp3oBaHMU IlepeMeHHOW 1b implementation CO 3HAueHHWeM caddy2 CJefyeT
BLITIOJIHUTH KOMaHY:
ansible-playbook playbooks/squadus.yml --diff -t postfix,caddy2, turnserver

IIpH HCITOJIb30BAHUU HepeMeHHOﬁ lb implementation CO 3HA4YeHHWeM nginx CliegyeT
BLITIOJIHUTL KOMaHY:

ansible-playbook playbooks/squadus.yml --diff -t postfix,nginx, turnserver
ITocne YCTAaHOBKHM HOBBIX CepTI/I(l)I/IKaTOB HeO6XOI[I/IMO Iepe3anyCTuTh cjledyrume

KOHTeUHepHhI:
—-caddyZ/nginx(prnnblcepBepOB Squadus_apps,Squadus_ha,Squadus_infra)
— postfix (TpyIma cepBepoB squadus mail);
—-turnserver(prnnacepBEPOB squadus_meet_turn)

HepesanyCK BBITIOJIHAETCSA C IIOMOIIbIO CTAHAAPTHBIX KOMdH/, HAIIpUMeEP:

docker restart caddy2

4.6 OoHoBIeHHe caMonoAMUcaHHbIX SSL-cepTudukaron

IIpu ncnonb3oBaHUU CaMOIIOAIIMCAHHBIX CePTU(GUKATOB ClleflyeT:
1. Co3spartb kaTanor extra B qupektopuu certificates
2. PasmectuTts daitn extra/ca.crt Y1 BeimycTuBiiero ceptudukar

3. BrpimomauTs 00HOBIIEHYE C IIOMOIIBLI0 KOMAH B
ansible-playbook -playbooks/squadus.yml --diff -t prosody,jibri
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5 JOIIOJIHUTEJIbHBIE ITAPAMETPBI YCTAHOBKHA

5.1 Ayrentupuxanusa B docker registry

[To ymomuanuo B docker registry, ycTaHaBJIMBaeMOM Ha CepBep TPYyMIIbl squadus_infra,

BKJIFOYeHa BYTEHTI/ICIDI/IKHL[I/IH IO JIOTUHY U IIApOJII0 AJigd OOCTYyIIa K docker image. HQPEMQHHHE,

OTBeyYalolye 3a ayTeHTU(UKAIIUIO yKa3aHbl B Tabmuile 13.

Tabauua 13 — Hacmpolika MuHumanbHbix napamempol aymenmudpukauuu docker registry

[Tapametp Omnucanue Tun 3HaueHHe 10 YMOTYaHHUIO
docker registry endpoint FODN Str http://{{ docker image registry }}
—TegIsty_endp docker registry ' _HMAge_tes
docker registry password Hapor, Str oEeUL8kvCkkuxUia8ZaL.

MI0JIb30BATeJIst
docker registry username Mns Str admin
MI0JIb30BATeIS

Hns otkintodenus ayreHTudukanuu docker registry Heo6xoaumo:
— YAQJUTh BhIIIENlepeurciieHHbIe lepeMeHHbIe U3 ansible playbook;
—-HacepBeperynanSquadus_infrayaaHHqumﬁﬂbIenv,.htpasswd]MﬂHOHHHB

KOMaH/bI:

rm -f /srv/docker/registry/conf/env
rm -f /srv/docker/registry/conf/.htpasswd

— IIOCJIe  BBIINIOJIHEHHWA KOMdH]J TI1epe3dllyCTHUTb KOHTEﬁHep docker IEgEUy I
HpHMEHEHHHH3MeHeHHﬁZ

docker restart docker-registry

J1J1s1 cMeHBI 11apoJis, UCIIOJIb3yeMOoro M0 YMOTYaHU10, He0OX0IMMO:
— U3MeHUTh apouib B ansible playbook;
— W3MEeHUTb Paiyl . htpasswd Ha cepBepe IPYNIbl squadus _infra UCHOJbL3YS YTUIUTY
htpasswd.
[Iprmep komaHABL:

htpasswd -Bbc /srv/docker/registry/conf/.htpasswd USERNAME PASSWORD
rage.

USERNAME — HMMJ I10JIb30BATeJIsd;

PASSWORD — IIapOJIb.

5.2 Bo3mo:xHbIe mpoosieMsbl B padoTte docker registry

1. OtcyrcrByer DNS-3anuch s cepBepa Ipynnbl squadus_infra, IPU 3TOM 3allpOChI

nocryta k docker registry Bo3partiatoT onmb6ky 500.
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2. OrcyrcrByet nocryn k 5000/tcp mopTy cepBepa rpynnsl squadus_infra.
3. He coBmazaroT JIOrMH U 1apoib Ajis foctyna kK docker registry.
4. Tlpu cMeHe mapoJIst UCIIONIB3YEeTCS aJITOPUTM XelI-GyHKIUK, oTindHbIl oT BCRYPT.

[Ipumep koMaHIbI:

htpasswd -Bbn admin oEeUL8kvCkkuxUia8ZaL

5.3 Hacrpoiika crenga I10

Hnst Hactporiku Squadus SAML HeobxonuMo MOAKIIIOUYEHUE K KOHTPOJIIepy 1omMeHa Active
Directory Federation Service (manee — ADFS). [Insa atoro ciemyer nepedTu B JIOCTYITHBIM depe3

TIOMCK pa3ziest aAMUHUCTpUpoBaHus SAML u 3anonHuTh mojs (puc. 1).

o Enable “

Custom Provider “

Custom Entry Point €

IDP SLO Redirect URL -

Custom Issuer “

Pucynok 1 — 3anonnenue noaeti 6 SAML pazmemke

[Tosns, mpenicTaBieHHbIE HA PUCYHKE:

— Custom Provider — example-adfs;

— Custom Entry Point — https://mdcad-dc-01.ad.example.ru/adfs/ls/. Anpec koHTposuiepa
ADFS;

— IDP Slow Redirect URL — https://mdcad-dc-01.ad.example.ru/adfs/ls/. Anpec koHTposepa
ADFS;

— Custom Issuer — https://im.example.ru/_saml/metadata/example-adfs. Ccobuika s cbopa

MeTaJdaHHbIX CTeHd. Yactb example—adfs 3dIIOJIHAETCA CaMOCTOATEeJIbHO, KdK U B IIepBOM

nyHkTe Custom Provider (yHKTBI JOJDKHBI COBIIQ/IaTh);

— Private Key Component — npuBaTHbIH Ki1t04. Kitrou mepenaercs anmuaucrpatropoMm ADFS
B dopmarte Base64 (PEM).
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5.3.1 To6aBnenne crenna Ha cropone ADFS

Yrobsl 106aBUTE cTeH] Ha cTopoHe ADFS, Heo6xoarMo BBITIOHUTS CIleiyIolye 1eHCTBUS:

1. OtkpwiTh MaHenb agMuHucTpupoBanust ADFS (puc. 2):

W ADFS
Q@ File Action View Window Help
= nm Bnm
AD FS

Service

Access Control Policies Display Name £
Rebying Party Trusts
Claims Provider Trusts
Application Groups

Type |dentier

Ve
Yes WS-Trust /S https:/ /e

Pucynok 2 — IlaHens admurucmpupoBarust ADFS

n/_saml . Pemt everyore

Relying Party Trusts

2. B paspene Relying Party Trust B npasom yriy Beibpats Add Relying Party Trust (puc.

3):

Actions

Relying Parky Trusts e
Add Relying Party Trust..,
Wik »
Mewe Windowe from Here

|G Refresh

E Help

Pucynok 3 — Bwibop deticmbBus Add Relying Party Trust
3. B nepBom nyHkTe BbiOpaTh Claims aware > Start.
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4. Jlanee mo6aBUTh CChbUIKY, chopMmupoBaHHyio B rojie Custom Issuer B Squadus (puc. 4):
8 Add Relying Party Trust Wizard x

Select Data Source

Steps Select an option that this wizard wil use to obtain data about this relying party:

@ Welcome
® Import data about the relying party published online or on a local network

Lo Use this option to import the necessary data and cetificates from a relying party organization that publishes
@ Choose Acces its federation metadata online or on a local network.
Policy

Federation metadata address (host name or URL):
[ httpes: /i s omm—.r/_saml/metadata/ smmm— adq |
Example: fs.contoso.com or hittps://www.contoso. com/app
) Import data about the relying party from a file
Use this option to import the necessary data and certificates from a relying paity organization that has

exported its federation metadata to a file. Ensure that this file is from a trusted source.  This wizard will not
vahdate the source of the file.

@ Ready to Add Trust
@ Frish

Federation metadata file location:
Browse...

(O Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization.

< Previous Cancel
PucyHok 4 — JlobaBneHue ccoblaku

5. B nocnepyronmx okHax HeoOXoquMO HaKaTh Ha KHONIKY Next.
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5.3.2 3BecTHBIE OrPAHUYCHHUSA

Ecnu y nonb3oBaresns HeT nosiel 13 Mapping repeMeHHBIX (HarpyuMep, IOYTHI) HEOOXOAUMO
BBITIOJTHUTB CJIeIyIOIHe IeHCTBUS:

— coznath npaBuia i Relying Party Trust asis panee co3naHnHOro creHza;

— MpaBOM KHOMKOM MBIIIM HaXkKaTb Ha co3naHHbIN paHee cTeH 1 Edit Claim Issuance

Policy (puc. 5):

Edit Cluirn lzzusnce Policy for im-msbseaichatage office s x
s Tisfboimn A ules

e Iy Haraborm ndes spaciy e claires ul vill b 1 1= th nking paty

Orjer Py Wlaras I (Ui

1 Tub_1_asllassan 5l chair jubay

F) rula_2_slsspsn « G iieirn rubas

{..
A Rudie: EdSl Fede Attt Fl il
0, Canced
Pucynok 5 — Bwibop paHee cozdaHHozo cmenda Edit Claim Issuance Policy
[IpaBwuio 1:
c:[Type

== "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer == "AD AUTHORITY"]

=> issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn", "http://schemas.xml
soap.org/ws/2005/05/identity/claims/emailaddress", "http://schemas.xmlsoap.org/ws
/2005/05/identity/claims/givenname", "http://schemas.xmlsoap.org/ws/2005/05/ident
ity/claims/surname"), query = ";objectSID,mail,givenName,sn;{0}", param =
c.Value);

[IpaBuio 2:
c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress" ]

=> issue(Type

= "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer
= c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value, ValueType =
c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
"] = "urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress");

Ecmm nobaBuTtsk Relying Party Trust He mosydaercs u3-3a OTCyTCTBUS nojaepXku TLS Boie
Bepcuu 1.0 Ha ctopoHe ADFS, To cnenyer paccMoTpeTh peKOMeHAAIMU 110 BHeCeHUI0 U3MeHeHU!

oT MiCI‘OSOft, IpuBeJeHHbIe B COOTBETCTBYIOIINX CTATbAX.
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Yrobel nobaBUTH ¢oTo nosb3oBarens u3 Active Directory, Heobxogumo BBIIIOJIHUTh

== "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer == "AD AUTHORITY"]

=> issue(store = "Active Directory", types = ("thumbnailPhoto"), query

= ";thumbnailPhoto;{0}", param = c.Value);

5.4 Hacrpoiika BeOHHapoB

5.4.1 BkinroueHue BeOHHApPOB

[Io ymon4aHuio JlaHHAasT BO3MOXHOCTb OTK/IO4YeHa. [l BriIo4eHUsT He06X0IUMO
BBIIIOJIHUTD CJIeAYIOIHe JeHCTBUS:

1. 3ajaTh 1epeMeHHOM jitsi webinar enabled 3HayeHHMe true B daiiie
group vars/squadus/main.yml

[Ipumep 3anosnHeHus:
jitsi webinar enabled: true

2. [lpumeHUTHh KOHGUTYPAITHIO C CepBepa omnepaTopa.
ansible-playbook playbooks/squadus.yml --tags caddy2,jitsi --diff

3. B paspene AamunucTrpupoBaHue -> Bupeokondepenmuu -> ®djaru Bo3MOKHOCTeH

BKJITOUNTH Co3maHue BUIeoKoH(pepeHIH B pexxuMe BeOUHapa.

O CospaBarb BeOHMHAPBI MOT'YT TOJIBKO I0JIb30BaTeH C IpaBoM JlocTyn k co3gaHuio
BeOHHApPOB.

© 00O «HOBBIE OBJIAYHBIE TEXHOJIOTMW», 2013 - 2025

48



MonOdounc

5.4.2 IIpoBepka pab0TOCIIOCOOHOCTH BeOHHAPOB

Jnst mpoBepky paboTOCIIOCOOHOCTH HEOOXOMMO BHITIOJHUTD CIIeAYIOIIHe JIeH CTBUSL:

1. 3amyctuts I10 Squadus.

2. Haxarb Ha nuKTOrpamMMy ki 1 BBIOpaTh B OTKpHIBIIeMCs MeHI0 TyHKT Co3gaTh BeOUHap

(puc. 6):

becepbl

H Cozpatb kauan

Ty
£02 CospaTbk KOMaHOy

CJ Cospartb BebuHap
(1 Hauatb KoHdepeHyuio

&> Co3paTh CChUIKY Ha KOHdepeHLMo

PucyHok 6 — Mento Co30anue
3. B okxHe co3naHus BebrHapa (puc. 7) Heo0XoauMo ykasaTb TeMy M IpHCOeIlMHUTBCS 110

YKa3aHHOM CChUIKeE.

HoBblii Be6UHap

Tema*

| Betpeua #1 ‘

Ccbinka

0 https:/g M. & 4/call/5823990905 \

Mogepatopsbl
BeicTynatowme

HacTpoiiku 6esonacHocTy -~

Mapone gnAa exoga @

3 Konuposatb npurnawexmne

Pucynox 7 — OkHo co3zdaHus HoBo20 BebuHapa
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5.5 Hacrpoiika push-yBeqomiiennii B pexxumMe yaaaeHHOro BsizoBa npomeayp GRPC

Hacrpoiika push-yBenomieHuii BLITIOIHSETCS B PyYHOM WJTA aBTOMAaTUYeCKOM pexXxrMe.

ABTOMaTHueckas HACTpPOWMKa IPOU3BOJUTCS C HCIOJIb30BaHHWEM TIepeMeHHbIX U3 dailia
group vars/squadus_setup/main.yml. Bce ITapaMeTphI I1epeaarTCda B environment KOHTeﬁHepa
cepBHCa squadus U IIPU Ilepe3allycKke KOHTelHepa 0y1yT IpUMeHeHbl IOBTOPHO.

ABTOMaTHueckas HaCTpolka HeBO3MOXKHa 06e3 MOBTOPHOIO 3allyCKa ansible-playbook C
IIOCJIeIyIOIIMM I1epe3allyCKOM KOHTeWHepoB squadus. Ha BpeMs mepesamycka CepBUCHI OyIyT
HEeJIOCTYIIHBI.

Pyuynas  nHactpoiika  mpeAmosiaraeT  BBOJ|  [1apaMeTPOB  TMOJK/IIOYEHHUs]  4Yepe3
aIMUHUCTPATUBHYIO NaHesb. [Ipu HacTpoiike nepe3anyck KOHTeHHepPOB He MOTpedyeTcs.

J1st HacTpoMKHU push-proxy aJIMUHHUCTPATOPY CTeHJIa squadus OYIyT IepefaHbl CleAylolire
JIlaHHBIE:

— datin ceprudukata CA 1eHTpa;

— aitn ceprudurkara kireHTa noAnrucaHubiii CA 11eHTpoMm;

— aiin ¢ kI4YoM Jyist cepTUdUKATa KIIMEeHTa;

— ID xuenra;

— MapoJib KJIMEHTa;

— criucok cepBepoB st moakimtodeHuss mo GRPC c ykazanuem FQDN cepBepoB, U mopTt

MOKJTIOUeHHUS (110 YMOTYaHHUIO HCTob3yeTcs mopT 3031/tcp).

O Crnucok cepBepoB /ISl TOJKJIIOYEHMS 3a/IaH 110 YMOTYaHUIO B ITlepeMeHHOU
myoffice push grpc proxy endpoints
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5.5.1 Pyuynas HacTpoiika

[Tepen Hayasiom HacTporky push-proxy HeobxoquMo ybeuThCs, YTO I10JIb30BaTenb 001aaeT
[paBamMu aJAMUHHUCTpATOpA.

Jljis BKJIFOYEHUS] HAaCTPOMKHU ClleflyeT OTKPbITb aJIMUHUACTPAaTUBHYIO IIaHeNb U IIepedTH B
pasnen ApmuHucTpupoBanue > Push yBegqomuienus.

B cootBercTBMHM C pUCYHKOM 8 HeoOXOOMMO YCTaHOBUTH IlepekiiouaTellb B IIpaBoe

rmonokeHre BKIIOYHTE.

Push-ysegomneHus

® Brnounts

A\ TMocne waMereHws aToro napameTpa NoTpeGyeTCR NepesanycTHTs Squadus.

Wecnonb3oeaTs MUKpoOCcepEKCHI ANA 06patoTky push-yBeomMneHHil

Mpotectupoeats push-yeepomneHus

Knioum u cepTudmkarbl v
KoHdpunaeHymanbHoCTb v
HacTtpoiku push cepeuca w

Pucynox 8 — OkHo nodknoueHus push-yBedomaeHull
[Tocne Bk/IIOYeHMS CepBUCa B CIIMCKe ITapaMeTPoB Heo6xo/1MMo BeIOpaTh NyHKT HacTporiiku

push cepBuca.
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B OTKPBIBIIEMCA OKHE (pI/IC 9) aleayeT yKa3dTb 3Hd4YeHUd I I10JIeM, OIIMCAaHHbIX B Ta6JII/II_[e

14.
HacTtpoikn push cepewca ~
MaxkeTHaA CTNPAEKA PUS-yBER0MIEHHA
KOCT CEpBHCA
push-apps-1.push.myoffice.im:303 1 push-appe-2 push. myoffice. ime3031,push-apps-
3 push.myoffice. im:3031
. Henonezoeats 5L
SEL host cepadca
push
D perucTpagu NpUnoess 8 push cepance
D
MNaponke NpRNOEEdRA
PASSWORD
KopHeaod S5L cepradukar
My&nwassii 5L ceprudmiat
MpweatHL@ SSL knwy
PucyHok 9 — OxHo Hacmpoliku push-cep6uca
Tabmuna 14 — Hacmpotika noneti push-cep6uca
HaumMeHnoBaHue moiist [Ipumepsnl 3HaUeHU Ornwucanue
XocT cepBuca push-apps- Cnucok cepBepoB push-proxy c
1.push.myoffice.im:3031, yKa3aHMeM I10pTa dyepe3
push-apps- JIBOETOYMe, pa3fielleHHbIN
2.push.myoffice.im:3031, 3arsTOM JIjIsl OTIpaBKU push-
push-apps- yBeIOMJIeHU !
3.push.myoffice.im:3031
SSL-xocT cepBuca push Subject alternative name
ceprudurkaTa
ID perucrpanuu - ID mig nopkiroueHus
NpuJioXkeHus B push cepBuce
[Taponb npuiioXKeHus - [Taposnb
Kopnesoit SSL cepruduxar - Conepxxumoe daitna
myoffice ca.pem
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HavmenoBanue noss [Tpumeps! 3HaYeHU I Omnucanue
[Ty6nuuneiii SSL - Conepxxumoe ¢aitna
ceptudrkaT mycompany_client.crt
[TpuBatHbIl SSL KiTI04Y - Conepxxumoe ¢aitna

mycompany_client.nopass.key

[Tocne 3anonHeHUs yKa3aHHBIX T0JIed HeoOXoauMO HakaTh KHONKY CoXpaHMTh B IIPaBOM

BepxXHeM YIJ1y CTPaHUIIbI.

5.5.2 ABTOMaTH4ecKasi HaCTpPOIKa

Inst HacTpoiky push-yBeloMIeHMI B aBTOMATUYeCKOM peXXrMe HeoOXOJIMMO BBIIIOJHUTh
Clenyolye JerCTBUS:
1. PackomMmeHnTHpOBaThH 5 W3MEHUTh repeMeHHbIe B aitne

~/install_squadus/group_vars/squadus_setup/main.yml,YKaSHHHbKEBTH6HHHe 15.

Tabauua 15 — IlepemeHHble 0 Hacmpotiku push-y6edomneHuti

HavmMeHoBaHMe nepeMeHHOM Onuncanue

myoffice push proxy grpc enabled Bxrogaer pexxuM npokcupoBaHus K push-
cepBepaMm depe3 yIaJeHHbIM BBI30B IIPOLIeAyP
gRPC (3HaueHue true)

myoffice push grpc proxy endpoints Crnmcok push-cepsepoB
myoffice push proxy tls ca filename Ceprudukar 1eHTpa cepTudpukanum,
TIOJIITMCABIIIEr0 UCIOJIb3yeMble CepTUDUKATHI
myoffice push proxy tls cert filename KinenTtckuii ceptudukar ajist OgKIII0UeHUs K
cepBucy push-yBegomieHui
myoffice push proxy tls key filename Kittou ceprudukara

2. PazmectuTh nosny4yeHHble $aisibl B pabodyeil AMPeKTOpPUM JUCTPUOYTHUBA certificates.
3. IIoBTOpPHO 3anyCTUTh YCTAHOBKY CepBUCA squadus C IIOMOIIBI0O KOMAH/IbI:

[root@squadus infra~]# ansible-playbook -i hosts.yml playbooks/main.yml\
-1 squadus_apps -t squadus

4. Tlocne 3zaBepuienusi paboTtsl Ansible B agmunaucrpatuBHOM mnaHenmd I[IO Squadus

IIPOBEPUTH PUMEHeHHe HaCTPOeK B COOTBETCTBUU C pa3nesioM «PydyHast HacTpourKay.
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5.5.3 IIpoBepka padboTHI cepBHCa

Z[JISI ITpOBEpPKU HEOGXOHI/IMO BBITIOJIHUTD CJleayroire ornepanuu:
- HQPEﬁTH B 4aT C I10JIb30BadTejieM U COBepIIrUTb 3BOHOK;

— [pOBEepUTH TesledOH MOJIb30BaTeNsl BO BpeMs 3BOHKA Ha HaJlM4yKe push-yBegomieHusl.

He ucnonb3yiiTe 0WH ¥ TOT e JIOTUH TOJIb30BaTeJIsl IPU TeCTUPOBaHUM push-
O yBenomiieHu. OTCIIeIUTD MOTyYeHre YBeJIOMJIEHUHM C OJJHUM U TeM >Ke JIOTUHOM
HEeBO3MOXKHO.

5.5.4 YcTrpaHeHHe HeNmoJIaJI0K

[Ipu obHOBNeHuH HacTpoek push-proxy Heob6X0JUMO COXPAaHUTb HACTPOWKU U MPOBEPUTH
paboty push-yBeomieHuu.

[Ipu oTcytcTBUM push-yBeoMieHUM ciieflyeT repe3anyCTUTh OJUH U3 KOHTeMHepOB T'PYIIIbl
squadus_appsHHHOGHOBHQHHHLIHpHMEHeHHHIHKTpoeK

[TpumMep kOMaHIbI:

docker restart -t 120 squadus-1

5.6 HacTpoiika BUPTYya/IbHOI JOCKH JIJISI COBMECTHOT0 UCIIOJIb30BaHUS

B ITO Squadus peanm3oBaHa BO3MO>XXHOCTb WCIIOJIb30BAaHUSI BUPTYaJIbHOM JIOCKA BO BpeMs
BUieoKOHepeHITMHA. COBMeCTHBIM JIOCTYIl TIO3BOJISIET KaXX[IOMy YYaCTHUKY pHCOBaTh Ha
BUPTYAJIbHOM JI0OCKe — IPOIeCcC BUJIeH BCeM yYaCTHHMKaM B peaJlbHOM BpeMeHHU. PedynbTaT MOXHO

coxpanuTth B popmare PNG wim SVG HernocpeCTBEHHO U3 KOH(pepeHIUH.
B nanHoMm penuse BUpTyaibHas JOCKa He BUHA I10JIb30BaTeJISIM MOOMJIBHBIX YCTPOWCTB.

CYH_IECTByeT OrpaHrv4deHue 1o OJHOBpeMeHHOMY HCII0JIb30BAHUIO BHpTyaﬂbHOﬁ JOCKHU — 20

I10JIb30BaTesieH.

5.6.1 Brurrouenne BUPTyaIbHOM JOCKH

[Io ymon4aHuio JlaHHAasT BO3MOXHOCTb OTK/IIO4YeHa. [l BkiIoYeHUssT He0b6X0IUMO
BBITIOJIHUTD CJIeYIOIIHe IeUCTBUS:

3alaTh TepeMeHHOW excalidraw whiteboard enabled 3HaueHWe true B aiie
group vars/squadus/main.yml. [lompobHass mHpopmanuss npuBeseHa B paspelie «Hacrtporika

AOIIOJIHUTEJIbHBIX IIdpaMEeTPOB YCTAHOBKW.
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excalidraw whiteboard enabled: true
HpI/IMeHI/ITb KOHCl)I/IpraL[I/IIO. ,HaHHDe HeﬁCTBHe JOJDDKHO BBIIIOJIHATHCA C IIOATOTOBJIEHHOTI' O

MeCTa oliepaTopd, KOTOpOe HOOJIXKHO COOTBETCTBOBATH Tpe6OBaHI/I$IM, OIMMCAHHBIM B pasfejie

«IToaroroBka MHPPACTPYKTYPHI YCTAHOBKW Y.
ansible-playbook playbooks/squadus.yml --tags whiteboard --diff
ITocne INIpMEeHeHHn KOH(l)I/II‘ypaLII/II/I B BI/II[EOKOH(l)ep(EHLII/IﬂX IIOABUTCA BO3MOXHOCTH

BKJIFOUEHUSI U COBMECTHOI'0 UCIIOJIb30BaHUsI IOCKU (puc. 10).

MNpWmMacKTe y4acTHUEDE B n - * L] =+ - s A
7)  MNPOM3BOAMTENLHOCTE

Ha peck akpaH

® BesonactocTs

CyGTUTDhI Havano

Hauam 3anuck

[oGaeuTs YouTube-TpaHCnALMIo

—

TMokasaTs BHAED C YouTube _
) MoaenHTLECA 3BYKOM YCTPORCTBA

BENICMHTE LYMOTN O aBNeHWe

MNoxkasats AoCKy

Buibpar: ¢on

CratMcTika

HacTpoitkn
o CoueTaHWA Knasmiu

BCTpOWTE Ha cailT

DS ooo = 0 (7] 3] '@ g-% 88 @ee )

Pucynok 10 — dynkuus omobpadiceHust docku 0ast CoBMecmHo20 ucnob308aHust

5.7 Hacrpoiika TpaHcKkpuOanuu peu (CyOTHTPHI)

B IIO  Squadus peanusoBaHa  BO3MOXHOCTb  TpaHCKpUOAaluy  ayJuOIIOTOKA
BU/ICOKOH(}EpPeHIIUl B peajlbHOM BpeMeHM. TakoW pexXrM II03BOJIsieT paclio3HaBaTb pedb
Y4aCTHHUKOB M BBIBOJUTH pe3yJIbTaT B TeKCTOBOM ¢opMaTe B OkHe KOHpepeHnuu (puc. 11).

BrimounTh JaHHYIO YHKIIMIO MOXeT JiIoOOM ydYacTHUK KoHdepeHIUH. Pesynbrar

TpPaHCKpPUOAIY BUJIeH TOJIBKO TOMY YYaCTHUKY, KOTOPBIY BKJIIOYMJI JAHHYIO QYHKIIUIO.

MBaH MiBaHOB: NpMMep pacno3HaHHOW peun y4acTHUKa KOH$epeHL UK

Transcriber

~ 2
0 B B ® & L 88

PucyHok 11 — @yHkyus mpaHckpubauuu
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5.7.1 CucremHbIe TpeboBaHHS

Mogenu pans  TpaHCKpUOalMy — SIBJISIFOTCS BBICOKOTOYHBIMU M MOT'YT  HCIIOJIb30BaTh
3HAQUMTeJIbHble pecypchl Uil (YHKIIMOHMPOBaHMS. PekoMeH/yeTcs MCIIOIb30BaTh CllefyIolye

napametpsl: He MeHee 4 VCPU u 16 I'6aiit RAM 1 ojtHO#M MoJienu.

5.7.2 BrunioueHue TpaHCKpHOAIUH peun

ITo ymomuaHuIO TpaHCKpUOAIMsI peyd OTKJIOYeHa. B Tekyllell Bepcuy IOJ/IepP>KUBAIOTCS
PYCCKUH Y aHTJIMACKUM s13bIKU. HO 0lHOBpeMeHHO MO)XeT UCIIO0JIb30BaThCSI TOJIBKO OJIMH U3 HUX.

JlJis  yCTaHOBKM MOZENIM MJIsi PYCCKOrO si3bIKa W BKIJIIOUEHUs] TpaHCKpUOAluy peuu
He00X0IUMO:

1. IIpenBaputenbHo 3arpysuTb B Docker-regisiry koHTelHepbl SI3BIKOBBIX MoOZejleld U3

apxXvMBOB. ApPXMBBI MOXHO HaWTWU B IIOCTaBKe OUCTpUOyTUBa, B ¢aiiax-apxuBax vosk [LANG]
_[X _X].tar, Te [LANG] — 3TO WJAeHTUPUKATOp si3bika, a [X X] — 3To Bepcus [I0 VOSK.

[Tpumep o611ero ajgropuTMa 3arpysKy IprBefieH HUXKe:

# 3arpy3uThb obpa3 dainna-apxubBa
docker load -i vosk ru 1 2.tar

# NoCTaBUTBL Ter

# mpenepapuTenbHO 3aMeHuUTh "docker registry fgdn" Ha akTyanbHbeM fgdn xocTa C
Docker-registry, mo ymomdanuio 3TO "{{ groups[ 'squadus_infra'][0] }}:5000"
docker tag vosk-ru:l.2 docker registry fgdn/vosk-ru:1l.2

# BHIpPYy3UTbL 06pa3 B Docker-registry
docker push vosk-ru:1.2

2. B aiie  inventory/group vars/squadus/main.yml  3a/laTb  I[IepeMeHHOM

vosk enabled 3HaYeHHe true, a TaKXe OIIPeJe/IMTh IIepeMeHHYIO vosk hosts.

vosk enabled: true
vosk hosts:
vosk.example.net
models:
- language: "ru
listen tcp port: 2700
3. JobaButh B ¢aii inventory B pasfesl FPyNIbl squadus meet vosk XOCT, Ha KOTOPBIM

IIJIaHUpYeTcs ycTaHaBIMBaTh Mojien VOSK.

squadus meet vosk:
hosts:
vosk.example.net:

4. [TppuMeHUTHh KOHQUTYPALIHIO:

ansible-playbook playbooks/squadus.yml -t jicofo,jigasi,vosk,jitsiweb --diff
JIns1 yCTaHOBKM MOJIeNTM JIsl aHTJIMMCKOTO $I3bIKa, HEOOXOJMMO OMpe/leJIUTh IepeMeHHYI0

jitsiweb transcription preferred language CO 3Ha4YeHHWEM "enJJS", da TaKXe 3a4aThb

HepeMeHHoﬁfvosk_hostS[‘vosk.example.net‘][‘models‘][@].languageSHaquHE”en”:
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jitsiweb transcription preferred language: "en-US"

vosk enabled: true
vosk hosts:

vosk.example.net
models:

- language:
listen tc-p port: 2700
5. BeimonHuTe yHKT 3 U3 pasnena «IIpoBepka paboTocriocobHOCTY.

en

st BKJIIOUEHUS] TpaHCKpUbOaluK HeoOXOJMMO B MeHI0 KOHGepeHIIMU BbIOpaTb MYHKT
CyoTurps! (puc. 12), mociie 4yero mosBUTCS OAHOUMEHHOe MOJlalbHOe OKHO, B KOTOPOM CJleJlyeT

IlepeBeCTH IepeKJItouaresib B COCTOsIHUe BKIIL.

2% nNpumacwuts yyacTHukos
Mpow3soaMTEnbHOCTD
Ha Bect 3xpaH
besonacHoCTb
CyGTWTphl
HauaTb 3annchb

Nobasume YouTube-TpaHCnALmMIO

MNMokaszame snaeo ¢ YouTube

MoaenuThLCA 3BYKOM YCTPOHCTBA

BrMO4MTE LWIYMONOAABNEHWE

Mokasark gocky

Buibpats oH

CTatucTMKa

HacTpo#km

Cy6TnTpbLI

ooo COYETAHWA KNABMLL

<[> BCTpOWTL Ha CaifT

oo
(s]s]

PucyHok 12 — BkmoueHue mpaHckpubayuu
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5.8 Pexxum deneparun
5.8.1 Onucanue pexxuma Ppenepanyu

Pexxum ¢enepanuu B Squadus — 3TO BO3MOXXHOCTH CO37[aBaThb KOMHATbI/KaHAIbl MEXIY
pasHbIMM cepBepamMu Squadus ¥ TpurjamaTh B KOMHATHI I10JIb30BaTeNiell M3 Pa3HbIX CEepPBEpOB.
BzaumopeiictBue cepBepoB Squadus B pexxuMe ¢eliepalldi OCHOBAHO Ha cepBuUce Matrix Synapse
(KOTOpBIN TakXe MOXKeT Ha3bIBaThCsl homeserver), ¥ ycTaHaBIMBAeTCs Ha KaXK[IbIi cepBep.

B xauectBe 0a3pl gaHHBIX Matrix Synapse 110 yMOJITYaHUIO MCIIOJIb3YyeTCsl pessiiiMoHHas 6asa
JTAaHHBIX C OTKPBITHIM KoJIoM PostgreSQL. Squadus perucrpupyetcs kak Application Service (ciy>x6a
npuioxeHui) B Matrix Synapse u B3aumogpeiictByet ¢ HUM depe3 Application Service APL

Bce homeserver-cepBepbl B3auMojieiCTBYyeT Mexay coboii yepe3 Server-Server API. Jlro6oe
cobbiTHe B defepaTUBHOM KOMHaTe (OTIpaBKa COOOIIEHUs, peakilus Ha COoOIeHre, M3MeHeHUs
Ha3BaHUs KOMHATHI, J0baBieHre HOBOTO TOJIb30BaTelIs U T.J.), IPOM30Ile/illiee Ha OJTHOM cepBepe
Squadus, mpoxoauT Yepe3 3Ty 1eMOYKY U 3alMChIBaeTCs B 6a3y Ipyroro cepsepa Squadus.

Kaxnpiii akkayHT OMHO3HAYHO OIpefieyisieTcss JIOTMHOM MW CepBepoM, HallpuMmep,
@alice:example.com. KomnaTta onpepesnseTrcs ee UWMeHeM U CepBepoM,  Halpumep,
#room:example.com. Matrix Synapse He XpaHUT JaHHBle ajipeca IIOYThHl, HOMepa TejlepOHA, HO

XPaHUT HeoOpaThMble Xell-QyHKIIUU U OCYIIECTBJISIET TOMCK UMEHHO 10 HUM.

5.8.2 Hacrpoiika pexxuma ¢enepanun

J171s1 B3aMOJ1efiCTBUS Ha CeTeBOM YPOBHE He0OXOAUMO OTKPBITh AOCTYI 10 npoTtokony TCP
MopTaM JIjIsl BXOJisiiero Tpaduka, MpuBeJleHHBIM B Tabiuiie 16.

Tabauuya 16 — Ilopmut dnst 6xodaue20 mpaguka

3HavyeHUe 110
[Tapamertp Onwucanue Tun
YMOJIYaHHIO
squadus federation bridge int port bpumk mopt ams cepBuca squadus int 3300
synapse client int port KnmeHTckuii mopT cepBHca Synapse int 8008
synapse federation int port ITopT dpegepanuu ceppuca Synapse int 8448

Hns ycranoBku Squadus B pexume denepanuyd He0OXOIWMO IIPUCBOUTH 3HAYEHUS
repeMeHHbIM, IPHUBEeJIeHHBIM B Tabmuile 17.

Tabauua 17 — IlepemeHHble 0 Hacmpoliku gpedepauuii

3HaveHMe 110
[TapameTtp Omnucanue Tun
YMOTYaHUIO
Bxmouuts ycTaHOBKY 0a3bl JaHHBIX
squadus_postgresql _enabled PostareSQL bool true
squadus federation enabled Bxmounth pexxum bepepanuu Squadus| bool true
synapse ip_range blacklist CrMcok 3amperneHHbIX IP-a)Z[PeCOB I T i
IpreMa CoobIeHul
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3HayeHUe 10
[TapameTtp Omnucanue Tun
YMOJTYaHHUIO
. s Cmmcok pa3sperttieHHbIx 1P-agpecos s :
synapse_ip range whitelist pasp AP A list -
— = - MpreMa COoOoOIeHUuN
Crucok pa3pemnieHHbIX JJOMEeHOB JIJIs
synapse_federation domain_ whitelist rpuemMa cooOIeHHH. list -
IIpumep: im.example.com
[IpenBapuTesnbHO, Heo0X0IMMO YCTaHOBUTh bubmroTeky psycopg?2

(c™m. paspen «IIporpammubie TpeboBaHus»). JlaHHas OUOIMOTEKA WCIIOMb3yeTCsl Uil YIpaBJIeHUs
KoHuUTypanuen ceppruca 6a3bl qaHHbIX PostgreSQL.

J171st npuMeHeHUsI HACTPOeK Ha paHee MOJT0TOBJIEHHOM CTeH]ie CJieflyeT 3allyCTUTh KOMaH/y:

ansible-playbook playbooks/squadus.yml --tags federation --diff
5.9 Unrerpanmus c Telegram

5.9.1 Onucanue uarTerpamum ¢ Telegram

HuTerpanusa Squadus u Telegram — 3T0 BO3MOXXHOCTb CO3/1aBaTh 00IIIe KOMHAThl/KaHAJIbI,
B KOTOPBIX MOTYT B3aMMOJIEMCTBOBATh Mosb3oBaTenu Squadus u Telegram. Iyt peanusamuu 3Towm
VMHTerpauuu ucnonb3yercs MocT Matrix Telegram u nBa sk3emiisspa Matrix Synapse: oquH — u3
pexxuma deniepariiu MexxXy cepBepamu Squadus, a BTOPOM — HAaINpsSMYI0 B3aUMOJIEHMCTBYIOIIUH C
Matrix Telegram. OTo cpenaHo i pasrpaHudeHust efiepaTUBHBIX I0Jb30BaTened Squadus, u
nosib3oBareseit u3 Telegram.

B oboux osk3emnispax Matrix Synapse u B Mocre Matrix Telegram wucnosnb3yercs
pesisiiMoHHas 0a3za JaHHBIX C OTKPBITBIM  KogoM PostgreSQL. Mocr Matrix  Telegram
peructpupyercss kak Application Service B oThmenbHOM 3k3emiuisipe  Matrix  Synapse u
B3auMoziercTByeT ¢ HUM uepe3 Application Service APL

Jk3eMILISIppl Matrix Synapse B3avMOIeNCTBYIOT Mexy coboi depe3 Server-Server API, daro

1103BOJIsIeT MepefaBaTh coObITHS U3 Telegram B Squadus 1 obpatHo.

5.9.2 YcranoBka Matrix-Telegram

Komnonent Matrix-Telegram He mocraBisieTcs B COCTaBe AUCTPUOYTHMBA M BBIJAETCS I10
3arnpocy B BU/Jle tar.gz daiinia.

[Topsimok ycTaHOBKM KOMITOHEHTa:

1. OnpenenuThb TEKYIYIO BEPCHUIO KOMIIOHEHTa (iajiee — VERSTION) C TTIOMOIIIBI0O KOMaH/IbI:
grep mautrix group vars/squadus/versions.yml

2. 3arpysuTb 00pa3 ¢daityia-apxrBa C IOMOIIbI0 KOMaH/IbIL:

gzip -d -c extra components/mautrix telegram VERSION.tar.gz | docker load
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3. OnpenenuTh UM PeIO3UTOPUS (Jallee — REPO NAME) B 3arpy>KeHHOM 00pase C IOMOIIbI0

KOMaH/IbI.
docker

"{{.Repository}}"

images —f

"reference=*/mautrix/telegram:VERSION"

--format

4. YcraHOBUTH Ter. 3aMeHUTbh "DOCKER REGITRY FQDN" Ha akTyanpHbIE FQDN xocra c

Docker registry. 3HaueHne MO yMOJIYAHUIO " {{

TaKXe REPO_NAME, IIOJTyYeHHBIN B ITyHKTe 2.

docker tag REPO NAME/mautrix/telegram:VERSION
DOCKER REGITRY FQDN/mautrix/telegram:VERSION

5. Beirpysutsb 06pa3 B Docker ¢ momoripio KOMaH/Ibl:

docker push DOCKER REGITRY FQDN/mautrix/telegram:VERSION

5.9.3 IlapameTpsbI HHTErpanuy CoO CTOPOHBI cepBepa

groups|[ 'squadus_infra'][0O]

13:5000". A

O [Tepen HacTpoiikoi nHTerpamnuu ¢ Telegram HeO6XOIMMO BHITIOIHUTH HACTPOUKY
denepaniny B COOTBETCTBUM C pasfiesioM Hacrporika pexxvma defeparvin

i BkIrodeHWs MHTerpanuu c Telegram Heob6xonuMo B KOHQPUI'ypallMOHHBIM aiii

main.yml HOOaBUTH lepeMeHHble, IpUBeJleHHbIe B Tabiuile 18.

Tabmuma 18 — ITapamemput unmezpauuu c Telegram

3HadeHue 1o

[TapameTtp Tun Onwucanue
YMOJTYaHUIO
squadus_federation_telegra bool false BxuttounTh UHTErpanuio c
m_enabled Telegram
BxttounTh ycTaHOBKY 6a3sbl
squadus_postgresql enabled bool false
1 POSIETesqL nmaHHbIX PostgreSQL
mautrix _telegram_telegram . %
- . - - str - api_ hash IIPUJIOKEHUS
api_hash -
mautrlx_teleg.ra.m_telegram_ it i R —
api_id -
mautrix_telegram_telegram str i Toxen Telegram-6ota *
bot_token

* — nonipobHee cM. pa3nen Co3naHue MpUIoXKeHUs U 60Ta

[IprMep 3ar10IHeHHBIX 3HAYeHUN:

squadus_ federation telegram enabled:
squadus_postgresqgl enabled:
mautrix telegram telegram api hash:
mautrix telegram telegram api id:
mautrix telegram telegram bot token:

true

true

"1234567890:YeMiekbxis4FeopohdooY6aiquoh4lae3ph"
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5.9.4 Co3ganue npuwioKeHus U 00Ta

ITopsimok co3maHust U HACTPOWKU UHTerpalivy IPUJIOKeHUS:

1. Co3nats npusnoxeHure Telegram c rmomoiipio ccbiIKy hitps://my.telegram.org/apps

2. WUcnonb3oBaTh 3Ha4YeHUs] NepeMeHHOW api hash B KadecTBe 3HAYeHUs! IepeMeHHOM
mautrix telegram telegram api hash Ha CTOPOHe CcepBepa.

3. Hcnonb3oBaTh 3Ha4YeHUs I[IepeMEHHOM api id B KayeCTBe 3HAYeHUsl IlepeMeHHOU
mautrix telegram telegram api id Ha CTOPOHE CepBepa.

[Topsimok co3manus U HaCTPOMKU UHTerpanuu Telegram-6ota:

1. Co3nate Telegram-6ota ¢ momorbto cchliiku https:/t.me/botfather

2. Ilpu co3ganuu 0Oo0Ta BaXXHO OTKJIOYHATH Yy Hero privacy-mode ¢ IOMOIIbIO

KOMAHJBI. /setprivacy.

3. ITocne CO30aHHUA boTa IIOJIY9YUTb TOKEH, KOTOprI;'I HeO6XO,I[I/IMO HCIIOJIb30BATH B Ka4YeCTBe

3HaquHﬂHep8MEHHOﬁnmutrix_telegram_telegram_bot_token

5.9.5 Ilogkirouenue kanana K ¢gemepanuu

ITocrte INprMeHeHHWs HACTpOeK IIOABJIIeTCA BO3MOXHOCTL CBSA3dTb (benepaTI/IBHbe/'I KadHaAJI B
Squadus u kanan B Telegram. [lsist 3Toro He06X0UMO:
1. Jlo6aButh B Telegram kaHam 60Ta, CO3JaHHOTO B COOTBETCTBUHU C pazfesnioM Co3sigaHue

IIPUJIOKEHUSI XU 00Ta

2. Jlns nomydenus ID kaHana otipaBuTh B 4at Telegram kaHasna coobmenue "/id".
Cosnate QenepaTuBHBIM KaHan B Squadus, ykaszaB B KayecTBe I1apaMeTpOB KaHasa:
dbenepaTUBHBIN KaHAJ U CBs3aTh KaHau ¢ 6ecenioi B Telegram.

4. OtnpaButh B 4aT Squadus kaHanma coobmenue "!tg bridge {id}", rme Bmecto "{id}"
HY)XHO yKa3aTb 3Ha4ueHHe, [TI0JIydeHHOe Ha I1are 2.

5. Ilocne nosydeHus: oTBeTHOro0 COODIeHus: OT 60Ta HeobXOJUMO OTIpPaBUTH COODIeHUe

"continue".

5.9.6 IIpumeHeHre HACTPOEK Ha cepBepe

Jlisi mpuMeHeHHWsI HAcTpoeK Ha paHee IIOJIOTOBJIEHHOM cepBepe CJiefiyeT 3allyCTUTh
KOMaH]Ibl:

ansible-playbook playbooks/common.yml --tags unbound --diff
ansible-playbook playbooks/squadus.yml --tags federation --diff
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5.10 AuTerpamus c Jira

B 10 Squadus ucnons3yercst cepBucC squadus-jiratrigger, I03BOJISIONIMK CHOPMUPOBATH
B IIpeJBapUTeIbHbIM TPOCMOTP 3afaud B Jira. CepBuc oOpaiiaercs K Jira Ha OCHOBaHUWU
uneHTHdUKATOPa 33/]Jaud B COODIIIeHUH T0Jb30BaTelisd. TakuM 00pa3oM, B KaHaje/Tpefie, B KOTOPOM
MOCTYIIUWIIO COOOITIeHre, 3afjaua 0TOOPA3UTCSl C HOMEPOM B BUJIe JIOMOJIHUTENIEHOTO COOOIIeHUSI.

Takke cepBUC OTIIpaB/IsieT KpaTKyI0 CBOJKY IIO M3MeHeHMIO B IIpoekTe. B paHnee
BBINYIIEHHBIX ~AUCTPUOYyTUBAX MUCIONB3YyeTCs CepBUC jiratrigger Uil (GOPMHPOBaHUS
MpeBAapUTEILHOIO MpOoCcMoTpa 3a/1ay Jira. B HoBbiX Bepcusx muctpubytuBa [10 Squadus maHHBIN

CepBHC 3aMellaeTCda CEpBHUCOM squadus_jiratrigger.

5.10.1 Hacrpoiika Jira pis uarerpanuu ¢ 110

st unTerpamuu c Jira He06X0AUMO BBITIOJIHUTD CJIelyIolye AeUCTBUS:
— CO37aTh I10JIb30BaTes B Jira;
— YCTAHOBUTH MTApP0JIb CO3[IAHHOMY I10JIb30BaTeJIio;
— BBIZIAaTh ITPaBa MOJIb30BATENTI0 HA YTeHHe 33J1a4 IPOeKTa.

HJIS[ CO3[1dHHA I10JIb30BATeJId W IIPUCBOEHHA IIpdB HGO6XOHI/IMO HCIIOJIb30BATh YYE€THYIO

3dIIUCh C TPpaBaMW aIMUHUCTPATOPA.

5.10.2 Hacrpoiika cepBuca squadus_jiratrigger

HJISI YCTAaHOBKHM CepBHCA squadus_jiratrigger HeobX0oIMMO:
1. OTKprTb (1)a17m inventory/group vars/squadus/main.yml W HW3MEHUTLb 3Ha4YeHUeE
HEpEMEHHOfI squadus_jiratrigger enabled Ha true.

2. OTKprTb (bafm inventory/group vars/squadus/versions.yml M U3MEHUTH 3Ha4YeHHe
HepeMeHHOﬁ squadus_ jiratrigger image tagHa "0.3.0".

HaCTpOfIKa ITapaMeTpoOB IMOAK/IIOYEeHHK BBITIOJIHAETC C ITIOMOIIBIO ITIepeMeHHbIX, YKAa3dHHBIX
B Tabmuiie 19. Yka3piBaTh 3HaueHUs TepEMEHHBIX CJIe[lyeT aHaJIOTUYHO HAacTpovKaM Jira.

Tabauua 19 — Hacmpotika napamempo6 cep6uca squadus_jiratrigger

ITapameTp Onucanmue Tun SEEE T
YMOJTIaHHIO
squadus_jiratrigger enabled BKJHO%H.?IG cepprca Bool false
squadus_jiratrigger
[Taposb mosnb30BaTesIs "OFSHOFh3XSM
squadus_jiratrigger jira password H;F a60TLL ¢ Jira Str | cbZLaSbFvxbfXl
EP KDbPCuU2"
squadus_jiratrigger jira url URL cepBuca Jira Str "https:/jira.com"
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3HauyeHHe 110

ITapameTp Onucanmne Tun
YMOJIYAaHUI0

WMm4 nonb3oBaTesis

) Str "JiraUser"
J1s1 paboThI ¢ Jira

squadus_jiratrigger jira username

[IpuMep HaCTpOEHHBIX TapaMeTpPOB:
squadus_jiratrigger jira password: "5F5H6Fh3XSMcbZLaSbFvxbfX1kDbPCuU2"

squadus_jiratrigger jira url: "https://jira.com”
squadus_jiratrigger jira username: "JiraUser"
Ecmu InepeMeHHbIe He OBLITN orpeneneHbl 3dapaHee B (baﬁne

contrib/squadus/group vars/squadus setup, TO HeobxoauMmo 3anyctuTh playbook Ansible ¢

HUXXeNpUBeJIeHHbIMU I1IapaMeTpaMU [JId YCTaHOBKU CePBHCA squadus_ jiratrigger.

ansible-playbook -i hosts.yml playbooks/squadus/squadus_ apps.yml -1 squadus_apps
-t squadus jiratrigger

[Tocne BbIONIHEHWSI KOMaH[bI, HAa cCepBepax TPyHNIbl squadus apps OyJeT 3amylleH

KOHTeﬁHep(ZHaSBaHHeNIsquadus_jiratrigger.

5.10.3 Hacrpoiiku cepBuca jiratrigger

Hactpoiiku cepBuca jiratrigger OTJIMYAIOTCS HCKJIIOUMTEIBbHO NepeMeHHbIMUA B Ansible
playbook, HacTpolky UHTErpaluy cepBuca squadus C Jira MPOXU3BOASTCS aHAJIOTUYHBIM 006pa3oMm.

711 yCTaHOBKM CepBHCa HEOOXOIMMO OTpPeJaKTUPOBATh 3HAYEHUsl MepeMeHHbIX B aiiie
inventory/group vars/squadus/main.yml. preMEHHOﬁ squadus_enable jiratrigger
HeoOXOAUMO TPUCBOUTL 3HAaYeHHe true. llepeMeHHBle € yka3aHueM login, password, url

noTpebyercst 106aBUTh B daiis. [IpuMep HacTporiky mapamMeTpoB IpuBesieH B Tabmuile 20.

Tabauuya 20 — Hacmpoliku cepBuca jiratrigger

ITapameTp Onucanmne Tun SIEREIIE D
YMOJTIaHHIO
squadus_enable_jiratrigger BKJHO%H.?IG ceppuca Bool false
squadus_jiratrigger

"5F5H6Fh3
Lo . [Taposb nmosnp3oBaTesis Ass XSMcbZLa
jiratrigger_jira_password paboTwl ¢ Jira St SbFvxbfXlk
DbPCuU2"
jiratrigger jira url URL cepBuca Jira Str httposr::l/']}ra.c

jiratrigger jira username ;Irl\:lﬂ MOMB30BATEN /TS pAGOTEI C Str "JiraUser"
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[IprMep HacCTpOEHHBIX I1apaMeTpPOB:

squadus_enable jiratrigger: true
jiratrigger jira password: "5F5H6Fh3XSMcbZLaSbFvxbfX1kDbPCuU2"
jiratrigger jira url: "https://jira.com”
jiratrigger jira username: "JiraUser"

HJISI YCTaHOBKHU CepBHCa H€O6XO}II/IMO 3dllYCTUTb KOMdH/Y:

[root@squadus infra~]# ansible-playbook -i hosts.yml
playbooks/squadus/squadus_apps.yml -1 squadus apps -t jiratrigger
[Tocne BbIIONHEHHWS KOMaHABI HAa CepBepax TIPYHIbl squadus_apps OyJeT 3amylleH

KOHTelHep C Ha3BaHUeM jiratrigger.

5.10.4 Bo3moikHBIe P00JIeMBbI

Ecmm B cucreme paHee ObUI YCTAaHOBJIEH CepBHC jiratrigger, Ansible playbook

aBTOMAaTU4eCKU YIAJIUT CTapbli CepBUC.
[Ipy BO3HUMKHOBeHHWM IIpoOieM BO BpeMsl YCTAaHOBKH HOBOIO CepBHCa HEOOXOAUMO

MIPOBEPUTH 3aHSTOCTh MOPTa 4567/tcp Ha cepBepax TPYNIIbI squadus apps. ECIIH CTapblii CepBUC He

ObUT yJjaJieH aBTOMAaTHU4YecKd, ero HeoOXoquMO YIAJIMTh Ha KaX/IOM CepBepe I'PYIIIbI C [TOMOIIbIO

KOMAadH/BI:

docker rm -f jiratrigger

5.11 Hacrporiika oTIIpaBKH KOIMIi JI0OT0OB Ha BHEIIIHHH cepBep

B Squadus peanuzoBaHa ¢GyHKIIUS OTHPABKU KOMHUW JIOTOB HAa CTOPOHHHUN CepBep B yxke

CYI_[IECTBYI-OH_[E’ﬁ CHCTeMe 3dKa34YHKad. HaCTPOﬁKa (1)YHKLII/II/I BBITIOJIHAETCA B CJIeAYIOIIEM IIOpsKe:

1. s HaCTPOWKU IIOJIK/IFOYEHUS HeobX0/IMMO B ¢ariste

~install squadus/group vars/squadus/main.yml YKa3aTb 3HA4YeHUud IIepeMeHHbIM,
repeyrciieHHbIM B Tabmuiie 21.

Tabauua 21 — Hacmpotika omnpa6Bku 10206 Ha cmopoHHuli cepBep

HavMeHoOBaHMe nepeMeHHOMN Tun 3HaueHue Onuncanue

[P-anpec niu nomen

str - CTOPOHHETOo cepBepa cbopa

JIOTOB

syslog ng external port int i [Topt cropoHHero cepsepa
remote cbopa JIoroB

Bxrouenue/oTkioueHue

syslog ng external collector
hostname

syslog ng external tier send true / false (o

bool $YHKIIMU OTIIPABKH JIOTOB Ha
remote YMOJTYaHUIO) N
CTOPOHHUU CcepBep
[Ipumeuanne — NpU OTCYTCTBUM IepeYMCIIeHHbIX B Tabiuile 22 mepeMeHHBbIX CllefyeT

JI06aBUTH UX BPY4HYIO B daityie ~install squadus/group vars/squadus/main.yml.
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2. [Tocne BbIOOpa cepBHca Heo0X0UMO B darine
~install squadus/group vars/squadus/main.yml I00aBUTH IepeMeHHYIO
external collector: CO 3HAaYeHHEM true.

[Tpumep:
syslog ng services:

équadus_apps:
argon: {}

bohrium: {}
boron: {}

praseodymium: {}
sodium: {}
squadus:
programm name: "squadus-.*"
external collector: true
squadus_jiratrigger: {}
tennessine: {}

3. ]y BHeCeHMs U3MeHEeHUN U 3allyCKa CepBHCa B HOBOM CHCTeMe I10C/Ie U3MeHeHUU daiia
~install squadus/group vars/squadus/main.yml HeobX0IUMO BBIIIOJIHUTH YCTAaHOBKY

CHUCTEMBI B COOTBETCTBHUU C pPa31ejiOM «BHHYCK YCTaHOBKU.

5.12 ITogxiiroueHHe K MOHUTOPHUHTY

Jlnst moaktodeHus: K cepBucy MoHuTopuHra Grafana ciemyer mcnosb3oBaTh IapaMeTphl,

yKa3aHHBbIe B Tabmwuile 22.

Tabauya 22 — Ilapamempsbl nodkatoueHus K cep6ucy MOHUMOpPUH2a

[TapameTp 3HavyeHHe
AJipec oAKII0YeHUs http:/{{ grafana_domain }}
Hms monb3oBarens admin (110 YMOTYaHHIO)
[Taposb 3HaYeHUe I1epeMeHHON
grafana admin password

3HaueHHe TIepeMeHHON ajipeca TMOJKJIIOUYeHHs] GOPMUPYeTCS CJIeYIOIMM 00pa3oM:

grafana domain: "grafana.{{ groups|['squadus infra'][O] }}"

A-zanmuce pmna FQDN  pomxHa ykaseiBaTh Ha [P-ampec cepBepa rpynnbl — poiied

squadus_infra
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5.13 Jlo6aBJieHre CTOPOHHEr0 KOPHEBOro cepTudHKaTa

B IIO Squadus peanusoBaHa ¢yHKIHS 1006aBIeHUs] CTOPDOHHEIO KOPHEBOro cepTudUKaTa
(manee — CA). ITog croponHuMHU TojipazyMeBaroTcst camonoanvcanible CA unmu CA, nosydeHHbIe
OT TPEThUX JIHII.

s paboThI C dyHKIHEH HeobOX0oaMMO OTKPBITh darn

~install squadus/group vars/squadus/main.yml U B JUPEKTOPHUHU install squadus YyKa3aTb

3HauyeHUs lepeMeHHbIM, IIpe/ICTaBJIeHHbIM B Tabmuie 23.

Tabnuua 23 — JlobaBneHue cmopoHHe20 KopHeBo20 cepmugbukama

. Tun
HaumeHnoBaHue nepemeHHOM . 3HavyeHUe Onucanue
repeMeHHOU

Bxutouenue/

true / false (o OTKJTIOYEHHe
YMOJIYaHHIO) YHKITUU TTOJIEPXKKHU
cropoHHux CA
HupekTopus,
coJieprkaiiiasi
squadus_extra tls ca directory string " /path/to/directory™ cropouuue CA
¢daitnbl B popmarte
*.crt

Brutouenue/
OTKJIIOUeHHe
GYHKIIMU TTOAJIEeP>KKHU
cropouHux CA miis
nojcucreMsl prosody
HupekTopus,
coJieprkaiiiasi
cropoaHue CA
¢daitnbl B popmarte
*.crt 17151 TOJICUCTEeMBbI
prosody

squadus_extra tls ca enabled boolean

true / false (o

prosody extra ca_enabled boolean
YMOTYaHHUIO)

prosody extra tls ca directory string " /path/to/directory™"

[IpuMeyaHre — TIPU OTCYTCTBHM IIePEYUCIIEHHBIX B Tabiuile 24 TepeMeHHBIX CJeyeT
ﬂ06aBHTbLD(prqHYK)B(baﬁﬂ'vinstall_squadus/group_vars/squadus/main.yml.
BHecenne mu3MeHeHud B CYI_L[eCTBy'IOH_[eﬁ CHCTeMe BBIIIOJIHAeTCSa OJIs Squadus C IIOMOIIBIO

KOMaH/BbI:
ansible-playbook playbooks/squadus.yml -t squadus --diff -i hosts.yml

BHecenne n3meHneHuu B CymeCTBYIOLHEﬁ CHCTeMe BBIIIOJIHAETCS OJIg ITIOACHUCTEeMbI pI‘OSOdy C

IIOMOIIIBIO KOMAdHBI:
ansible-playbook playbooks/squadus.yml -t prosody --diff -i hosts.yml

HJ’ISI BHECEeHHUsI U3MEeHEeHUH U 3dITyCKa CepBHUCa B HOBOHM CHUCTeMe II0CJie U3MEHEeHUM cbafma

~install squadus/group vars/squadus/main.yml Heo0X0I1MO BBITIIOJIHUTH YCTaHOBKY

CHCTeMbl B COOTBETCTBHH C pa3aejioM «BEIHYCK YCTaHOBKHK».
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5.14 Hacrpoiika MexxceTeBOro 3KpaHNpOBaHUA

Bo Bpemsi ycTaHOBKM NPOUCXOAUT HACTPOMKA MEXCETeBOr'0 3KpaHa BHYTPH KOHTYpa

cucteMbl. HeobxonrMo ob6ecrieduTh AONOIHUTENBHYIO 3alUTy CHCTEMbl C BHEIIHed CTOPOHBI

cucTeMbl (10 OTHOITIIEHHIO K KOHTYPY) (Tabi. 24).

Tabauua 24 — Hacmpotlika mexcceme6020 3kpaHupoBaHus

[Topt CepBep ¢ poJibio [Ipumeyanue
80/tcp squadus_ha
443/tcp squadus_ha
4096/udp squadus_meet jvb
10000/udp squadus_meet jvb
3478[tcpludp] MepBLIN cepBep
49152:65535/udp rpymme: squadus_ meet jvb AUt paboTsI tumnserver
7443 SSL WebSocket nopt st
FreeSwitch

OcranbHbIe TOPTHI JOJKHBI OBITH 3aIlpeIieHbl.

5.15 Hacrpoiika ciny:x061 cuaxpoHu3anuu Bpemenu NTP

Hacrpoiika CMHXpOHM3allMM BpeMeHU BBINOJIHSETCS aBTOMAaTUYeCKd IpU IPUMeHeHUU
playbook-a playbooks/common.yml B COOTBETCTBHU C Pa3aejioM <<HaCTp0ﬁKa OOIIOJTHUTEJIbHBIX
napaMeTpoB ycTaHoBKu». IIpu Heobxomumoctu myn NTP cepBepoB MOXXHO IepeornpefenuTh C
IIOMOIIBIO IIePeMeHHOM ntp servers.

HeobxoguMo yuYWTBIBaTh, YTO KOpPpPeKTHasi paboTa CUCTeMbl CHUHXPOHHU3AllMA BpeMeHU
KpariHe BaXHa JJisg KoppekTHOM paboTel 110 Squadus. Ctout ybenutbces, uTo ucnosabdyembie NTP

cepBepsl focTynHbl 1o UDP-niopty 123 co Bcex y3/10B yCTaHOBKH.

5.16 Hacrpoiika nocTyna K BuieoKOH(}pepeHIHsIM U3 CeTH HHTepHeT

[Io ymomuanuio B kadectBe [CE-kanaupara kimenty Bbiaaercs I[P-agpec JVB-cepBepa B
kotopbii paspettaercst umsi (FQDN) JVB-cepepa u3 ¢aiina inventory. Yarre Bcero atot [P-agpec u3
JIOKAJIbHOM CeTH, KOTOPbI HEJIOCTyIIeH U3 CeTU UHTepHeT.

HWHoryma HeT BO3MOXXHOCTH WJIM HEYJIOOHO HACTPOUThL paspellleHWe WMeHU TubOko. Wiu,
HarpuMep, HEeT BO3MOXKHOCTH MapIIPYyTU3APOBaTh TpadrK HermocpeACTBeHHO Ha JV B-cepsep.

B Takux ciydasix jocTyiHa BO3MOXKHOCTB mpobpoca ceteBbix UDP-mmoptoB (Port forwarding)
C ceTeBOro obopyzaoBaHus Ha cepBepbl JVB. B Takux cirydassx MOXHO sSIBHBIM 00pa3oM 3a/laBaTh B
koHburypanuu [P-anpec mns ycraHoBku WebRTC ceccun (ICE-kanpupar). [y aToro MoxHO

WCII0/Ib30BaTh Ansible-miepeMenHy10 jvb webrtc announce address.
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Hamnpumep, ecntu Hactpoen npobpoc ceresoro UDP-nopra 10000 (o ymonyaHuio) c
BHemHero  [P-ampeca  XXX.XXX.XXX.1 Ha  JVB-cepsep, HeoOXOOUMO  yKasaThb

jvb webrtc announce address: "XXX.XXX.XXX.1".

5.16.1 IIprMepp!I HACTPOIKHM 1 MaCIITAOHPOBAHHUS

Jlnsi HAcTpOMKM B KIJIACTEPHBIX YCTAaHOBKAX MOXHO HWCIOJIb30BaTh KOMOWHAIIUU U3
ImepeMeHHBIX jvb udp port U jvb webrtc announce address

[Ipumep ucrosnb3oBanus oHOTO BHeliHero [P-afpeca v pazubix UPD-nopToB i1t KaXk10T0
W3 CepBepOB I'PYIIIBI squadus_meet jvb

1. Y6enutncs, 4TO Ml BCeX XOCTOB TPYHIIbI squadus meet jvb HCIOIb3yeTCs 3HaueHHe

[IepeMeHHOM’ 10 YMOJITYaHUIO:

jvb udp port: "{{ (groups['squadus meet jvb'].index(inventory hostname) + 10000)
| int }}"

Ecnu 3HaueHMe nepeMeHHOM OTJIMYAeTCs, yCTAHOBUTh B COOTBETCTBHHU C IIPUMEPOM.

Hcxonsa n3 popmaTa nepeMeHHOH: JIsl IEPBOTO XOCTa IPyNIBl squadus meet jvb, Oyzaer
rcnonb3oBaTh nopT 10000, myst BTOporo 10001 u T.1.

2. 3ajaTh U1 BCeX XOCTOB IPYIIIBl squadus_meet jvb:
jvb webrtc announce address: "XXX.XXX.XXX.1"

[Ipumep ucnonb3oBaHUS HeCKOJIbKMX BHemHUX [P-ampecoB u omnoro UPD-nopra mis
Ka)XI0ro U3 CepBePOB B I'PYIIIBI squadus_meet jvb

1. 3amaTe MOPT 11t BCeX XOCTOB I'PYIIIIBL:

jvb udp port: 10000
2. Yxazatb [P-agpeca asig kax[10ro xocra U3 rpynisbl squadus meet jvb:

# hostl vars

jvb webrtc announce address: "XXX XXX XXX 1"
# host2 vars
jvb webrtc announce address: "XXX L XXX . XXX. 2"

[IpyMep HacTpoVKM aHOHCUPOBaHMs HECKOJIbKUX [P-afipecos.

Hanpumep, 10.10.10.1 pns pocryma u3  JokanibHOM cetu K JVB-cepBepy wu
XXX XXX.XXX.1 mna pocryna u3 ceru uHTepHeT K JVB-cepepy. Takyio cxemy MOXHO
peanm30Barth C nomoleto Static Mapping B JVB.

1. Bribpath ¢popmat onpeiesieHUs iepeMeHHOM: CO CIIMCKOM UJIM CIIMCKOM CJIOBapeH.

1.1. OnpenenuTh IEPEMEHHYIO CO CITUCKOM:

jvb static mappings:
- "10.10.10.1"
- "XXX . XXX .XXX.1"

1.2. OnpenenuTs epeMeHHYIO CO CIIMCKOM CJIOBapeM:

© 00O «HOBBIE OBJIAYHBIE TEXHOJIOTMW», 2013 - 2025



MonOdounc

jvb static mappings:
- ip: "10.10.10.1"
name: "A description for local IP address for announcing by JVB"
- ip: "XXX.XXX.XXX.1" name: "A description for external IP address for
announcing by JVB"

2. [IpumeHUTHh KOHGUTYPAITUIO C ITOMOIIHI0 KOMaH/IbI:

ansible-playbook playbooks/squadus.yml --diff -t jvb -1 squadus meet jvb

5.17 lenTpanu3oBaHHas yCTaHOBKA HACTOJIBHBIX IPHI0KEeHHH

[TenTpanu3oBaHHas yCTaHOBKA HACTOJIBHOI'O MTpUJIoXKeHUs Squadus Ajisi BceX I0JIb30BaTesen
KOMIIbIOTepa BBIIOJIHSETCS aIMUHHACTPAaTOpPOoM. Takoi TUI YCTaHOBKM MCIOJIb3yeT JIOTIOJTHUTeIbHOe
I[I0 SCCM (System Center Configuration Manager). Ilomb3oBaTenr SCCM ¢ porbio
«AaMuHUCTpaTOp» OOJajiaeT MpaBaMyd Ha CO3/laHHMeE MAaKeTOB YCTAaHOBOK U pacHpoCTpaHeHHe WX
COZIEp>KMMOT0 Ha pabo4ue CTaHIIMU MOJIb30BaTeNei.

[IO pasBopauvBaercs C TIOMOIIBIO YCTAaHOBIIMKA mMSi "[OJii BCex I0JIb30Baresien”
MOCPe/ICTBOM OOBIYHOW YCTAHOBKHU, C apI'YMEHTOM MSTINSTALLPERUSER="".

[Ipumep koMaHIbI:

msiexec /1 "SquadusMsiPath" /gn MSIINSTALLPERUSER=""

5.18 Hacrpoiika uarerpamuu ¢ DLP

[To ymomyanuio uaTerparus ¢ DLP otkmtouena. s BkIrO4eHUsI HHTerparuu Heobxoinumo
BBINIOJIHUTD CJIeyIOIIHe IeHCTBUSL:

1. 3amatb  1epeMeHHOU zirconium enabled  3Ha4YeHHe true B (aiine
group vars/squadus_setup/extra vars.yml

[Ipumep nepemenHo B darie:
zirconium enabled: true

2. [lpumMeHUTH KOHGUTYPAIIUIO Ha CepBepe C POJIbIO operator, BHITOJIHUB KOMAH/TY:

ansible-playbook playbooks/squadus.yml --tags zirconium --diff

3. Bxmounts u HACTPOUTL HWHTEerpdilui0 COIJIACHO [JOKYMEHTY «PYKOBOHCTBY II0

dIMUHUCTPUPOBAHUIO).
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5.19 Hacrpoiika postfix

Squadus otnpaBnsier noury c momompio MTA Postfix. i oTnpaBky HcCIoJb3yeTcst
relayhost, npencraBistonmuyii cob60i aipec MOTpPaHUYHOIO IUII03a. [ljis HAcTPOMKM HeoOXOJWMO
yKasaTb 3Ha4eHHUsI [lepeMeHHbIM, IIpeJICTaB/IeHbIM B Tabmuiie 25.

Tabauya 25 — IlepemeHHble On HacCmMpoUKu postfix

[Tapametp Onwucanue Tun SO M

YMOJTYaHUIO

postfix_relayhost [P-azipec cepBepa-peTpaHcisSITOpa Str | "10.7.97.13"
postfix_relayhost port [TopT cepBepa-perpaHcisTOpa Int 25

JononHuTenbHO MoTpedyeTcst HAaCTPOMKa Jijisi cepBuca moanucbiBanus DKIM.

Hnst cosmanms DNS-3anucy Buia mail.domainkey.im.example.net Ha CepBepe C POJIbIO

operator ClleJyeT BbIIIOJIHUTb KOMAHY:

opendkim-genkey -s im.example.net -d im.example.net && cat im.example.net.private

© 00O «HOBBIE OBJIAYHBIE TEXHOJIOTMW», 2013 - 2025

70



MonOdounc

INIPJIOKEHME A
Ilopsipok ycTaHOBKH M HAaCTPOHKH JIOKAJIBHOTO Pelo3UTOpHs

1. COBI[aTb KaTaJIoT IJ1d pa3MelieH s perto3uTOpuAa C IOMOIIIbIO KOMdH/IbI:

sudo mkdir -p /srv/repo/alse/main
2. HpI/IMOHTI/IpOBaTb 06p63 YCTaHOBOYHOI'O  JUCKa (eCHI/I Ha KOMIIbIOTEpE HET

KaTasnora /media/cdrom — To co3aath Karajor /media/cdrom) ¢ MOMOIIbIO KOMaHIbI:

[ -d /media/cdrom ] || sudo mkdir /media/cdrom
sudo mount /mnyTk_ K ISO-o6pas3y /media/cdrom

3. CKOHI/IpOBaTb q)aﬁﬂbl u3 o6pa3a B KaTaJIoI' perio3uTOpUs C IIOMOIIIbIO KOMaH/IbI:

sudo cp -a /media/cdrom/* /srv/repo/alse/main
4. OtmonTHpOoBaTh [ISO-06pa3 mucka ¢ TOMOIIBIO KOMAH/IbI:

sudo umount /media/cdrom
4.1 Eciu TpebyeTcs, BHIOTHUTD aHAJIOTUYHbIE IEMCTBUS ISl 6a30BOr0 Perno3uTopus (IucKa

CO CpeJICTBaMM Pa3pabOTKU) C IIOMOIIIBIO KOMAH/IbI:

sudo mkdir -p /srv/repo/alse/base
[ -d /media/cdrom ] || sudo mkdir /media/cdrom
sudo mount /nyTe kK ISO-o0o6pa3y /media/cdrom
sudo cp -a /media/cdrom/* /srv/repo/alse/base
sudo umount /media/cdrom
5. J1yist oOOHOBJIEHHSI OCHOBHOTO PEO3UTOPUS (OCHOBHOTO JIMCKA) C TIOMOIIIBI0O KOMaH/IbI:

sudo mkdir -p /srv/repo/alse/update-main
[ -d /media/cdrom ] || sudo mkdir /media/cdrom
sudo mount /nyTs K ISO-o6pas3y /media/cdrom
sudo cp -a /media/cdrom/* /srv/repo/alse/update-main
sudo umount /media/cdrom
6. /1yt o6HOBIIeHHs 6a30BOTO PeNo3UTOPHs (AMCKa C OOHOBJIEHHWEM CpPeICTB pa3paboTKH) C

IIOMOIIBIO KOMAdHBI:

sudo mkdir -p /srv/repo/alse/update-base

[ -d /media/cdrom ] || sudo mkdir /media/cdrom

sudo mount /nyTe K ISO-o6pasy /media/cdrom

sudo cp -a /media/cdrom/* /srv/repo/alse/update-base
sudo umount /media/cdrom
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IMPUJIOKEHUE b
3aMeHa CTaHIAPTHOIO PeI03UTOPHUS HA JIOKAIbHBIH
3aMeHa CTaHJAPTHOI'O PEeNO3UTOPHs Ha JIOKAJIBHBIM BBINOJIHSETCS Ha CepBepe C PpOJIbIO

operator. [lepeuncieHHbli TOpPSIOK JedcTBUM wucnombdyercsi B OC  Astra. [lns 3aMeHbl

Perno3nTopusd HeO6XO,I[I/IMOI
1. OTKIIIOYNTH BHEIIHNe PEno3nuTOpUHU, 3dlIyCTUB KOMdHAY:

sed -i "s/"/#/" /etc/apt/sources.list
2. J106aBUTH JIOKaIbHBIN BHEIIIHUIN PellO3UTOPUH, 3allyCTUB KOMaH/Y:

tee -a /etc/apt/sources.list << EOF

deb http://$IP_ADDRESS:8081/repository/astra/ 1.7 x86-64 \
main contrib non-free

deb http://$IP_ ADDRESS:8081/repository/astra-ext/ 1.7 x86-64 \
main contrib non-free

EOF

rae $IP_ADDRESS — IP-ajpec yokanbHOro cepBepa it XpaHeHUs (paijioB.

3. OGHOBHUTD MHJIEKC PEell03UTOPHUS], 3al1yCTUB KOMaH/Ty:

apt update
4. TlpoBepuTh JIOCTYIHOCTH Pero3uTOpusi (MMPOM3BECTH ITOMCK ITPOM3BOJILHOTO I1aKeTa),

3dIIyCTUB KOMdHY:

apt search pwgen
5. y6e):[I/ITbC$I, YTO B BBIBOJIe KOMdHJbI IIPDUCYTCTBYET HA3BdAHHWE IIdKeTda pPWwgerl. BbIBO,[[

KOMaH/JbI:

root@operator:~# apt search pwgen
Sorting... Done

Full Text Search... Done

pwgen/stable 2.08-1 amd64
Automatic Password generation
root@operator:~#
6. Hactpouts MeHemxep Mopysed (pip) Ha MCIOJIb30BaHME JIOKAJIbHOI'O Pero3UTOPHS,

3dITYCTUB KOMdHY:

tee /etc/pip.conf << EOF
[global]
trusted-host = $IP ADDRESS
index = http://SIP ADDRESS:808l/repository/pypi-proxy/pypi
index-url = http://$IP ADRESS:8081/repository/pypi-proxy/simple
EOF

rae sIP_ADDRESS — IP-ajpec jiokanpHOTO cepBepa /il XpaHeHusl (HanioB.
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IMPUJIOKEHUE B

Hacrpoiika ceTeBbIX coelHHeHUI

[TprMep HACTpPOWKYU CETEeBOTO COeUHEHHSI C TTIOMOIIIbI0 KOMaHIHOM cTpoku B OC Astra.

1. Ilns mpoBepku HeOOXOMMMO OTKPBITH (alijl C CeTeBLIMM HACTPOMKAMU C TIOMOIIBIO
KOMaH/Ibl:

nano /etc/network/interfaces
B OTKPBIBIIEMCS OKHe peJdKTOpPd IIPOBEPUTDb HaJIMIHNe CﬂeJIYIOHIEﬁ CTPOKHU:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).
source /etc/network/interfaces.d/*

1.1 3aKpbITh OKHO ¥ BepHYThCS K CTPOKe TepMUHAIA.

1.2 Co3maTh HOBOe coequHEeHUe C ITOMOIIBI0 KOMAHIbI:

sudo nano /etc/network/interfaces.d/ethO
[Ipumedanue: eciu Ha BallleM CepBepe YCTAHOBJIEHBI JpPyTrye pelakTophl (vim, vi) 3ameHUTe

B KOMaH/JIe nano Ha JPYyrOW pellakTop.
2. B OTKpBIBIIIEMCS OKHe peflakTopa B 3aBUCMMOCTH OT THIIa UCIO0JIb3yeMOro JijIsi HaCTPOeK
BBECTH KOMaH/y U3 IyHKTa 2.1 unm 2.2.

2.1 Ilpu ucnonb3oBaHuu cratudeckoro [P-ampeca Heo6x0IMMO BBECTH:

echo "auto ethO
iface ethO inet static
address 192.168.1.100
netmask 255.255.255.0
gateway 192.168.1.1" > /etc/network/interfaces.d/ethoO
B npumepe ucnosnb3yroTCs IPOM3BOJIbHBIE HACTPOMKU ceTeBOro coequHeHus. Heobxogumo

3aMeHUThb TpeiokeHHble HacTpouku (192.168.1.100, 255.255.255.0, 192.168.1.1) Ha HacTpoWku
CeTeBOT0 OKPY>KeHUsI CO3/IaHHBIX CEPBEpOB.

2.2 Ilpu ucnons3zoBanuu DHCP B okHe pefakTopa He00X0/IMMO BBECTH:

echo "auto ethO
iface ethO inet dhcp" > /etc/network/interfaces.d/ethO

s KoppekTHOM paboThl HeoOXOomuMMo 3akpenuTh [P-ajmpeca 3a cepBepamMu C MOMOIIBIO
Hacrpoek DHCP-cepBepa Bailero nuito3a (koMMyTaTopa).

3. Ilocne BBO/a mepeMeHHBIX (all COXpaHUTh. [IOBTOPHO OTKpPBITH (ailyl KOMaHAOH U3
IyHKTa | J1s TpoBepKu.

4. 3amate DNS-cepBep

echo "nameserver 8.8.4.4" > /etc/resolv.conf
Anpec DNS-cepepa 8.8.4.4 ykazaH TPOM3BOJIBHO, €CIM B JIOKAJIBHOW CETH CYIIEeCTBYET

BHyTpeHHU DNS-cepBep, He0OX0AMMO U3MeHUTH azpec 8.8.4.4.
5. IIpuMeHUTH HACTPOMKU CETEBOT'O COeMHEHUS

sudo systemctl restart networking
HOBTOpI/ITb BBITIOJIHEHHM e HeﬁCTBHH AJIL KaXXKA0r'o cepBepd, UCII0JIb3yeMOT' o IJId YCTaHOBKH.
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IMPWIOKEHUE T’

ITopsimok co3maHus CAaMONOJNMCAHHOTO cepTUdHKaTa

[To ymomuanutio 6pay3epsl He JOBepsOT CaMOTIOANMCAHHBIM cepTHhdrKaTaM, peKOMeH1yeTcsl
VICIIOJIb30BATh ero TOJIbKO JIIsi BHYTPEHHUX Ilefled WK B I[eJIsIX TeCTUPOBaHUsI.

1. [TpoBepka unu ycranoBka OpenSSL.

OpenSSL nocrtyrieH mo yMOTYaHUIO BO BCEX OCHOBHBIX UCTpUOyTUBax Linux.

Jst moucka ycranossienHoro I10 OpenSSL u npoBepku Bepcur HeobXOJUMO BBIIIOIIHUTh

KOMaH/Iy:

$ openssl version
Ecmm BeiBom ¢ uHpopmanmedr o Bepcur OpenSSL  orcyrcTByeT — mporpamMma He

YCTaHOBJI€HAd.

Hnst ycranoBku OpenSSL BeIoTHUTE CIlIeyIONTYI0 KOMaHY:

$ sudo dnf install openssl
nim

$ sudo yum install openssl

Bribop komanibel 3aBucUT oT TUIia OC.

2. Co3nanme SSL-ceptudukara.

Jist  co3maHusl  caMOIIOANMCAHHOrO ceprhudukara SSL  HeoOXoouMO  HCIIOIB30BaTh
CJIeyIOIYI0 KOMaH/y:

$ openssl reg -x509 -nodes -days 365 -newkey rsa:4096 -keyout server.nopass.key -
out server.crt

C moMmomiplo KOMaH/bl OyfeT CO3[0aH CaMOIIOANMCAHHBIA CepTUUKAT, KOTOpBIA Oyner
JIeMCTBUTeJIeH B TeueHHe 365 THel.

[To ymonuanuto ceprudukar v ¢ain kiaoda OyOyT CO3[AaHBI B TeKyllleM KaTaiore (B
KaTajiore, U3 KOTOPOT'O BBIIIOJIHSIETCSI KOMAH/Ia).

Omnucanue ¢raroB UCIOIBL30BAaHHBIX B KOMaH e [p1UBeieHo B Tabmuile 26.

Tabmuma 26 — 3naueHus paazo8 komaHObl

®ar Omnucanue
req BrimoHUTE 3an1poc Ha MOAUCh cepTrudrKaTa
-newkey rsa: | Co3nmaTh k04 RSA mmmnoM 4096 OUT.
4096 Eciy He yka3zaHo UHOe, 110 YMOJTYaHUIO OyJIeT co3faH Ko JyinHou 2048 6ut
-keyout VYkaszaTh UM daiia yisi XpaHeHHU s 3aKPbITOr0 KIIK0Ya
-out VYkazatb ums daiina Jyisi XxpaHeH!s1 HOBOTO cepTudurKaTa
-nodes [IponyCcTUTh 1Iar mo Co3AaHuI0 CcepTUdHrKaTa C TapoIbHON Ppa3oi
-x509 Cosnatb ceptudukat popmara X.509
-days VkaszaTb BpeMms IelCcTBUS cepTUdUKaATa B THSIX

Ornucanue mosied NMpy CO3laHUM cepTrdrKaTa MTpUBeieHo B Tabmwuile 27.
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Tabnuua 27 — 3HaueHus noaeti CSR

ITone Onucanue
C= HasBanue ctpanb! (qByxOyKBeHHBIHN KO/I)
ST = HaszBanue mrata uiv NpoBUHITUN
L= Ha3zBaHune HaceyleHHOTr0 TyHKTA
= [TonHoe Ha3BaHMe Balllel OpraHU3aluu
ou = Ha3zBanue opraHm3aliiOHHOW eIMHUIIbI
CN = ITonHoe noMeHHOE UM

3. Co3maHue 3aKpbITOTO KJTI0Ya.
3aKpbITBIA K04 HeoOxomuMm [uis moanucu Bamiero SSL-ceprudukara. s cozmaHus u

COXpPdHH4A 3dKPBITOI'O KJIIF04d HeoOXO0IMMO BBIIIOTHUTh KOMaHY:

$ openssl genrsa -out server.nopass.key
3HaveHus GIaroB KOMaH/IbI:

— genrsa — CO3/IaTh 3aKPbITHIN K04 RSA;

— -out — BBIXOJIHOU (alJl.

[Io ymosyaHWIO 3aKpPBITBIMA KIIIOY OyIeT XpaHWUThCS B TeKyIlleM Karajore (B KaTajore, U3
KOTOPOT'O BBITIOJTHSIETCSI KOMaH/1a).

4. Co3snmanue 3arpoca Ha moanuck ceprrudukara (CSR).

CSR — wunHpopmariys, oTipaBisieMas B yaocTtoBepstommi 1eHTp. Ins cosmanms CSR

HE‘O6XO,Z[I/IMO BBIIIOJIHUTD CJIEAYIOIYIO0 KOMdHAY .
$ openssl req -new -key server.nopass.key -out server.csr
Onucanue ¢raroB UCIOJIL30BAaHHBIX B KOMaH/Ie PUBeJIeHo B Tabmuile 28.

Tabmuma 28 — 3nauenus ¢praroB KOMaH/IbI

®ar Omnucanue
req 3arpoc Ha MOANMUCH cepTUdUKATa

-new Hoswi#i 3an1poc

-key ITyTs, rne xpaHuTcs Ball ¢paisl 3aKphITOro KJlro4a
-out Wms BeixogHoro daiia

[Tocne 3amycka KOMaH[IbI, TpeNCTAaBJIeHHOW HUXe, OyIeT CO3MaH CaMOTMOJMHCAHBIN

cepTudUKaT, KOTOPBIM OyIeT IelCTBUTeNIeH B TeueHue 365 THel.

$ openssl x509 -req -days 365 -in server.csr -signkey server.nopass.key \
—-out server.crt

5. HpOBepKa Jeranen CepTI/I(l)I/IKaTa BBIITOJIHAETCSA C IIOMOIIIBIO KOMdH/IbI:

$ openssl x509 -text -noout -in server.crt
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INPUWIOMEHHUE [{

IlepeueHs u3MeHeHMIl B JOKYMeHTe

B pmaHHOM m0pwiIOXKeHWUM TIpe[iCTaBjieH IlepeuyeHb W3MeHEeHWW OTHOCHUTEeIbHO J1aThl
myOJIMKaIlMK ¥ BepCUU JIOKyMeHTa.

18.03.2025 IloaroroBiieH JOKYMeHT Bepcuu 1.
21.04.2025 TloaroroBiieH JOKYMEHT BePCUM 2 CO CIIeyIOIMM U3MeHUeM: JIOTIOJTHEeH pasjien
«O6HoBenne SSL-cepTrdUKaTOBY.
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