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Bce ynoMsHyTble B 3TOM JIOKyMeHTe Ha3BaHUS MPOAYKTOB, JIOTOTUIIbI, TOPTrOBble MAapKU U
TOBApHbIe 3HaKU MPUHAIUIeXAT UX BJlafieJibIlaM.

ToBapubie 3Haku «MonOducy, «MyOffice» u «Squadus» npunamnexxar OO0 «HOBBIE
OBJIAYHLBIE TEXHOJIOT U W ».

Hu npu kakux oOCTOSITeIbCTBAX Heb3s UCTOJIKOBBIBATH JIIOOOE CO/IepXKMMOe HACTOSIIero
JIOKyMeHTa KakK IpsiMoe MJIM KOCBEHHOe IpefioCTaB/ieHue JIMIeH3UW WM MpaBa Ha KCIO0JIb30BaHUe
TOBApHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB OOCTY>XHMBaHWS, TNpPUBeleHHbIX B HeM. Jlioboe
HeCaHKIIMOHMPOBAaHHOEe MCIOJIb30BaHWe J3TUX TOBApPHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB

obcimykuBaHus 6e3 MMCbMEeHHOI'0 pa3pelieHus UX paBoo0IIajaTesis CTPOro 3arpeleHo.

© 000 «HOBbBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2025



MonOdounc

COJEPHKAHUE

@163 650% (1)1 (=) 5076 RN 8
B R s E 3 s (<) 0 (T TP U PP OTRPOPRPPPIN 8
1.2 O KOMITOHEHTAX +reuvveesureeesusesesuseeaassesaassesaasseeasssasssseesasseasssessassessasnessanseesansesssneessseesnneeessnnessneesns 8
1.3 TpeOOBAHUS K KBATMMDUKAITHM ...vveeessurreeesssrneessssseessssssssesssnssssesssnsssesssnsssessssnssssssssnsssesssnssnesessnnses 8
1.4 CHCTEMHBIE TPEOOBAHUIS ...uveevveesseessreasseessesasseessssassesssesassesssssassesssesassesssesassesssessnsesssesssesssesssesnns 8
1.5 OTPAHTUEHMST ...vveeiuveeeiuieiesuteeesiteeeasteeasseeeaasseeasteeesteeeaateeeaase e e aabe e e aseeeaambeeeneeeeabeeesabeeesnbeeennneeennneeans 9

2 TIOZTOTOBKA K PADOTE ..eevvviiiirieisiiieasisiesstteeaseeessteeessteessssessssseessssessassesssssessssessnseesssseessnseessnsessssnenans 10
B B 11 070 N 01 (03 (<111 ST 10
A AN =Y (0] 0) % 7= 114 (RSP PPRR 10
O 100 30 Y (<3 {01 (o) RSP OTPPP SRR 11
4 HacTpPOMKA TOKEHA ABTOPHBAITHH ..vveeiuveressresssssesssssesssssssssesssssessssesssssesssssesssssessnssessnsssssnssesssesssnees 13
4.1 3ampoc TOKeHa aBTOPU3AITAM 0€3 MHTETPAITHT ..eeevveeesreessuresssseesssssesssseesssseesssseesssseessssessssessnsns 13
4.1.1 TTOITYTEHME TOKEHA .uveeuveeisrresseesssesssessssessseessssassesssesassesssssassesssssansssssesansesssessssesssesssesssesssennns 13
4.1.2 VICTIOTB3OBAHME TOKEHA ...vveeuveeseeassesssrsassesssssassesssessssesssesassesssessnsesssessnsesssessnsesssesssesssesssesnns 14
4.2 3arpoc TOKeHa aBTOPU3AIIUN MPU UHTETPALUU C SSO .vviiiiiiiiiiiiicicic s 15
4.2.1 J10OABIICHUE ITOJIB30OBATEIISL .eeeeceiiissrrrerrsssssssisssssssnesssssssssssssssessessssmsssssssssssssssssssssrsssessessssnnns 15
4.,2.2 3ATTPOC TOKEHA +1eiuvereiureeesssesesssesesssesssssessassesssssssssssesssssessnssessnsssssnssessnsesssnsessssssssssesssssesssssesans 15
4.2.3 VICTIONIb30BAHUE TOKEHA B 3ATTPOCAX ..vveesveessrrassesssessssesssessssesssessseessesssesssessssesssesssesssesssesnns 16

5 CITPABOYHUK BATTPOCOB t.uuvrreeessusrreessssreeessssneessassssessanssssssssssssssssassssessansssesssnsssssssnssssessansssesssnsseees 17
ST B - (610 v Wl (6). (<) F: 1 1, SRR 17
5.1.1 YTEHUE CITHICKA JIOMEHOB ...eeeevuueeresunseeresunssesesuseesessnseetessteetessnttetesnmeteetei 17
5.1.2 UTeHUe CIIUCKA JIOMEHOB B TEHAHTE .....vverureesreesnreesseessreessesssneesseessneessesssnesssessneessessnesssessnnes 18

BT MO A Lo16T: 1:3) (3807 (11 (0) U c) 3 - W= R n <) 6 €= & 4 ANNUER 19

B IRAY01 11 (3207 (=391 (0) U (212 C- 10 fe B N =1 & 121 & v LU 20
5.2 Paborta c mapamerpaMy SMTP KOHQUIYPALIMY .....cccvvveiiiiiiiiiiiiiie i 22
5.2.1 Yrenue mapamMeTpoB KOHOUTYPAITUU SMTP .....coiiiiiiiiiiiiii e 22
5.2.2 Hactpoiika KOHPUTYPAIUH SMTP ..o 24
5.2.3 O6HoBeHHe KOHPUTYPAITUU SMTP ..o 26

© 000 «HOBbBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2025



MonOdounc

5.2.4 VnaneHue 3Ha4eHUN MapaMeTpoB KOHOUTYPAITUU SMTP ......cccoiiiiiiiiiici e 28
5.3 PaABOTA € TEHAHTAMEY .....ecivrieiuiereiiieeasireeaattteaateeeasseeesteeeasteesasbeeaasseeaasseesasseesabseesbeeesabeeesnneeesnneeans 29
5.3.1 TTEPEUEHD TEHAHTOB ...vvveieisurreresssurreesssstseesssasssesssssseesssssssessssssssesssssssessssnssssessansssesssssssessssnsens 29
5.3.2 CO30AHUE HOBOTO TEHAHTA ..vvvuureereruneeresunseeresuteeeessnseetessnteetessntteeesmtetetei 31
5.3.3 UTEHUE ITAPAMETPOB TEHAHTA ..veesveessreesserssreessessssemssesssseessessssssssessssesssessssssssessssesssesssesssesssses 34
5.3.4 J1eaKTUBALIMS TEHAHTE ....ceeeevvrreerssesssssssssssrssesssssssssssssessessssssssssssessessssssssssssssssssssssssssssseesens 36
RGN : 1) (215 0% (T N =) 5 1212 4 = R 38
5.3.6 UreHue yCTaHOBJIEHHBIX TIAPAMETPOB HACTPOCK TEHAHTA ...e.vveervreessrreessseeesiseeesiseeesnsesssness 39
5.3.7 H3meHeHure 3Ha4YeHUM MaPAMETPOB HACTPOEK TEHAHTA ..veerruvrrreessurreeessssenreessnsnreeessnsneeessnnens 40
5.3.8 UreHue yCTaHOBJIEHHBIX [1apaMeTPOB PaboThl C COOBITHSIMU 110 OOBEKTAM .....cccvereveerreernnes 42
5.3.9 H3meneHue napamMeTpoB pabOTHI C COOBITUSMU IO OOBEKTAM ......ceeerveeerveeeriueeesseeesneeesnnes 44
5.3.10 HM3meHeHHe mapaMeTPOB KYPHAIA OE30TIACHOCTH .....cceruveeerureersureessseressseeesaneessnsessssseessness 46
5.3.11 HM3meHeHue 1mapaMeTPOB aBTOBEPCHOHUPOBAHUS «...ovvvreersvrreresssreeesssssnneessnssnessssnsseesssnsnns 48
5.3.12 CMeHa UMEHU OPTAHUBAITAM B TEHAHTE ....eervererreressieeesseessseessssesssssessnssesssseessnseessnsesssnees 50
5.3.13 YreHue NAPOIBHBIX HOMUATHK B TEHAHTE .....veerureereessreesseesnressseessreansesssnessseesneassessnesssessnnes 51
5.3.14 H3MeHeHUe NAPOJIBHBIX OTUTHK B TEHAHTE ...cveruviiveerrerresseessissesseessesnesseesnesnessesssesssenns 53
5.3.15 UreHre MapaMETPOB KBOT B TEHAHTE .......ccvveeessiureeessssneesssnssseessssssessssmsseesssnssessssssseesssnsens 55
5.3.16 HM3MeHeHHE MAPAMETPOB KBOT B TEHAHTE ....cuvveersreressreressresssssesssssesssssessnseesssssessnsesssssesssnees 56
5.3.17 Yrenue napaMeTpoB ABYX(PAKTOPHOU aBTOPU3ALMNU B TEHAHTE ......ceerrrererireresreessineessnens 57
5.3.18 H3meHeHMe mapaMeTpOB JBYX(PAKTOPHOU aBTOPU3ALIUH B TEHAHTE ......cceervrerreereneesseesenes 59
5.3.19 IIomy4UTh CIIMCOK 3aIIPETOB B TEHAHTE ....ccteeruriereessriessesssnssssesssnsassesssnssssessssssssessnssssesssnes 61
5.3.20 BkJ110YdTB 3a11peT ONPeIeJIEHHOTO TUITA B TEHAHTE ....vveeeivrreeessrreeesssssneeessnssnessssssseesssnsens 62
5.3.21 BBIKIIOYUTD 3aIIPET OMPEIETIEHHOT'O TUTIA B TEHAHTE ...vvvvervreeeureesssreesseeesseessseessseesssnes 63
5.3.22 Tlony4UTh CIIMCOK 3aIIPETOB I10 TUITY B TEHAHTE ...c.uviereerureereesnreasreessneesneessnesssesssnesssessnnes 65
5.3.23 J106aBUTD 3alIpeT UIIM UCKIIFOUEHUE B TEHAHTE ....cccvienrerrurieireessreasseessnesssesssnesnsesssnssssessnnes 67
5.3.24 Y[manuTb 3alIPeT UJTH UCKITIOUEHUE B TEHAHTE ...uveveisveresversssessssesssssesssssesssssesssseessssessssens 68
5.4 Pabota c mpoBepoYHBIM KOJOM (CAPTCHA) oocveieieie e 69
5.4.1 YCTaHOBKA ITPOBEPOTHOTO KOJIA ..euveuvrerreesrennsesseesessnesseessesssesseessesssesssessesssesssessessessesssesnsens 69
5.4.2 TIpoCcMOTP HACTPOEK IMTPOBEPOUHOTO KOJIA +...veuveesrersresseesesssesseessesssesseessesssessesssessssssesssessens 70
5.4.3 V3MeHeHHE HACTPOEK ITPOBEPOTHOTO KOMA ..veveerrirurirreesesssesseessesnessesssesssessesssesnessesssessnens 71
5.5 PabOTa C OOIIIMMU TTAITKAME ..evvunerersusseressusseressnsesessnsesessnsesesstesesseesessnntetes et 73

© 000 «HOBbBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2025



MonOdounc

5.5.1 [lonmydeHue CITUCKA OOIIUX MATIOK B TEHAHTE ...eccvvressrreessrreesreessseesssesssssessssessnseessnseessnes
5.5.2 Co3maHue OOLIEH IMAIIKU B TOHAHTE ...uuuuereeeererrrsssnssssesssseeesssssnssssesssesssssmseresssemssssnnnereeerene
5.5.3 [lonmyueHre THPOPMAITAU 00 OOIIEH TTAITKE ....eeervvrerrrresireesreesssreesssressssseessnsesssssessnseessnns
5.5.4 V3MeHeHVe aTPUOYTOB OOIIEHM TTATIKHL ......veerveerureesseessseessessneesseesseessesssseessessseessessneessessnns
5.5.5 VIATICHUE OODIIEH ITAIIKHL .....cccvvvveeeeeeessiiissrreseessessssnissssssessesssinmssssssssssesssimmssssseessesssnnmsssseees
ST A= 1070 v Wl 0 (011 03¢ 100 s T U u ) 6211 1 A
5.6.1 IIepedyeHD IMOTB30BATEIIEH ......c.cccviiriiireiiriistiesiressree s sre s s sre e r e san s n e sen e re s
5.6.2 C030AHUE HOBOTO ITOID30BATEII tevvuuueeteruneeresunseesessnseesessnseesessnteesessnnreeesnmteeesnmte
5.6.3 YUteHrie MTHOOPMAITAM O TIOTTB30BATEIIE ...eeeiiuvrereesurrreesassneeessassnessssssssessanssseesssnsseessssnsnnessanns
5.6.4 V3veHeHHE NHPOPMAITAU O TTOTB3OBATEIIE ....cvvervesrereessessresseessesssesseessesssesseessessessesssesnnens
5.6.5 VYnianmeHue ¥ OITIOKUPOBKA TOTTB30BATEIIS ...vvveeuveresurrressseeesssneesneesassessassesssssessassessnssessnseessnes
5.6.6 I[IpunHynuTenbHAs eABTOPU3ALIMS TIOTB30BATEIIST ..veeurrreurrresuresessressssresssssessssseesasnessnseeesnns
5.6.7 YteHue CIIMCKA OOIIUX ITATIOK ITOTIB30OBATEIIM .uuevverrueererunseerersnseesessseeressnseesesnneesesinneesenn
5.6.8 YreHue cTCKA QANTIOB TIOB30BATEIIST +.eeuvveessseressreessseesssesssssesssssessssesssssessssesssssessnseessnes
5.6.9 UYrenue nupopmanuy 0 GaiioBON KBOTE IOIB30BATEIISL ...vvereerureerrersuneesreesneessessneesseesans

5.6.10 M3meHeHUe PailJIOBON KBOTBI TIOJIB30BATEIISL «..vvuveeseriesressiressseesssessesssnssssessssssssesssnssssessens

5.6.11 H3menenwue craryca IByX(}aKTOPHOM aBTOPU3AIIAU TOJIB30BATEIIS ..ecuvvreurreerureeesineeesnns
5.6.12 TIpocMOTp yIanmeHHBIX PAMTIOB TIOTB30BATEIIS ..uvvvesreeessressssressssressssseessseesssseesssseesssneesssns
5.6.13 BoccranoBieHue ynaneHHbBIX PaiIOB IOIB30BATEIIS «..cveuvrerureerseessreesseesneesseesnseessessneenns
5.6.14 OxOHYATENTBHO YJATUTD PANIIBI TIOTTB30OBATEIIST «.v.vvevrireesreessesseesseassesseessesssesseessesnesseesnens
5.6.15 IIOMydUTD aBATAP ITOJIB30BATEIIS ...vvvuviesveisureessesssreessessssesssessssesssesssnesssessanessneessnessnessenesans
5.6.16 M3MEHUTD aBATAP TTOJIB30OBATEIIS +veeeuvvrreessurrreesssssnressanssnesssssseessssssssessansssesssssssessssnsssneesans
5.6.17 YIamUTb aBATAP TTOITB30BATEIIS «..uvveesssreesssreesssreesssesssssesssssesssssesssssesssssesssssesssseessnsesssnessssns
5.6.18 HM3MeHUTDH epCcOHANTbHBIE TAHHBIE TTOTB30BATEIIS ....vveeerreesrressressseeesseeesnseeesseessnneessnns
5.7 PaboTa C TPYNIIAMU TIOJIB30BATEIICH .....eeiveeiuriereesireesseessreasseessnesssesssresssesssnessnesssnesssesssnessnesssns
5.7.1 IlepedyeHb IPYIIIT TOIB30BATEIICH .....ccsuveeitrresreeeiieeasseesssseesassessassessanseesnseesneeesneessnneessnns
5.7.2 Co3naHue HOBOW TPYTIIIBI TTOMB30BATEIIEH ...eiveveiureressieesssresasssesssssesssssesssseesssseesssseessseesssns
5.7.3 UTeHNe UHPOPMAITAN O TPYIIIIE .....eeerivrrerreiesreeessresssssesssssessassessasssssasssssansssssnssssnesssnessssns
5.7.4 VI3MEHEHME UMEHU TPYIIITBL ...veeviiueiiseesesssesseessesseesseassesseesseasesseesseassesseessesssesseessessnesneessens
ST 1 V) (2120 (= 0740 115 (PP

5.7.6 JlobGaByieHHe TIOTB30BATEIIS B TPYIIITY ..eeeruvvresureeesuresessesssssessassessassessnsssssasssesnsssssnsesssnesssnns

© 000 «HOBbBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2025



MonOdounc

5.7.7 YnaseHue MOJIb30BATEIISI U3 TPYIIIIBI ....eveiuveieiureeessressssresssssessassessasssssssssssnssssnesssnessssnessssns 122
5.7.8 IloyyueHre CIIMCKA IOITPYIIIT ...uveeiurirreeiserssreessnessreessesssneessessssesssessssesssesssnessnesssnssssessnnesnns 124
5.7.9 J10OABIIEHME TIOATPYIITIBI «...veeiuvrieassreessseeesssesesssssesssessassessassessassessassessansessnesssnsessnesssnnesssnns 126
5.8 PaboTa C YOITUUHBIMU COBIITKAMU .....veeiusreeisseeesssesesssnsssssesssssessassessassessasssssanssssanssssssssssesssnnes 128
5.8.1 [lonmydeHUe CITUCKA TTYOITATHBIX COBITTOK .uvvteiurrresserssssesssssesssssesssssessnssesssseesssseessnsessssesssses 128
5.8.2 BriokupoBKa U pa30tiIOKUPOBKA MTYOIUUHOM CCBITTKU ...euveereersreesseesnreesseesnneesneesnesssessneenns 130
5.8.3 VaNeHUe ITYOITUUHOM COBITKHL ..uvveeitreestetesteeessesasssessasseesassessassessanseesasssssnssessnseessnesssnns 131
5.8.4 V3meHeHre HACTPOEK MYOIUYHBIX CCHITOK B TEHAHTE ...veerverrurrerseesreessessseesseesneessessneenes 133
5.9 PabOoTa C KITIOUAME JTOCTYITA ..vvveerurersuresssresssnssssssessesssssesesssesssssesssssessnssessnssessnsesssssesssessnsees 135
5.9.1 IlonmyuyeHue cuycKa KITIOUeH JOCTYTIA B TEHAHTE ....ccvverrureerseersreesseesreessessneessnessseessessneenns 135
5.9.2 Co31aHue KITF0UA JOCTYIIA B TEHAHTE ...eeeruvvresureeessreesseeassseesassessassessassessassessnseessnseessssesssnes 136
5.9.3 VpanmeHue KITH0Ua JOCTYTIA B TEHAHTE ....ccuveerrereiseressesssseesassessasseesassessassssssssessnsesssssesssnns 138
5.10 PABOTA C MOIHIATHIIIAME .rvueeverunseeressnseessssnseessssnsesesssnseessssteesessteeesssnteeessnteeeetnteeeinteeennee 140
5.10.1 ITomy4enue crivicka rpymIl C 3allpeTaMy Ha 3aTPY3KY METUATUTIOB .....cveeerveeerveesssneeesens 140
5.10.2 H3MeHeHMe criMCKa I'PYIII C 3alIpeTaMU 3@ 3aIPY3KY MEAUATUIIOB ........cveerreerreesseerneans 141
5.10.3 Yrenue 3anipeToB Ha 3arpy3Ky MeAUATUIIOB JJISI TPYIIIIBL ..ccvververruriesiessnessseesinesssesseneenns 143
5.10.4 H3meHeHUe 3a1IPeTOB HA 3aTPY3KY MEIUATUTIOB JITISI TPYTIIIBI ...vvenvveereeesureesseesnneeseeesnneens 144
5.10.5 Ynanenue 3amnpeToB Ha 3aTPY3Ky MEIAATUIIOB IS TPYTITIBL .eevvveesvreesseessseessseessneesens 146
5.10.6 ITomy4enue crnmcka mosb3oBaresell C 3alipeTaMy Ha 3arpy3Ky MeJUATHIIOB .................. 147
5.10.7 Ytenwue 3anperoB Ha 3aTPy3Ky MEIUATUIIOB VISl TIOJTB30BATEIIS «.ec.uvveeruvreesnreeesnreeesnneeennns 150
5.10.8 HM3MeHeHMe 3a1IpeTOB Ha 3arpPy3Ky MeIUATUIIOB VIS IIOJIB30BATEIIS ...cvvuveeveereresreesenenns 152
5.10.9 Ynanenue 3anpeToB Ha 3arpy3Ky MeIMATUIIOB IS TIOJIB30BATEIIS ...eeevvvveerureeesnneessnneesnnns 154
[Tpunoxenue. IlepedyeHb UBMEHEHUN B JIOKYMEHTE .....ccuvieireeiuriesessireassesssnssssesssnssssesssnssssesssnsssnesssns 156

© 000 «HOBbBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2025



MonOdounc

IMEPEYEHD COKPAIIIEHUM, TEPMHHOB U OITPEJIEJIEHUI

B HaCTodeM HNOKYMeHTe HUCIIOJNIb3YIOTCA ClleAyrolue COKpallleHHWsaA C COOTBEeTCTBYIOIUMU

pacimdpoBkamu (Tabu. 1).

Tabauua 1 — CokpaweHus u 0603HaueHus

Coxkpamenne, TepMHUH PacumdpoBka u onpenenenne

API Application Programming Interface, uarepdefic mporpaMMupoBaHus
[IPWIOXKeHU

CcO Cucrema pelakTUPOBAHHUS U COBMECTHOU paboThl

PGS CucremMa XpaHeHUs! TaHHBIX

0oC OmnepannoHHas cucteMa

TenaHT Jlorudeckuit 06'beKT, BKIIOYAIONIUN B Ce0sl COBOKYITHOCTb BBIIUC/IUTEIIbHBIX

pecypcoB, pelo3UTOpHUH U [10JIb30BaTesen

10 [TporpammHoOe obecnieueHue
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1 OBIIIME CBEJEHUSA

1.1 Haznauenmue

B HacrosimeM AoKyMeHTe ONMCaHa apXWUTeKTypa IMPOAYKTa U B3aUMOJENCTBHE CepBHUCOB

CucreMbl peIaKTUPOBAHMSI U COBMeCTHOM paboThl M CHCTeMbl XpaHeHU sl AAHHBIX.

1.2 O xoMmmoHeHTax

CurcreMa XpaHeHUS JaHHBIX — KOMIIOHEHT, peJlHa3HauyeHHbIH 711 6e3011aCHOr0 XpaHeHUsl
KOpPHOpaTUBHBIX (aiyioB U obecredeHUs] BO3MOXKHOCTEM aBTOPHM3AIlUM, ayTeHTUPUKAIUU U
pasrpaHUYeHUs IIpaB JAOCTYIIA MTOJIb30BaTese.

CucreMa pefakKTUPOBaHUsS M COBMECTHOW pabOThl — KOMIIOHEHT, MpelHa3HauYeHHbIA s
WH/IMBUYaTbHOTO ¥ COBMECTHOT'O PeJTaKTUPOBAHUS TeKCTOBBIX U TAOJIIMYHBIX JOKYMEHTOB, a TaKkKe
MIPOCMOTPA U JIEMOHCTPAITUH TTPe3eHTalliH.

[TpencraBiieHHBIE KOMIIOHEHTBI BXO/IST B COCTaB CJIEAYIOIIMX MPOTyKTOB:

— «MouOduc JlokymenTsl OHIalHY;

— «MouOduc ITpodeccrnoHanbHBIN 2y;

— «MoOduc [IpodeccrnoHanbHbIN 3»;

— «MoitOduc Cxemay;

— Squadus PRO.

Cnucok BO3MOXHOCTEH TPWIOXKEeHUsS] TIpUBelleH B JIOKyMeHTe «PyHKIIMOHATbHbBIE

BO3MOXHOCTH»

1.3 TpeGoBanus k kBanudpukauu

[Tonb3oBarens Admin API nomken umeTs ciieffytoliyie HaBbIKU:

— pabota c REST API,;

— dIMUHHCTPHUPOBAHHE I/IH(i)OpMaLII/IOHHI)IX CHCTEM.

Hnst padotsl ¢ [10 «MoitOduc» agMUHUCTPAaTOPy HEOOXOOMMO O3HAKOMHUTBCS CO CJIeAYIOIIMMU

JAOKYMEHTdMU:

— «PykoBOACTBO 110 HACTPOMKEY;

— «PykoBOACTBO 110 aIMUHUCTPHPOBAHUION.

1.4 Cucremusblie TpeboBaHus

[Tepeuenb TpeboBaHWII K IPOrPaMMHOMY U alllapaTHOMYy o00eclieyeHUIO0 IpUBe/leH B

HAOKYMEHTe «CHcremMHBIE Tpe6OBaHI/IH» .
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1.5 Orpanmuenns

3anipocsl k API Beinomnsstotcs o nporokony HTTPS. ITo ymonmuanuio cepBuc Bo3Bpalaer

nanubie B popmate JSON.
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2TIOAT'OTOBKA K PABOTE

2.1 3amyck cucreMsbl

st Havana paboTel ¢ Admin API BeImosiHUTE TTOC/IeI0BATeTbHOCTD JIEWCTBUM:

1. OtkpoiiTe Be6-Opay3ep Mpy aKTUBHOM CETEBOM TTOAKIIIOUYEHUH.

2. Beemute agpec Admin API IIO MoitO¢duc B aapecHyio CTPoKy BeO-Opay3epa u
MepeinTe 1o CChIJIKe.

[Ipumep appeca:

https://admin-<ENV>.<DEFAULT DOMAIN>/adminapi
rage: <kENV> M <DEFAULT DOMAIN> — IIepeMeHHble, YKa3aHHbIe [TPHU YCTaHOBKe PGS.

[TogpobHass uHdopmalivs Mo TMepeMeHHBIM YKa3aHa B JOKyMeHTe «(CucTeMa XpaHeHUs

JdaHHBIX. PYKOBOHCTBO I10 YCTaHOBKe».

2.2 ABTOopu3amusa

Jlnst aBTOpU3aIiuM M ayTeHTUGUKAIUKU ucnob3yercs mpotokoa OAuth 2.0. ITonb3oBaTens B

COOTBETCTBHH C pa3penieHusMy nostydaet noctyn k API cepsuca PGS Euclid o agpecy:

https://admin-<ENV>.<DEFAULT DOMAIN>/adminapi
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3 Ob30P METOJJ0OB

B wunrepdeliice nporpammupoBanus npuioxeHuit (API) mocrynmubl $yHKIMM paboTel C
JIOMeHaMH{, TeHaHTaMH, I[I0/Ib30BaTesIMU U Tpynmnamu mosjb3oBaTened. [lonHbll IepedeHb

npejiCTaBJieH B Tabmuile 2.

Tabauua 2— Iepeuenb docmynHbix pyHKUUll U Memodob

HaumenoBaHue pecypca PUT POST GET |DELETE
Auth — ITonmy4yeHue TokeHa aBTOpU3aIUU - + - -
Domains — PaboTa ¢ momeHaMu - - + -
SmtpConfig — Pabora c mapamerpamu SMTP + + + +
KOHQPUTyparuu
Tenants — Pabora c TeHaHTaMu - + + -
Tenant — PaboTa ¢ TeHaHTOM - - + +
TenantAuditSettings — IlapameTpsbI )xypHaia + - - -
HGe3omacHOCTH
TenantAutoversionSettings — [TapameTpsr + - - -
aBTOBEPCHUOHUPOBAHUS
Captcha — [TapameTpsl MPOBEPOYHOTO KoOjia (KaITdun) - + - -
TenantCaptchaSettings — IlapameTpbl kamuu il TeHaHTa + - + -
TenantCommonSettings — IlapameTpsI 061X HACTPOEK + - + -
TeHaHTa
CorpFolders — PaboTa ¢ o6mumu nmankamMmu - + + -
CorpFolder — HacTtpotika obiiieit namnku + - + +
GroupsCtypesProhibition — Pa6oTa ¢ 3anperamu ns + - + -
TPy
GroupCtypesProhibition — Pabora ¢ 3anmpetamu s + - + +
TPYIIIIBL
UsersCtypesProhibition — PaboTa ¢ 3anperamwu s + - + -
[10JIb30BaTesie
UserCtypesProhibition — Pa6oTa c 3anpetamu ns + - + +
M0JIb30BaTeJIs
DomainsInTenant — PaboTa c joMmeHaMu B TeHaHTe - + + -
Domain — PaboTa c JoMeHOM B TeHaHTe - - - +
PromoCodes — Pa6ora ¢ kimogamu gocTymna + + + -
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HaumenoBanue pecypca PUT POST GET |DELETE
PromoCode — Pa6oTa c xmodom goctyna + - + +
Groups — PaboTa c rpynnamu - + + -
Group — Pabora c rpynmoi + - + +
Subgroups — Pabora c moarpynmamu - + + -
GroupMembers — Pab6oTa ¢ mosb30BaTesIMU B TPyTIIax - + - +
TenantHistory Settings — Pa6oTa c ucropwueii o + - + -
obbexTaM
TenantOrganisationName — V3MeHeHue numMeHn + - - -
OpTaHM3AINY B TEHAHTE
TenantPasswordPolicies — Pa6oTa c mapoibHBIMU + - + -
MOJIMTUKAMU TeHaHTa
TenantPublicLinkSettings — HacTpotiika my0iu4uHbIX + - - -
CCBUIOK
PublicLinks — PaboTa ¢ my6/MYHbIMU CChUIKAaMHU - - + +
PublicLink — PaboTa ¢ my0mm4HOM CChUIKOH + - - -
TenantQuota — PaboTa ¢ kBoTO¥ A1 TeHaHTa + - + -
FileRecovery — PaboTa ¢ BoccraHoBieHuem ¢aityioB - + + +
TenantTwoFaPolicies — PaboTa c gByxdakTopHOi + - + -
aBTOpHU3aIveil B TeHaHTe
Users — Pabora c nosb3oBaTensiMu - + - -
User — Pabora c nonb3oBaeneM + - + +
UserCorpFolders — Pa6oTa c o61mumMu mankaMu - - + -
[10JIb30BaTesie
Files — PaboTa ¢ nonb3oBaTenbckumu datyiaMu - - + -
Logout — Pa6oTa c aBTOpu3anue noyib30BaTesis B - + - -
cucreme
UserQuota — PaboTa ¢ noyib30BaTeIbCKOM KBOTOM + - + -
ResetUserTwoFa — Pabora c nByxdakropHo# - - - +

aBTOpHSHHI/IEfI IIOJIb30BaTeJId
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4 HACTPOHKA TOKEHA ABTOPU3AIIU
4.1 3anpoc TokeHa aBTOpH3aIMHU 0e3 HHTerpauu

4.1.1 IlonydyeHue TokeHa

MeTon 1 KOHeYHas1 TOYKa
POST/login
Omucanne

OTHpaBJIﬂeT JdHHBIe II0JIb30BdaTeJls. BosBpaLuaeT TOKEeH dBTOpHU3dlIUU aIMHWHHUCTPATOPY

TEeHaHTa, B OCTAJIbHBIX CJIy4asx BbIJIaeT OLINOKY.
IIapameTps1

[Tapametpsl 11t MeTOJla yKa3aHbl B Tabnuiie 3.

Tabauua 3 — IlepeueHb docmynHbix napamempoB das amopusayuu

HasBauue O0sa3aTeIbLHEBIN Tun gaHHBIX Onucanne

M4 nonb3oBaTens
aJIMUHUCTpATOpa Beb-
nHTepdelica B BUJe
pgs@default.local

login na string

[Tapois
password Ia string aJIMUHUCTpATOpa Beb-
nHTepderica

OpmHOpa30BbIi MAPOJIb
(one-time password)
11 BXOJ1a, eciy

otp HeT string OJK/IIOYeHa
IByX(aKTopHas
aytentudukaius (0T 6

710 8 1 dp)
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3anpoc

curl -i https://auth-<ENV>.<DEFAULT DOMAIN>/login \
-d login=<ADMIN USERNAME> -d password=<ADMIN PASSWORD> \
-d otp=<O0TP>

rue:
— <ADMIN USERNAME> — MM II0JIb30BaTessl aIMUHUCTpaTopa Beb-uHTepderica (B popmare
pgs@default.local);

— <ADMIN PASSWORD> — I1apoJib 3IMUHUCTpAaTOpa BeO-uHTepderca;
— <OTP> — OJIHOPA30BbIM MApOJIb IS IBYX(}aKTOpPHOU ayTeHTHUHUKAIUH, OT 6 mo 8 nudp

(pu MCTIO/Tb30BAHUHU ABYX(HAKTOPHOU ayTeHTUDHUKAIMHN).
OtBer

BOBMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHas aBropysanust. [Ipumep BbiBoza:

HTTP/2 200

server: openresty/1.25.3.1

date: Wed, 12 Mar 2025 09:40:48 GMT

content-type: application/json; charset=utf-8

X-co-core-version: 36-1319.1058.9942.953.1-
8a8e91lclllebc3e71a2a82a94b3d7700bb817fed

set-cookie: user persistent=02095e8542c60c7a238988fabbcc0821; Expires=Sat, 15-
Mar-25 09:37:28 GMT; Domain=.devoffice.ru; Path=/; SameSite=None; Secure;

HttpOnly
x-co-request-id: b7a242f10a07a61422e9c7c25fa720eb
expires: -1

cache-control: max-age=0, no-cache, must-revalidate, proxy-revalidate

{
"token" :"4561cdfe82c8043f68fe011bc9246a97",
"success":"true"
)
rage TOKEeH dBTOpH3allvK1 COIEPXUTCA B CTpOKe set-cookie:

user persistent=<USER PERSISTENT TOKEN>

4.1.2 Ucnonb3oBaHue TOKeHa

[lpumep  3ampoca C  HWCHOJNB30BAaHWEM  IIOJIy9eHHOTO  TOKeHAa  aBTOPU3AIlUH

"USER PERSISTENT TOKEN".

COXpaHHeM TOKEH daBTOPU3dllUU B JIOKAJIbBHYIO ITIepeMeHHYI0 C IIOMOIIbIO KOMdH/bI:

export LOGIN TOKEN="-b user persistent=<USER PERSISTENT TOKEN>"
[Ipumep 3anpoca:

curl -XGET SLOGIN_ TOKEN \
'https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/tenants/default’
-VVVS
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4.2 3anpoc ToKeHa aBTOpHU3aNMH NpU uHTerpamuu ¢ SSO

4.2.1 JIobaBJjieHse moinb30BaTe s

Iyt no6aBiieHus TOJIb30BaTeENIS Clle[lyeT UCII0JIb30BaTh etcd-Opaysep.

1. OTkpHBITh etcd-6pay3ep UCITONB3Ys CIIeTYIOITYI0 CChIIKY:

https://co-etcd.<DEFAULT DOMAIN>:8001
rge: <DEFAULT DOMAIN> — IOMEH I/ICHOJ‘IBBYEMBIFI B ITPOAYKTeE.

2. OTKpBITh BETKY /keys/nct/co/config/wfe/oauth2 clients

3. Iy co3maHus TTOIb30BaTeNsl C UMeHeM pgs HeoOX0MMO 00aBUTh 3alIMCh B popMare:

pgs: { "client secret": "<client secret>", "redirect uri": "pgs"}
HEPEMEHHHE, HCIIOJIb3yeMble IIPU CO3JaHHH I10JIb30BaTeJId OIINCAHBI B Ta6J'II/II_Ie 4.

Tabauua 4 — IlepemeHHble 05t cO30aHus hoavbzobamens

3HaueHHe
Tun
. o
Nmsa nepemenHOM Omnucanmne
YMOJI9aHH .
nepeMeHHOH
10

CospnaBaeMblii [10JIb30BaTEJIEM KITIOY.
client secret - string PekomeHTyeTcs UCIIOTb30BaTh CTOPOHIOIO
YTWIATY pwgen

BOBBan_IHEMOQ 3Ha4YeHune OJi IIPOBepKU

redirect uri S strin
- Pg 8 aBTOPU3AINUA

HJ’IH reHepaiuuv Haponei/’l PeKOMeHAYyeTCd HCII0JIb30BATh YTUIIUTY DpPwgen. Be3zonacubii
I1apOJib HeO6XOZ[I/IMO reHeprupoBdTh C IIOMOIIbIO KOMAH/bI:

pwgen <OJMHa napoJss> 1
rJle: <gnuua napossi> — JOJDKHA ObITh He MeHblie 20 CHMBOJIOB.

4.2.2 3anipoc TokeHa

):[JISI IMOoJIy4eHHrs TOKeHa daBTOpHU3allhur HQO6XO)II/IMO BBITIOJIHUTD CJIeAYIOIYI0O KOMAHY:

curl -L 'https://auth[-<ENV>].<DEFAULT DOMAIN>/oauth2/srv/token' \

-u pgs:<client secret> \

-d 'grant type=client credentials&redirect uri=pgs&sub=pgs@default.local’
rae.

— <DE FAULTﬁDOMAIN> — JOMeH HCHOHLBYGMbeI B IIPOAYKTe;

— <client secret> — KJIIOY CO3/IaHHBIH ITOJIb30BaTEsIEM U I00aBJieHbIN B etcd.
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[Ipumep oTBera:

{
"expires in":3600),
"refresh token":"0d9bb08f9cb2b62842203dd6d5add3da",
"access_token":"698715ae82fcl9eb6la4fe2a82f5clec”

b

rje:
—expires_ in — BpeMsl )KM3HU TOKeHA B CEKYHJIax;
—refresh token — TOKeH OOHOBJIeHUSs (He UCIIO/Ib3YeTCs B TeKyllleld KOHQUTYpaIin);

—access_token — TOKeH aBTOPU3AIlHUH.

4.2.3 Ucnonb30BaHue TOKeHa B 3alpocax

HpHMep 3dIIpOCda C UCITIOJIb30BAHHEM ITIOJTYI€HHOI'O TOKeHd daBTOPU3dlIUH "ACCESS TOKEN".

COXpaHHEM TOKEH dBTOPU3dlIUH B JIOKAJIbBHYIO ITIepeMeHHYI0 C IIOMOIIbIO KOMdH/bI:

export LOGIN TOKEN="-H x-sid: <ACCESS_TOKEN>"
[Tpumep 3ampoca:

curl -XGET SLOGIN_TOKEN \
'https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/tenants/default’
-VVVSs
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5 CIIPABOYHUK 3AITPOCOB

JlaHHBIN pa3fienl CONEepXKUT CBeleHUs Mo pabore C PpYHKIIMOHATBHBIMA BO3MOXHOCTSIMU
npoaykra uepe3 API cepBuca PGS Euclid, Bkitouass BO3MOXHOCTH, He peajii30BaHHbIe B

M10JIb30BATEILCKOM MHTepderice aIMUHUCTPATOpa.

5.1 Pabora ¢ nomenamu

5.1.1 Yrenue crrcka 10MeHOB

MeTtoa ¥ KOHeYHas TOYKa

GET/domains

Onucaumne

BriBoUT nepeueHb Bcex JTOMEHOB BO BCeX TEeHAHTAX.
IIapametps1

He TpebyeT BBO/Ia MapaMeTpoB.

3ampoc

curl -X 'GET' SLOGIN TOKEN \
'https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/domains' \
-H 'accept: application/json'

OTtBer

BOBMOHGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemno. [Ipumep BbiBOAa:

"domains":

[

"string"
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5.1.2 YreHue cIcKa JOMEHOB B TEHAHTe

Meton 1 KOHeYHas TOYKaA

GET/tenants/{tenant name}/domains

Omucanue

BbeiBOIUT nepeyeHb Bcex JOMEHOB B YKa3aHHOM TeHaHTe.
IIapameTps1

[Iepedenb mapamMeTpoB IpefcTaBieH B Tabiuie 5.

Tabauua 5 — IlepeueHs napamempoB o 6vi6oda cnucka domeHoB 6 meHaHme

HasBanue O0sa3aTeIbHBIN Tun gaHHBIX Onucanue
tenant name Ia string Wms TenanTa
3anpoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/domains" \
-H 'accept: application/json'

rmue.

— <TENANT NAME> — HUMS TeHaHTa;
— $LOGIN TOKEN — TOKeH aBTOpPH3allUM II0JIydeHHBIM B pasfene «Hacrpolika TokeHa

aBTOPHU3AIUNY.
OtBer
Bo3MoskHBIe BapraHThI OTBETOB:

— 200 — Success — YcnemHo. [Ipumep BbIBOza:

"domains":

[

"string"
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5.1.3 Jlo0aBenne JjoMeHa B TeHAHT

Metoa 1 KoHeUYHasI TOYKA
POST/tenants/{tenant name}/domains
Omicanue

Jlob6aBJisieT IoMeH B yKa3aHHBIA TeHAHT.
IIapameTps1

[Iepedyenb mapamMeTpoB IpecTaBJieH B Tabiuile 6.

Tabauua 6 — I1epeuenb napamempoB s dobabneHus domeHa 6 meHaHm

Ha3sBanue O0s3aTeILHBIN Tun paHHBIX Onucanne

Ums4 nobasisieMmoro

name Ia string
JOMeHa
tenant name Ia string Wms TenanTa
3anpoc
curl -X 'POST' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/domains?name=<DOMAIN NAME>" \
-H 'accept:application/json'
rue:
— <TENANT_ NAME> — HMJ T€HAHTaQ;
— SLOGIN TOKEN — TOKeH aBTOPH3alluH HOHYHEH}Hﬂﬁ B paspgeiie «}kmmpoﬁxa TOKeHa

aBTOPU3AITUN».
OTtBer

BOBMOHGHJEBapHaHTbIOTBETOBZ

— 200 — Success — YcnemHo. [Ipumep BbIBOga:

"domains":

[

"string"

-

"name": "string"
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— 400 — Domain is invalid — HeBepno ykasan nomes. [Ipumep BbIBojA:

"message": "string"

— 409 — Domain already exists — Jlomen y>ke cymectByer. [Ipumep BbIBOA:

"message": "string"

5.1.4 Yoasnenue noMeHa U3 TeHaHTa

Meron u KOHeYHas TOYKa
DELETE/tenants/{tenant name}/domains/{domain}
Onmcanue

Ypanser 1oMeH U3 TeHaHTa.

ITapameTps1

[Iepedyenn mapaMeTpoB IpeCcTaBJieH B Tabiuile 7.

Tabauua 7 — IlepeueHb napamempoB 01 yoaneHus domeHa

HasBanmne O0s3aTeIbHBIH Tun maHHBIX Onucanmue
. . Wms ynamsemoro
domain na string
JloMeHa
tenant_name na string Hms TeHaHTa
3anpoc
curl -X 'DELETE' $LOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/domains?domain=<DOMAIN NAME>" \
-H 'accept: application/json'
rue:
— <TENANT NAME> — WM T€HaHTa;
— $LOGIN TOKEN — TOKeH aBTOpU3allUM TMOoJIydeHHbIH B pasfene «Hacrpoiika TokeHa

aBTOPU3ALIUNY.
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OtBer
Bo3MoskHbIe BapuaHThI OTBETOB:

— 200 — Success — YcnemHo. [Ipumep BbIBOzaA:

"domains":
[ "string"

]

— 400 — Cannot delete default domain or cannot delete domain because some users have
emails with it — HeBo3M0>XXHO y[laiuTh IOMeH, TaK KaK Y HeKOTOPBIX IOJIb30BaTesleil eCTh

IIOYTOBBIN SIIUK C er0 UMEHEM. HpHMep BBIBO/1d.

"message": "string"
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5.2 Pabora c napamerpamu SMTP kondurypamuu

5.2.1 Yrenne napamerpoB koHpurypamuu SMTP

Mertop 1 KOHeYHas TOYKa

GET/smtp_conf/{tenant name}

Onmcanue

BosBpaiaer 3HaueHust napametrpoB koHurypanuu SMTP Tenanra.
ITapameTpb1

[Tapametpsl [y1st MeTOJla yKa3aHbl B TabnuIie 8.

Tabnuua 8 — IlepeueHb docmynHbix napamempo8 dns umeHus hapamempo6 SMTP

Ha3sBauue O0s3aTeILHBIN Tun gaHHBIX Onucanue
tenant_name na string Wms TenanTa
3ampoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
smtp conf/<TENANT NAME>" \

-H 'accept: application/json'

rje:
— <TENANT NAME> — WM TEHaHTa;
— $LOGIN TOKEN — TOKEH aBTOPH3allMH IOJy4YeHHBIH B pasmene «Hacrpoiika TokeHa
ABTOPH3AITUN.
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OtBer

— 200 — Success — YcnemHo. [Ipumep BbIBOza:

{
"response": {
"default domain": {
"enc_ssl key": "string",
"name": "string",
"ssl cert": "string"},
"id": "string",
"name": "string",
"props": {
"esia": {
"can_esia auth": 0O,
"esia cert": "string",
"esia client id": "string",
"esia expire ts": O,
"esia key": "string",
"support esia auth": 0
I
"support": {
"email": "string",
"phone": "string",
"smtp": {
"address": "string",
"enc _password": "string",
"login": "string",
"port": 0,
"ssl": O
}
}
I
"success": "string",
"support domains": [
"string"
]
I
"success": "string"
}
— 404 — Tenant not found — TenanT He HalgeH. [Ipumep BbHIBOAA:
{
"message": "string"
}
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5.2.2 Hacrpoiika konurypamuu SMTP

Meton 1 KOHeYHas TOYKaA

POST/smtp_conf/{tenant name}

Omucanue

OTmpaBinsieT 3Ha4eHus TapaMeTpoB KoH$uryparuu SMTP TenanTa.
IIapameTps1

[TapameTpsl [i1s1 MeTOa YKka3aHbl B Tabmuiie 9.

Tabauua 9 — IlepeueHb docmynHbix napamempo6 das Hacmpoliku koHgpuaypauuu SMTP

HasBanue O0sa3aTeIbHBIN Tun gaHHBIX Onucanue
tenant name Ia string Wms TenanTa
3anpoc

curl -X 'POST' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
smtp conf/<TENANT NAME>" \

-H 'accept: application/json' \

-H 'Content-Type: application/json' \

-d '{

"cert": "string",

"config": {
"can_esia auth": 0O,
"esia cert": "string",
"esia client id": "string",
"esia expire ts": O,
"esia key": "string",
"smtp login": "string",
"smtp port": O,
"support esia auth": 0

bo

"key": "string"

X

rue:

— <TENANT NAME> — HUMS TeHaHTa;
— $LOGIN TOKEN — TOKeH aBTOpPH3allMM II0JIydeHHBIM B pasfene «Hacrpolika TokeHa

dBTOPU3alIUN».
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OtBer

— 200 — Success — YcnemHo. [Ipumep BbIBOza:

{
"response": {
"default domain": {
"enc_ssl key": "string",
"name": "string",
"ssl cert": "string"},
"id": "string",
"name": "string",
"props": {
"esia": {
"can_esia auth": 0O,
"esia cert": "string",
"esia client id": "string",
"esia expire ts": O,
"esia key": "string",
"support esia auth": 0
I
"support": {
"email": "string",
"phone": "string",
"smtp": {
"address": "string",
"enc _password": "string",
"login": "string",
"port": 0,
"ssl": O
}
}
I
"success": "string",
"support domains": [
"string"
]
I
"success": "string"
}
— 404 — Tenant not found — TenanT He HageH. [Ipumep BHIBOAA:
{
"message": "string"
}
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5.2.3 OonoBIeHne koHpuryparnuu SMTP

Meton 1 KOHeYHas TOYKaA

PUT/smtp conf/{tenant name}

Omucanue

OTmnpaBnsier 00HOBJIEHHe MapaMeTpoB kKoHburypanuu SMTP TenanTa.
IIapameTps1

[Tapamertpsl [1s1 MeToa Yka3aHbl B Tabmute 10.

Tabauua 10 — IlepeueHb docmynHbix hapamempoB st 06HoBaeHus koHgpuaypauuu SMTP

HasBanue O0sa3aTeIbHBIN Tun gaHHBIX Onucanue
tenant name Ia string Wms TenanTa
3anpoc

curl -X 'PUT' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
smtp conf/<TENANT NAME>" \

-H 'accept: application/json' \

-H 'Content-Type: application/json' \

-d '{

"cert": "string",

"config": {
"can_esia auth": 0O,
"esia cert": "string",
"esia client id": "string",
"esia expire ts": O,
"esia key": "string",
"smtp login": "string",
"smtp port": O,
"support esia auth": 0

bo

"key": "string"

X

rue:

— <TENANT NAME> — HUMS TeHaHTa;
— $LOGIN TOKEN — TOKeH aBTOpPH3allMM II0JIydeHHBIM B pasfene «Hacrpolika TokeHa

dBTOPU3alIUN».
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OtBer

— 200 — Success — YcnemHo. [Ipumep BbIBOza:

{
"response": {
"default domain": {
"enc_ssl key": "string",
"name": "string",
"ssl cert": "string"},
"id": "string",
"name": "string",
"props": {
"esia": {
"can_esia auth": 0O,
"esia cert": "string",
"esia client id": "string",
"esia expire ts": O,
"esia key": "string",
"support esia auth": 0
I
"support": {
"email": "string",
"phone": "string",
"smtp": {
"address": "string",
"enc _password": "string",
"login": "string",
"port": 0,
"ssl": O
}
}
I
"success": "string",
"support domains": [
"string"
]
I
"success": "string"
}
— 404 — Tenant not found — TenanT He HalgeH. [Ipumep BbHIBOAA:
{
"message": "string"
}
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5.2.4 Y nanenue 3HayeHui napamMerpoB KoHurypamuu SMTP

Meton 1 KOHeYHas TOYKaA

DELETE/smtp conf/{tenant name}

Omucanue

VY nanset 3HaueHus mapaMmeTpoB koHburypamuu SMTP TenanTa.
IIapameTps1

[TapameTpsl [1s1 MeTOa Yka3aHbl B Tabmuie 11.

Tabnauua 11— IlepeueHb docmynHbix napamempoB 0as yoaneHus napamempo8 SMTP

HasBanue O0sa3aTeIbHBIN Tun gaHHBIX Onucanue
tenant name Ia string Wms TenanTa
3anpoc

curl -X 'DELETE' $LOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
smtp conf/<TENANT NAME>" \
-H 'accept: application/json'

roe:

— <TENANT NAME> — HUMS TeHaHTa;
— $LOGIN TOKEN — TOKeH aBTOpPH3allUM II0JIydeHHBIM B pasfene «Hacrpolika TokeHa

aBTOPHU3AIUNY.
OtBer

— 200 — Success — YcnemHo. [Ipumep BbIBOga:

"message": "string"

— 404 — Tenant not found — TenanT He HalfeH. [Ipumep BbIBOA:

"message": "string"
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5.3 Pabora c TenanTamMu

5.3.1 IlepeueHnb TeHAHTOB

Meroj 1 KOHeJIHasl TOYKa
GET/tenants

Onucaume

BrIBOUT mepeueHb TEHAHTOB.
ITapameTpb1

[TapameTtpsl [y1s1 MeTOIa YKka3aHbl B Tabmuiie 12.

Tabnuua 12 — IlepeueHb docmynHblX hapamempoB 0 pabomul ¢ meHaHmamu

Ha3zBanue O0s3aTe IbHBIH Tun njaHHBIX

Onucanue

query HeT string

Ecm atot mapametp
YCTaHOBJIEH, TO MMOUCK
OCYIIeCTBISIETCS B
COOTBETCTBHH CO
3HaYeHHUeM, ecjii
nmapameTp He
yCTaHOBJIEH,
BBIBOJIUTCSI TIOJIHBII
CITUCOK BCeX TeHAHTOB

page HeT string

[Tapametp miis
pasfiesieHus BBIBOJIA Ha
cTpanuibl. Pazmep
ctpanuil — 50 cTpok

3anpoc

curl -X 'GET' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants?query=<QUERY>?page=<PAGE>" \

-H 'accept: application/json'

I'nme:

— <QUERY> — IIapaMeTp YCJIOBUH IIOUCKQ;

— <PAGE> — TIapaMeTp, 3aJalolUi pa3szieJieHre BBIBOJIa Ha CTPAHUIIBI;

— <TENANT NAME> — HWMsJ Te€HaHTa,
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— SLOGIN TOKEN — TOKeH aBTOpH3alluH HOHYHEHHbﬁi B pasgeiie «HHCTpOﬁKa TOKeHa

aBTOPU3AITUN».
OTtBer

BOBMOXGHJEBapHaHTbIOTBETOB:

— 200 — Success — YcnemHo. [Ipumep BbIBOga:
{

"tenants": [
{

"autoversion settings": {
"autoversion time": O,
"enable autoversion": O,
"max autoversions": 0

}

"default domain": "string",

"domains": [

"string"
1,

"enable recovery email": 0,

"enabled": true,

"enabled users count": O,

"excluded locales": true,

"history settings": {

"has history events": true,
"history enabled": true,
"history events max count": O,
"history expiration period": O,
"history strategy": "string"

}

"id": "string",

"lang": "string",

"max_users": O,

"name": "string",

"passwordPolicies": {

"length": 0,

"max keep passwords": O,
"min digits": O,

"min lower case": O,
"min upper case": O,
"password exp time": O,
"special characters": 0

}

"public link settings": {

"public link access time without password": O,

"public link corp folders enabled": true,
"public link enabled": true,

"public link password required": true,

"public link threshold attempts number": O
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"security log settings": {
"is protect data in security log": true,
"is security log": true,
"siem host": "string",
"siem port": "string",
"siem protocol": "string"
Bo
"users count": 0
}
]
}
5.3.2 Co3gaHme HOBOTO TeHAaHTa
MeTon 1 KOHeYHas1 TOYKa
POST/tenants
Onucanmne
Co3zfaeT HOBBIM TEHAHT C 33/IAHHBIMU ITapaMeTpaMH.
ITapameTps1
[Tapametps! [y1s MeTO/ia yKa3aHb!l B Tabnuie 13.
Tabnuua 13 — IlepeueHb docmynHblX hapamempoB 0 co30aHust meHaHma
Ha3zBanue O0s3aTeTbHBIH Tun paHHBIX Omnucanue
name na string Hms HOBOTO TEeHaHTa
. ) HUmda momena mo
default domain na string
- YMOJTYaHUIO
: : ITapoms
admin_password na string P
- aIMUHUCTpATOpa
Anpec 37meKTpoOHHOU
. . . IIOYTHI JIJIs
admin_recovery_email na string
- - BOCCTaHOBJIEHUS
mapoJist
MaxkcumajbHOe
max_users HeT string KOJINYeCTBO
I10JIb30BaTeJIe TeHAHTa
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Hassauue O0sa3aTeIbLHEIN Tun gaHHBIX Onucanne

HNms nosmb3oBaTests o
YYeTHOU 3aIliCH
aJIMUHUCTpATOPa, M0
YMOJTIaHUIO
admin@{default domai

n}

admin_username HeT string

Honyctumoe
KOJINYeCTBO OAWTOB
(xBOTA) MIIIS
JIOKyMEeHTOB
nojb3oBares. [1o
ymosanuio 1 I'b.

quota_per_user HeT integer

KomuectBo 6aWTOB,
paspeleHHoe I
tenant quota HeT integer JTOKYyMEeHTOB
[I0JIb30BaTejiel B 3TOM
TeHaHTe

Honyctumoe
KOJIM4eCcTBO OalTOB I
tenant corp_ quota HeT integer KOPIIOPAaTUBHBIX
IIOKYyMEHTOB B 3TOM
TeHaHTe

Hacrpotika
aBTOMAaTHUYEeCKOTO
BEPCUOHHPOBAHUS B
TeHaHTe

autoversion_settings HeT string

lang HeT string A3BIK IO YMOJTYaHUIO

Crpoxka JSON co
3HAYeHUSIMU
IapaMeTpoB smtp u
esia

smtp_config HeT string

3anpoc

curl -X 'POST' SLOGIN_TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/tenants?\
name=<TENANT NAME>&default domain=<DEFAULT DOMAIN NAME>&\
admin password=<ADMIN PASSWORD>&admin recovery email=<ADMIN RECOVERY EMAIL>&\
max_ user count=<MAX USER COUNT>" \
-H 'accept: application/json'
rue:

— <TENANT NAME> — HWMJ HOBOI'O TeHAHTa,

— <DEFAULT DOMAIN NAME> — HWMJ JJOMEHa 10 YMOJIYaHHUIO;
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— <ADMIN PASSWORD> — IIapOJIb aAIMHUHHUCTPATOPA;

— <ADMIN RECOVERY EMATL> ——aHPECBHEKTpOHHOﬁIHNH%IHHHBOOHHHOBHQHHHH&pOHE

— SLOGIN TOKEN — TOKeH aBTOpH3alluH HOquEHHbﬁi B pasgeiie «HHCTpOﬁKa TOKeHa
dBTOPU3alIUN.

— <MAX USER_ COUNT> — MaKCHMAaJIbHO€ KOJIN4eCTBO [OJIb30BaTeler TeHaHTa, 3HaueHHe I10

ymomaanuio — 1000.
OtBer

BO3MOMﬂﬂﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnermmHo. [Ipumep BbIBoOfa:

{

"autoversion settings": {
"autoversion time": O,
"enable autoversion": O,
"max autoversions": 0

Bo

"default domain": "string",

"domains": [

"string"
I

"enable recovery email": 0,

"enabled": true,

"enabled users count": O,

"excluded locales": true,

"history settings": {

"has history events": true,
"history enabled": true,
"history events max count": O,
"history expiration period": O,
"history strategy": "string"

bo

"id": "string",

"lang": "string",

"max users": O,

"name": "string",

"passwordPolicies": {

"length": 0,

"max keep passwords": O,

"min digits": O,

"min lower case": O,

"min upper case": O,

"password exp time": O,

"special characters": 0
bo

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTUHW», 2013-2025



MonOdounc

"public link settings": {
"public link access time without password": O,

"public link corp folders enabled": true,
"public link enabled": true,

"public link password required": true,

"public link threshold attempts number": O

o
"security log settings": {
"is protect data in security log": true,
"is security log": true,
"siem host": "string",
"siem port": "string",
"siem protocol": "string"
o
"users_count": O

¥
— 400 — Tenant name or default domain contains space symbols — Wms TeHaHTa uiv gjoMeHa

110 YMOJIYaHUIO COJIeP>KUT CUMBOJIBI ITpoberna. [Ipumep BriBosa:

{
"message": "string"
b
— 409 — Tenant or domain already exists — TeHaHT WM IOMeH y)ke CyliecTBYIOT. [Ipumep
BBIBOJIA:
{
"message": "string"
}

5.3.3 UTeHne napamMeTpoOB TeHAaHTa

Meton 1 KOHeYHas TOYKaA
GET/tenants/{tenant name}

Omucanue

BbeIBOIUT nepevyeHb mapaMeTpoB TeHAHTA.
ITapameTpsI

[TapameTpsl 11t METO/a YKa3aHbI B Tabiuile 14.

Tabauua 14 — IlepeueHb docmynHbiX napamempoB das pabomwvl C MEHaHMoM

Ha3sBauue O0s3aTeIbHBIN Tun gaHHBIX Onucanue

tenant name na string Hms TenanTa
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3anpoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>" \
-H 'accept: application/json'

rge <TENANT NAME>-— MM TeHaHTa.

OTtBer

BO3MOXGHJ€BapHaHTbIOTBETOBI

— 200 — Success — VYcnemHo. [IpumMep BuIBOJIA:

{

"autoversion settings": {
"autoversion time": O,
"enable autoversion": O,
"max autoversions": 0

Fo

"default domain": "string",

"domains": [

"string"
I

"enable recovery email": 0,

"enabled": true,

"enabled users count": O,

"excluded locales": true,

"history settings": {

"has history events": true,
"history enabled": true,
"history events max count": O,
"history expiration period": O,
"history strategy": "string"

Fo

"id": "string",

"lang": "string",

"max_users": O,

"name": "string",

"passwordPolicies": {

"length": 0O,

"max keep passwords": O,

"min digits": O,

"min lower case": O,

"min upper case": O,

"password exp time": O,

"special characters": 0
Yo
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"public link settings": {
"public link access time without password": O,

"public link corp folders enabled": true,
"public link enabled": true,
"public link password required": true,

"public link threshold attempts number": O
o

"security log settings": {
"is protect data in security log": true,
"is security log": true,
"siem host": "string",
"siem port": "string",
"siem protocol": "string"
o
"users_count": O

}
— 401 — Auth header is not provided or token is invalid — He yka3an napameTp aBTopu3anuu

WJI HeKOPPeKTHHIN TOKeH. [Ipumep BbIBOJA:

{
"message": "string"
b
— 404 — Tenant not found — TenanT He HatgeH. [Ipumep BbHIBOAA:
{
"message": "string"
}

5.3.4 JleakTHBaIUsa TeHaHTa

MeTton 1 KOHeYHasi TOYKa
DELETE/tenants/{tenant name}
Onmcanue

OTKITIO9aeT TeHaHT.
IIapameTps1

[TapameTpsl [1s1 MeTOa YKka3aHbl B Tabmuie 15.

Tabauua 15 — IlepeueHb docmynHbix hapamempoB 01 pabombl C OMKAOUEeHUeM meHaHma

Ha3sBanue O0s3aTeILHBIN Tun paHHBIX Onucanne

tenant name Ia string Wms TenanTa
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3anpoc

curl -X 'DELETE' SLOGIN_TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>" \
-H 'accept: application/json'

rge <TENANT NAME> — HWMs TeHaHTa.

OTtBer

BO3MOXGHJ€BapHaHTbIOTBETOBI

— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:

{

"autoversion settings": {
"autoversion time": O,
"enable autoversion": O,
"max autoversions": 0

Fo

"default domain": "string",

"domains": [

"string"
I

"enable recovery email": 0,

"enabled": true,

"enabled users count": O,

"excluded locales": true,

"history settings": {

"has history events": true,
"history enabled": true,
"history events max count": O,
"history expiration period": O,
"history strategy": "string"

Fo

"id": "string",

"lang": "string",

"max_users": O,

"name": "string",

"passwordPolicies": {

"length": 0O,

"max keep passwords": O,

"min digits": O,

"min lower case": O,

"min upper case": O,

"password exp time": O,

"special characters": 0
Yo
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"public link settings": {
"public link access time without password": O,
"public link corp folders enabled": true,
"public link enabled": true,
"public link password required": true,

"public link threshold attempts number": O

o
"security log settings": {
"is protect data in security log": true,
"is security log": true,
"siem host": "string",
"siem port": "string",
"siem protocol": "string"
o
"users_count": O
¥
— 404 — Tenant not found — TenaunT He HalfeH. [Ipumep BbIBOA:
{
"message": "string"
3

5.3.5 Ynanenue TeHanra

Omnuust AOCTyNHA TOJBKO IPU HEIMOCPeICTBeHHOM TIIOCeIlleHUH CepBepa, Ille Pa3BepHYT
cepsuc Euclid. Pekomenpanuu:

— ybequtech B HeOOXOAMMOCTH yJajleHUsi TeHaHTa, MO0 BOCIOIb3yHTeCh (yHKI[Hen
OTKJIFOYEeHU s TeHaHTa,

— IIPOM3BOJIUTE yAajieHWe B 4Yachl, KOTJa OCHOBHAsl aKTUBHOCTb OTCYTCTBYeT. Y ajeHue
TeHaHTa B paboure 9acbl MOXET BEPHYTh OIINOKY;

— obpaTrTe BHMMaHuUe Ha PeruCcTp B UMeHH yJajiseMOro TeHaHTa.

Jliis ynaneHus TeHaHTa BBITTOJIHUTE IIIaTH:

1. 3aiiguTe Ha cepBep, rie pa3BépHyT cepBuc Euclid.

2. IlpoBepsTe cyiecTBOBaHUe cepBrca koMaHou docker ps | grep euclid.

3. HJISI yYAajleHrs OOHOI'O TeHdHTa — BBIIIOJIHUTe KOMaHOY:

docker exec -i s(docker ps -gqf name=euclid) python3.11 delete tenant/main.py \
--tenant name <TENANT NAME>

rfie <TENANT NAME> — UMs yJJaJIseMOoro TeHaHTa;
4. [1ns1 ynaneHus HECKOJIbKUX TEHAHTOB:
— M0CJIeJIOBATeIbHO BHITTOJIHUTE KOMAaH/IY Uil KaXKJIOTO YAaJIIeMOro TeHAHTa;

— st ynanenus "Bcex TeHaHToB, KPOME ..." BhImosiHUTE KOMaHy:

docker exec -i s$(docker ps -gf name=euclid) \
python3.11 delete tenant/main.py --all except
<TENANT NAME 1>,<TENANT NAME 2>, ..., <TENANT NAME N>

['me <TENANT NAME 1>, <TENANT NAME 2>, <TENANT NAME N> — HMMeHa TeHaHTOB, koTopble HE

OyayT yIasieHsbl.
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5.3.6 UTeHne ycTaHOBJIEHHBIX IIaApAMETPOB HACTPOEK TeHAaHTa

Meton 1 KOHeYHas TOYKaA

GET/tenants/{tenant name}/common_settings

Omucanue

BbeIBOIUT ycTaHOBJIEHHBIE 3HAaUeHHUSI [TapaMeTPOB HAaCTPOeK TeHaHTa.
IIapameTps1

[Iepeuenb mapaMeTpoB NpeAcTaBJieH B Tabmuile 16.

Tabauua 16 — IlepeueHb napamempoB 0ns umeHust ycmaHoB1eHHbIX HACMPOEK MEHAHMA

HasBanue O0sa3aTeIbHBIN Tun gaHHBIX Onucanue
tenant name Ia string Wms TenanTa
3anpoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/common settings" \
-H 'accept: application/json'

rjme <TENANT NAME> — WM TeHdHTa.

OtBer

BosmoxkHbIe BapUaHThI OTBETOB:
— 200 — Success — YcnemHo. [Ipumep BbIBOza:
{

"ctypes prohibition enabled": true,
"enable recovery email": true,
"excluded locales": true,

"id": "string",

"lang": "string",

"max_users": O,

"name": "string"

3
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— 401 — Auth header is not provided or token is invalid — He yka3an napameTp aBTOpH3aniuu

WJI HeKOPPeKTHBIN ToKeH. [Ipumep BbIBOJA:

"message": "string"

— 404 — Tenant not found — TenanT He HaifeH. [Ipumep BbIBOIA:

"message": "string"

5.3.7 IameHeHue 3Ha4YeHHI TapaMeTPOB HAaCTPOeK TeHaHTa

Meton 1 KOHeYHas TOYKaA
PUT /tenants/{tenant name}/common_settings

Omucanme

OTHpaBHHeT OOHOBJIEHMe 3HaYeHUH IIapaMeTpoOB HACTPOEK TeHaHTa4d.

OIHOBpPEeMEHHO O6pa6aTbIBaTb BCe YKd3dHHbIEe B 3dIIpOCe IIapdMeTphI.

Meton Mmoxet

ITapameTps1

[Iepeuenb napameTpoB mpejicTaBJieH B Tabiuie 17.

Tabauua 17 — IlepeueHb napamempoB Ot uU3MeHeHUs 3Ha4eHull napamempoB meHaHma

Ha3sBauue O0s3aTeIbHBIN Tun gaHHBIX Onucanue
MakcumasbHoe
max_users HeT integer KOJINYEeCTBO
oJIb30BaTejier TeHaHTa
. . BxmouYuTh/BLIKITIOUYNTD
enable recovery email HeT string )
- - recovery email
. BK/IIOYUTH/BBIKIIIOYUTD
excluded locales HeT string
- excluded locales
ctypes_prohibition_ . BrTIOYUTH/BBIKITIOYUTD
HeT string t hibiti
enabled ctypes_prohibition
. HN3MeHUTH OCHOBHOM
lang HeT string
I3LIK TeHaHTa
autolock_users_ . BRTIOYUTH/BBIKITIOYUTD
HeT string
enabled aBTOMAaTHUYECKYIO
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Ha3Banue O6s13aTeIbHBIN Tun naHHBIX Onucanue
OJIOKMPOBKY
[10JIb30BaTesied B
TeHaHTe
users_session_ AmirenbHOCTh
HeT string M0JIb30BaTEIbCKOU
duration CEeCCHH B TeHaHTe
B/TIOYUTH/BBIKITIOUUTD
. : 1U$ppoBYI0 NOJIUCH
signature_enabled HeT string bposy
- IUIs TIOJIb30BaTesIs B
TeHaHTe
_ o BKIIIOUNTB/BBIKIIFOYUTD
security notification VBeOMITeHHA
HeT string 6
enabled €30I1aCHOCTH B
TEeHaHTe
. o BrmrounTh/BBIKITIOYUTD
files notifications . VBeIOMIICHHS O
HeT string N
enabled pa3Mepe aiisios B
TeHaHTe
tenant name na string Hms TenanTa
3ampoc

curl -X 'PUT' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/
\tenants/<TENANT NAME>/common settings?max users=<MAX USERS COUNT>&\
lang=<LANGUAGE>" \
-H 'accept: application/json'
rue:

— <TENANT NAME> — HWMs TEHAHTa;

— <MAX_USERS_COUNT> — MaKCHMaJlbHOe KOJINUeCTBO I10JIb30BaTellell B TeHAHTE;

— $LOGIN TOKEN — TOKEH aBTOpM3allMU TOJyuyeHHbIH B pasfene «HacTpoiika
aBTOPHU3ALUNY;

— <LANGUAGE> — OCHOBHOM $3bIK TEHAHTAa.
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OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcnemHo. [Ipumep BbIBOzaA:

"ctypes prohibition enabled": true,
"enable recovery email": true,
"excluded locales": true,

"id": "string",

"lang": "string",

"max_users": O,

"name": "string"

— 401 — Auth header is not provided or token is invalid — He yka3an nmapameTp aBTOpH3auu

WJTU HeKOppeKTHBIN TokeH. [IprmMep BhIBOAA:

"message": "string"

— 404 — Tenant not found — TenanT He HalifeH. [Ipumep BbIBOA:

"message": "string"

5.3.8 Utenne ycTaHOBJIEHHBIX IAPAMeTPOB Pa0dOTHI C COOBITHUSIMH IO 00BEKTaM

Meroa u KOHe4YHas1 TOYKa

GET/tenants/{tenant_name}/history settings

Omucanue

BbIBOIUT yCcTaHOBJIEHHBIE 3HaUeHHsI [TapaMeTpoB paboThl C COOBITUSIMU 110 0OBEKTaM.
IIapameTps1

[Tepeuenb napameTpoB npejcTaBiieH B Tabmuie 18.

Tabauua 18 — IlepeueHb napamempoB 0ns umeHust napamempo6 pabomuwl ¢ cobbIMuIMU

HasBauue O0sa3aTeIbLHEBIN Tun gaHHBIX Onucanne

tenant name na string Wms TenanTa
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3anpoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/history settings" \
-H 'accept: application/json'

rge <TENANT NAME> — HMS HAaCTpanMBaeMOIr'o TeHaHTa.

OTtBer

Bo3MoskHble BapuaHThI OTBETOB:
— 200 — Success — VYcnemHo. [IpumMep BuIBOJIA:

{

"history settings": {

"has history events": true,
"history enabled": true,
"history events max count": O,
"history expiration period": O,
"history strategy": "string"

o

"id": "string",

"name": "string"

¥

— 401 — Auth header is not provided or token is invalid — He yka3an napameTp aBTopu3anuu

WJIA HeKOPPeKTHHIN TOKeH. [Ipumep BbIBOJA:

"message": "string"

— 404 — Tenant not found — TenanT He HalgeH. [Ipumep BbHIBOAA:

"message": "string"
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5.3.9 N3MeHeHHe mapaMeTpPoOB PadOTHI C COOBITHSIMH II0 00BEKTaM

Meton 1 KOHeYHas TOYKaA

PUT/tenants/{tenant name} /history settings

Omucanue

OTmpaBisieT 0OHOBJIEHHE 3HAYeHU TapaMeTPOB PabOTHI C COOBITUSIMHU 110 0OBEKTaM.
IIapameTps1

[Iepeuenb mapaMeTpoB npeAcTaBiieH B Tabmuile 19.

Tabauua 19 — IlepeueHb napamempo6 0ns uameHeHust pabomul ¢ CObbIMUSIMU NO 06BEKMAM

Ha3sBanue O0s3aTeILHBIN Tun paHHBIX Onucanne

[TapameTp ajis
HaCTpPOMKU paboThI C

history_settings HeT strin
Y- & & COOBITHUAMMU TIO
00beKTaM
tenant name na string Hms TenanTa
3anpoc

curl -X 'PUT' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>" \
-d history settings='{"history enabled": false, "history events max count": 100,
\
"history expiration period": 31536000}
-H 'accept: application/json'
rue:

— <TENANT NAME> — HWM{ HACTPAHWBAE€MOI'O TeHdHTA,;

—$LOGIN TOKEN — TOKEH aBTOPM3allMM IIOJy4YeHHBIM B pasfene «Hacrpolika TokeHa
aBTOPU3ALUN».

—history settings — HaCTPOMKHU IJi1 pabOThl C COOBITUSIMM IO OOBEKTaM B TeHaHTe,
Halnpumep:
— "history enabled": false — BKJIIOUEHHe/OTKIII0UeH e BO3MOXXHOCTH

perucTpupoBaTh M M10Ka3blBaTh COOBITHS 110 0OBEKTaM; BO3MOXKHbIe 3HaUeHHs true WUIv

false, no ymomyanuto false;
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— "history events max count": 100 — MaKCHUMaJIbHOe KOJINYeCTBO PerMCTPUPYeMBbIX
Y TTOKa3bIBaeMbIX COOBITUM 10 OJTHOMY OOBEKTY; 3HaueHHe MapaMeTrpa — I[eJjloe YUCIIO
(int), mo ymosmmaanwutio 100;

— "history expiration period": 31536000-—-MaKCHMaﬂbeﬁiHepHOH]BceKYHHaX,Ba
KOTOPBIM TTOKA3bIBAIOTCS COOBITUSI IO OOBEKTY; 3HAYeHHe MapaMeTpa — Iejioe YUCIIO

(int), mo ymommuanuto 31536000.
OtBer

BOBMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [IpumMep BuIBOJIA:

{

"history settings": {

"has history events": true,

"history enabled": true,

"history events max count": O,

"history expiration period": O,

"history strategy": "string"
¥

"id": "string",

"name": "string"

}

— 401 — Auth header is not provided or token is invalid — He yka3an napameTp aBTopu3anuu

WJIA HeKOPPeKTHHIN TOKeH. [Ipumep BbIBOJA:

{
"message": "string"
b
— 404 — Tenant not found — TenanT He HalgeH. [Ipumep BbHIBOAA:
{
"message": "string"
}
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5.3.10 3meHeHne mapaMeTpoB KypHaJia 0€30I1aCHOCTH

MeTton 1 KOHeYHasi TOYKa
PUT/tenants/{tenant name}/audit_settings
Omucanue

[To3BosisieT W3MEeHUTH IapaMeTpbl >KypHajia Oe3omacHOCTH (Security log) M HaACTpOUTH
B3aumopericteue ¢ SIEM-cucremoii.
[TapameTpsi

[Iepeuens napameTpoB npejicTaBiieH B Tabinuie 20.

Tabauua 20 — IlepeueHb napamempoB 0 usMeHeHUs pabombl € HcypHaiom bezonacHocmu

Ha3sBaumne O0s3aTeILHBIN Tun gaHHBIX Onucanue

[TapameTp ajis
HaCTPOMKYU PabOoTHI C

security log settings HeT strin,
y_o8_ & & JKypHaJIOM
Oe3omacHOCTU
tenant name na string Wms TenanTa
3anpoc
curl -X '"PUT' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/audit settings\
-d security log settings='{"is protect data in security log": true, \
"is security log": true, "siem host": <HOST>, "siem port": <PORT>, \
"siem protocol": <PROTOCOL>}" \
-H 'accept: application/json'
rue:
— <TENANT NAME> — WM HACTPaBdeMOI'O TEHdHTa
— SLOGIN_ TOKEN — TOKeH aBTOpH3alluH HOqueHHbﬂi B pasgeiie «}kKFpOﬁKa TOKEeHa
dBTOPU3alIUND».
—security log settings — HAaCTPOMKHM g paboTbl C COOBITUSMUA 10 OOBEKTaM B
TeHdHTe, HAlIpuMep.:
— "is protect data in security log": true — BKJIIOYEHMe/OTKIIOUeHe

3alMIIEeHHOr0 JXypHaja 0e30I1acHOCTYU; BO3MOXHBbIe 3HaudeHus ftrue umm false, mo
YMOJIYaHUIO true;

— "is security log": true — BKJIIOUYEHHE/OTKIIIOUYeHHe JKypHAaJla 6830HaCHOCTI/I;

BO3MOJXKHBIe 3HaYeHUs true uiu false, mo ymomganwuio true;
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— "siem host": <HOST> — ajjpec xocTa noakiodaeMor SIEM-cucrems;
— "siem host": <PORT> — IMOPT nojkitoyaemort SIEM-cucremsr;

— "siem protocol": <PROTOCOL> — IIPOTOKOJI, 110 KOTOpoMy mHojemntodaercsi SIEM-

CUCTeMa.
OTtBer

BOBMOHGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemno. [Ipumep BbiBOAa:
{

"id": "string",

"name": "string"
"security log settings": {

"is protect data in security log": true,
"is security log": true,

"siem host": string,

"siem port": string,

"siem protocol": "string"

3

¥

— 401 — Auth header is not provided or token is invalid — He yka3an napameTp aBTOpH3anuu

WJI HeKOPPeKTHBIN TOKeH. [Ipumep BbIBOJA:

"message": "string"

— 404 — Tenant not found — TenanT He HateH. [Ipumep BbHIBOAA:

"message": "string"
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5.3.11 N3meHnenne napamMeTpoB aBTOBEPCHOHHPOBAHUS

Meton 1 KOHeYHas TOYKaA

PUT/tenants/{tenant name}/autoversion_settings

Omucanue

[To3BossieT M3MEeHUTh ITapaMeTphbl AaBTOBEPCHOHWPOBAHUS Il TeHAHTA.
IIapameTps1

[Iepeuenb mapaMeTpoB NpeAcTaBiieH B Tabmuile 21.

Tabauua 21 — IlepeueHb napamempo6 dns uameHeHust pabomswi ¢ amoBepcuoHupobaHuem

Ha3sBanue O0s3aTeILHBIN Tun paHHBIX Onucanne

[TapameTp ajis
HaCTpPOMKU paboThI C

autoversion_settings HeT string
- aBTOBEPCUOHUPOBaHKE
M
tenant name na string Hms TenanTa
3anpoc

curl -X 'PUT' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/autoversion settings\

-d autoversion settings='{"enable autoversion": 0, \
"autoversion time": 0, "max autoversions": 0}" \
-H 'accept: application/json'

rue:

— <TENANT NAME> — HWM{ HACTPAHWBAE€MOI'O TeHdHTA,;
—-autoversion_settings-——HaCTpOﬁKH,EHHFB6OTbICaBTOBepCHOHHpOBaHHEM]BTEHaHT&
HalpuMmep:
— "enable autoversion": O — BKJIIOYeHME/OTK/IIOUEHWe aBTOBEpPCHOHUPOBAHUS;

BO3MOXHbIe 3HaueHus1 1 nnm 0, mo ymomdanuio 0 (BBIKIIIOYEHO);

— "autoversion time": O — 4YaCTOoTa BbBIIIOJIHEHKWMSA dBTOBEPCHMOHHMPOBAHUSA B

MUJUINCEKYHAAX;

— "max autoversions": O-——FHy6HHaIHﬂHOHHHeMOFOBEpCHOHHpOBaHHH.
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OtBer

BOBMOXGHﬂeBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

{
"id": "string",
"name": "string"
"autoversion settings": {
"autoversion time": O,
"enable autoversion": O,
"max autoversions": 0
3,
b
— 401 — Auth header is not provided or token is invalid — He yka3an mapamerp aBTOpH3aliniu
WJIX HeKOPPeKTHBIN ToKeH. [Ipumep BbIBOAa:
{
"message": "string"
}
— 404 — Tenant not found — TenaunT He HalifeH. [Ipumep BbIBO/A:
{
"message": "string"
b
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5.3.12 CMeHa uMeHH OpraHM3aIUHM B TEHAHTE

Meton 1 KOHeYHas TOYKaA

PUT/tenants/{tenant _name}/organisation name
Omucanue

[To3BossieT M3MEeHUTh UMsI OpTraHW3alluU B TeHAHTe.
IIapameTps1

[Iepedyenb mapaMeTpoB NpeAcTaBJieH B Tabmuile 22.

Tabnuua 22 — IepeueHb napamempoB 0as u3MeHeHUs UMEHU op2aHu3ayuu 6 meHarme

HasBanue O0sa3aTeIbHBIN Tun gaHHBIX Onucanne
. Hosoe nmsga
name pit:| string
OpraHMU3aluu
tenant name Ia string Wms TenanTa
3anpoc

curl -X 'PUT' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\

tenants/<TENANT NAME>/organisation name?name=<NAME>" \
-H 'accept: application/json"
roe:

— <TENANT_ NAME> — WM HACTPAWBAEMOTI'O TeHAHTA,

— <NAME> — HOBOe€ UM VI OPraHru3alli B TEHAHTE.

OrtBer

BOBMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:

"message": "string"
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— 401 — Auth header is not provided or token is invalid — He yka3an napameTp aBTOpu3anuu

WJI HeKOPPeKTHHIN TOKeH. [Ipumep BbIBOJA:

"message": "string"

— 404 — Tenant not found — TenanT He HalgeH. [Ipumep BbHIBOAA:

"message": "string"

5.3.13 Urenue napoJIbHBIX NOJIMTUK B TeHAHTE

Meton 1 KOHeYHas TOYKaA

GET/tenants/{tenant name}/password_policies

Omucanue

[To3BossieT MpocMOTpeTh MapaMeTphbl TapOJIbHBIX MOIUTHUK TeHAHTa.
IIapameTps1

[Iepedenb mapaMeTpoB NpeAcTaBJieH B Tabmuile 23.

Tabauua 23 — IlepeueHb napamempoB 01 udMeHeHUs! UMeHU Op2aHu3auuu 6 meHaHme

HasBanue O0sa3aTeIbHBIN Tun gaHHBIX Onucanue
tenant name Ia string Wms TenanTa
3anpoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/password policies" \

-H 'accept: application/json'
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OtBer

BOBMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

{
"id": "string",
"name": "string"
"password policies": {
"length": 0,
"max keep passwords": O,
"min digits": O,
"min lower case": O,
"min upper case": O,
"password exp time": O,
"special characters": O,
i
}
— 401 — Auth header is not provided or token is invalid — He ykazan mapamerp aBTOpH3aninu
WJIX HeKOPPeKTHBIN ToKeH. [Ipumep BbIBOAa:
{
"message": "string"
b
— 404 — Tenant not found — TenaunT He HalifeH. [Ipumep BbIBO/A:
{
"message": "string"
}
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5.3.14 N3meHeHne apoJILHBIX NOJIUTUK B TEHAHTe

Meton 1 KOHeYHas TOYKaA

PUT /tenants/{tenant name}/password_policies

Omucanue

[To3BossieT MpocMOTpeTh MapaMeTphbl TapOJIbHBIX MOIUTHK TeHAHTa.
IIapameTps1

[lepeyenb mapamMeTpOB MpeJICTaBJIeH B TabiuIe 24.

Tabauua 24 — IlepeueHb napamempoB 01 UBMeHeHUs! UMeHU Op2aHu3auuu 6 meHaHme

Ha3sBanue O0s3aTeILHBIN Tun paHHBIX Onucanne

Hacrporiku s

password_policies HeT string MapoJIbHOM MOJIMTUKU
TeHaHTa
tenant name na string Hms TenanTa
3ampoc

curl -X 'PUT' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/password policies" \

-d password policies='{"length": 0, "max keep passwords": 0, \
"min digits": 0, "min lower case": 0, "min upper case": true, \
"password exp time": O, "special characters": 0}" \
-H 'accept: application/json'

rue:

— <TENANT NAME> — WM HACTPAWBAeMOTI'O TeHAHTA,
-—password_policies-——HaCTpOﬁKHJDUIpaGOTH(:KanqeﬁISTeHaHTe
— "length": 0 — JJIMHA II1apPOJId;
— "max_keep passwords": 0 — KOJIMYeCTBO YHUKAJIBHBIX I1apOJIed Iepell II0OBTOPHLIM
HCIIOJIb30BAHHUEM;

— "min digits": O-—-MHHHM&HBHOGKHHHECHSHH¢p;
— "min lower case": O——JMHHHMaHbHOEKOHHQECTBOCTquHbD(6YKB;
— "min upper case": true — MHHHUMaAJIbHOE KOJIMYECTBO ITPOIIMCHBIX 6YKB;

— "password exp time": 0 — CPOK ,[[eI;ICTBI/IH IMapoJid B OHAX;
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— "special characters": 0 — MHHHMAJIbHOE KOJIMYECTBO CIIEIICUMBOJIOB.
OtBer

BO3MOXGHJ€BapHaHTbIOTBETOBI

— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:

{
"id": "string",
"name": "string"
"password policies": {
"length": 0O,
"max keep passwords": O,
"min digits": O,
"min lower case": O,
"min upper case": O,
"password exp time": O,
"special characters": 0O,
¥o
}
— 401 — Auth header is not provided or token is invalid — He yka3an napameTp aBTopu3anuu
WJIA HeKOPPeKTHBIM TOKeH. IIpuMep BbIBOJIA:
{
"message": "string"
3
— 404 — Tenant not found — TenanT He HatigeH. [Ipumep BHIBOAA:
{
"message": "string"
}
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5.3.15 Urenue napamMeTpoB KBOT B TeHAHTe

Meton 1 KOHeYHas TOYKaA

GET/tenants/{tenant_name}/quota

Omucanue

[To3BosisleT MpocMOTpeTh MapaMeTpbl KBOT (OOBIYHOM U [1Jis OOIIKX MAIllOK) B TeHAHTe.
IIapameTps1

[Iepedyenb mapaMeTpoB NpeAcTaBJieH B Tabmuile 25.

Tabauua 25 — IlepeueHb napamempoB 0ast umeHus napamempoB k6om 6 meHaHme

Ha3sBanue O0s3aTeILHBIN Tun paHHBIX Onucanne

[TapameTp ajis

. : pocMoTpa
with_used bytes HeT string P P
- - WCIIOJIb30BAaHHOT'O
MecTa B TeHaHTe
tenant name na string Hms TenanTa
3anpoc

curl -X 'GET' $LOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/quota?with used bytes=<USED BYTES>" \
-H 'accept: application/json'

OtBer

BOSMOHGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAA:

"reserved bytes": O,
"storage space": 0,
"suceess” : Ttrud,
"tenant corp quota": O,
"tenant quota": 0,
"tenant used bytes": 0,
"used corp bytes": 0,
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— 401 — Auth header is not provided or token is invalid — He yka3an napameTp aBTOpu3anuu

WJI HeKOPPeKTHHIN TOKeH. [Ipumep BbIBOJA:

"message": "string"

— 404 — Tenant not found — TenanT He HalgeH. [Ipumep BbHIBOAA:

"message": "string"

5.3.16 i3meHeHne mapaMeTpoB KBOT B TEHAHTE

Merton 1 KOHeYHas TOYKaA

PUT/tenants/{tenant name}/quota

Omucanue

[To3BoJisleT U3MEeHUTDb pa3Mepbl KBOT (OOBIYHOM U JIjisl OOIIMX IAallOK) B TEHAHTE.
IIapameTps1

[Iepedenb mapaMeTpoB NpeAcTaBJieH B Tabmuile 26.

Tabauua 26 — IlepeueHb napamempo6 0ns uameHeHus pazmepoB k6om 6 meHaHme

Ha3sBanue O0s3aTeILHBIN Tun paHHBIX Onucanne

HoBelli padmep KBOTHI
tenant_corp_quota HeT string II7Is1 OOIIMX TATOK B
TeHaHTe (B 6alTax)

HoBelli padmep KBOTBI
111 TI0JIb30BaTeJIbCKUX

tenant_quota HeT string .
- ¢daiioB B TeHaHTe (B
OamiTax)
tenant name na string Wms TenanTa
3anpoc

curl -X 'PUT' SLOGIN_ TOKEN \

"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\

tenants/<TENANT NAME>/quota?tenant corp quota=<BYTES>&tenant quota=<BYTES>" \
-H 'accept: application/json'
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OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

"tenant corp quota": 0,
"tenant quota": 0,

— 401 — Auth header is not provided or token is invalid — He yka3an nmapameTp aBTOpH3auu

WJTU HeKOppeKTHBIN TokeH. [IprmMep BhIBOAA:

"message'

— 404 — Tenant not found — TenanT He HalifeH. [Ipumep BbIBOA:

"message'

' "string"

' "string"

5.3.17 Yrenue napameTpoB AByX(aKTOPHOIH aBTOPH3allMH B TEHAHTe

MeToa 1 KoOHeYHas: TOYKa

GET/tenants/{tenant name}/two_fa_settings

Omnucanme

ITo3Bomnster IIPOCMOTPETHh ITapaMeTPhblL HBYX(l)aKTOpHOﬁ dBTOpPH3dlIWH B TEHAHTE.

IIapameTps1

[Tepeuenb napameTpoB NpejCTaBiieH B Tabmure 27.

Tabauuya 27 — IlepeueHb napamempoB d8yx¢akmopHoli abmopusauyuu 6 meHaHme

HasBauue

O0sa3aTeIbLHEBIN

Tun mxaHHBIX

Onucanne

tenant name

aa

string

HUmsa Tenanra
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3anpoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/two fa settings" \

-H 'accept: application/json'

OtBer

BOBMOXGHﬂEBapHaHTbIOTBeTOB:

— 200 — Success — YcnemHo. [Ipumep BriBOMA:
{

"id": "string",

"name": "string"

"password policies": {
"length": 0,
"max keep passwords": O,
"min digits": O,
"min lower case": O,
"min upper case": O,
"password exp time": O
"special characters": 0O,

be

— 401 — Auth header is not provided or token is invalid — He yxa3an mapametp aBTopu3anuu

WJTU HeKOPPeKTHbINM TokeH. [IpumMep BriBoa:

"message": "string"

— 404 — Tenant not found — TenaunT He HalfeH. [Ipumep BbIBOA:

"message": "string"
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5.3.18 N3menenne napaMeTpoB ABYX(aKTOPHOH aBTOPH3al[UH B TEHAHTe

Meton 1 KOHeYHas TOYKaA

PUT/tenants/{tenant name}/two_fa settings

Omucanue

[To3BossieT M3MEeHUTh pa3Mepbl TapaMeTpbl ABYX($aKTOPHOW aBTOPU3AIlMU B TEHAHTe.
IIapameTps1

[Iepedenb mapaMeTpoB NpeAcTaBJieH B Tabmuile 28.

Tabauua 28 — IlepeueHb napamempo6 0ns uameHeHust napamempoB d6yx¢akmopHoli abmopusauuu
6 menHanme

HasBauue O0s3aTeIbLHBIN Tun manHBIX Onucanne

[Tapametp nnis
two_fa_settings HeT string M3MeHeHUs TTapOJIbHbIX
MOJIMTHK B TeHAHTe

tenant name na string Wms TenanTa

3anpoc

curl -X 'PUT' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/two fa settings' \

-d password policies='{"length": 0, "max keep passwords": 0, \
"min digits": 0, "min lower case": 0, "min upper case": true, \
"password exp time": 0, "special characters": 0}" \
-H 'accept: application/json'

rue:

— <TENANT NAME> — UM HAaCTPAUBAaeMOTr0 TeHAHTa;
—password policies — HAaCTPOHMKMU MJii paboThl C [BYxbaKTOPHOM aBTOpU3alved B
TeHaHTe:
— "length": 0 — JUIMHA IAPOJIs;
— "max_keep passwords”: 0 — KOJIMYECTBO YHUKAJIbHBLIX MApoJjei mepel] TOBTOPHLIM
HCII0JIb30BaHUEeM;
—"min digits": 0 — MHUHHUMaJbHOE KJIMYeCTB IUPP;
— "min_lower case": O — MHHHMAaJbHOE KOJMYECTBO CTPOUYHBIX OYKB;

— "min upper case": true — MHHHUMAJIbHOE KOJINYEeCTBO MPOIINCHbIX 6YKB;
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— "password exp time": O — CPOK AEMCTBUS APOJIS B OHSX;

— "special characters": 0 — MHHHMAJIbHOE KOJIMYECTBO CIIEIICUMBOJIOB
OtBet

BOBMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — VcnemHo. [Ipumep BbiBOAa:

{

"id": "string",

"name": "string"

"password policies": {
"length": 0,
"max keep passwords": O,
"min digits": 0,
"min lower case": O,
"min upper case": O,
"password exp time": 0O

"special characters": O,

— 401 — Auth header is not provided or token is invalid — He ykazan mapamerp aBTOpH3aninu

WJTU HeKOppeKTHBIM TokeH. [IprmMep BhIBOAA:

"message": "string"

— 404 — Tenant not found — TenaunT He HalifeH. [Ipumep BbIBO/A:

"message": "string"
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5.3.19 IloryunTh CIIUCOK 3aIlIPeTOB B TeHAHTE

Meton 1 KOHeYHas TOYKaA
GET/tenants/{tenant name}/permissions
Omucanue

BbIBOIUT nepevyeHb 3aMpeToB TeHarTa.
IIapameTps1

[Iepeuenb mapaMeTpoB NpeAcTaBJieH B Tabmuile 29.

Tabauua 29— IlepeueHb napamempoB 3anpemo6 meHama

HasBanue O0sa3aTeIbHBIN Tun gaHHBIX Onucanue
tenant name Ia string Wms TenanTa
3anpoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/premission' \

-H 'accept: application/json'

OrtBer

BOBMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — YcnerHo. [Tpumep BbiBoAA:

{
"rules": {
"attributes": "string",
"code": "string",
"is enabled": true

I'me "code" mpuHUMaeT 3HAYEHHUS KOJIOB 3aIIPETOB, IMPeJICTaB/IeHbIX B Tabmwuile 30.

Tabauua 30 — Kodwl (ID) 3anpemo6

Kop 3anpera 3HayeHue Onucanne

3arpeT Ha BBIBOJ] HacTtpoiika 3anpeToB ¥ HCKJIIOYeHUH Ha

print and download
- JIAHHBIX CKayuWBaHUe, [1e4aTb, KOIUPOBAHUE
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Kop zampera 3HaueHHe Onucanue
CoJiep>kUMOro (aitJioB U OTIIPABKY Ha BHEIITHHE
Y BHYTPEeHHHUe aJipeca MOYThI
3arper Ha Hacrpotika 3anpeToB ¥ UCKIIIOUeHUH It
share_on_tenant NpefioCcTaBJIeHne OpraHu3alluy, CPYHIl U OTHAEJIbHBIX

nocryna K gainam

oJjib3oBaTenen

5.3.20 BxiirouuTs 3a1ipeT onpeneeHHOT0 THIIA B TeHAHTe

MeToa 1 KoOHeYHasI TOYKa

POST/tenants/{tenant_name}/permissions/code/{code}/enable

Omnucanme

BxmrounTs 3amnper no ID.

IIapamerpsbl

[Iepeyens mapameTpoB MpejicTaBJieH B Tabiuiie 31.

Tabauua 31 — IlepeueHb napamempoB BkatoueHus 3anpema

HasBanmne O0sa3aTeILHBII Tun paHHBIX Onucanue
tenant name na string Wms TenanTa
ID 3zampeta
code na string

(cm. Tabmry 30)

I‘,ue "code" IPUHHUMAET 3HAYEHHW KOJOB 3allPeTOB, IIPeaCTaB/IeHbIX B Ta6m/1ue 32.

Tabauuya 32 — Kodwt (ID) 3anpemo8

Kop 3anpera

3HauyeHHe

Onucauue

print_and download

3arpet Ha BBIBOJ]
IIAHHBIX

Hacrpoiika 3ampeToB ¥ UCKITIOUYEHU Ha
CKauMBaHUe, e4aTh, KOITMPOBAHUE
coJiep>KMMOro ¢aiyioB U OTIPABKY Ha BHeIIHUe
Y BHyTPeHHHe aJipeca IMOYThI

share_on_tenant

3amnpet Ha
IIpe/ioCTaBJIeHue
JlocTyna K dpaiyiam

Hacrpotiika 3anipeToB ¥ UCKJIIOYeHUM JJist
OpraHu3alluu, IPyNIl U OTAENIbHBIX
oJIb30BaTeien
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3anpoc

curl -X 'POST' SLOGIN_TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/code/<CODE>/enable' \

-H 'accept: application/json'

OtBer

BOBMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — YcnemHo. [Ipumep BriBOMA:

"message": "string"

5.3.21 BeIKII0YHTD 3a1IpeT onpeaeIeHHOro THIIA B TeHAHTe

Meton 1 KOHeYHas TOYKaA
POST/tenants/{tenant_name}/permissions/code/{code}/disable
Omucanue

BrikstounTs 3ampet 1o ID.

IIapameTps1

[Iepedenb mapaMeTpoB NpeAcTaBJieH B Tabiuile 33.

Tabauua 33 — IlepeueHb napamempoB omkaoUeHUs 3anpema

HasBanmue O0sa3aTeIbHBIN Tun gaHHBIX Omnucanmne
tenant name Ia string Wms TenanTa
code na string ID 3amnperta

F,He "code" NIPUHHUMAET 3HAYEHHW KOJOOB 3alIPeTOB, IIPeaCTaBJIEHbIX B Ta6J'[I/II_Ie 34.
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Tabauua 34 — Koot (ID) 3anpemo6

Kop 3anpera

3HaueHue

Onucanue

print_and download

3arpet Ha BHIBOJ]
IaHHBIX

Hacrpotika 3an1peToB ¥ MCKIIOYEeHUH Ha
CKa4yMBaHUe, [1e4aTh, KOIMPOBaHUe
COJIep>KMMOT0 $alIoB U OTIIPaBKY Ha BHeIIHUe
Y BHyTpeHHUe ajipeca I10YThI

share_on_tenant

3arper Ha
IIpeJJoCTaBJleHHe
nocryna K gainam

Hacrpotika 3anpeToB ¥ UCKIIIOUeHUH It
OpraHu3alluy, TPYII U OTAEIbHBIX
HoJIb30BaTenen

3anpoc

curl -X 'POST' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/code/<CODE>/disable" \

-H 'accept: application/json'

OtBer

BOBMOHﬂﬂﬂeBapHaHTbIOTBeTOB:

— 200 — Success — Ycnemno. [Ipumep BriBOMA:

"message": "string"
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5.3.22 IloryuHuTH CIIMCOK 3aNpeToB 10 THILY B TEHAHTE

Meton 1 KOHeYHasI TOYKA

GET/tenants/{tenant name}/permissions/code/{code}/items

Onucanue

[TosmyyuTh CIIMCOK 3alpeTOB B 3TOM TeHaHTe, Ie code 3TO THI 3ampera (HanprMep Ha

CKa4YMBdHHE U neanb) .

IIapameTpsbl

[Tepeuenb napameTpoB IpefCTaBJieH B Tabmure 35.

Tabauua 35 — IlepeueHb napamempoB chucka 3anpemo8 no muny

HasBanue O0s3aTeILHBIN Tun gaHHBIX Onucanue
Tun koHTeKcTa
context type na string (nosb3oBaTeIb /
rpyrma)
. : Tun orpanvueHus WK
permission_type na string
- WCKITIOYeHUS
order_by HeT string Kem co3znan 3aka3
order type HeT string Tun 3aka3za
tenant name na string Hms TenanTa
code na string ID zampera

e "code" nmpuHMMaeT 3Ha4eHUs KOJIOB 3alIpeTOB, IIpe/iCTaBileHbIX B Tabnuie 36.

Tabauua 36— Kodwi (ID) 3anpemob

Kop zampera

3HaueHHe

Onucauue

print and download

3arpeT Ha BBIBOJ]
TAHHBIX

Hacrporika 3anpeToB 1 UCKIIIOUeHUN Ha
CKauMBaHUe, 1e49aTh, KOITMPOBAHUE
COJlepXUMOTo (aitiyIoB U OTIIPABKY HA BHEIIIHHE
Y BHYTpeHHUe ajipeca I10YThI

share on_tenant

3arper Ha
npefioCcTaBJieHue
nocryra k gaunam

Hacrpoiika 3an1peToB U MCK/IIOYeHUN 17151
OpraHu3allvu, TPyl U OTEJIbHBIX
1oJIb30BaTenen
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3anpoc

curl -X 'GET' SLOGIN TOKEN \

"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/tenants/\

<TENANT NAME>/permissions/code/<CODE>/items?context type=<CONTEXT TYPE>&\
permission type=<PERMISSION TYPE>" \

-H 'accept: application/json'

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcnemHo. [Ipumep BriBOMA:

{
"has next": true,
"rules": {
"attributes": "string",
"code": "string",
"created at": "string",
"has children": true,
"holder": {
"reference": "string",
"title": "string",
"type": "string"
¥o
"owner": {
"reference": "string",
"title": "string",
"type": "string"
¥o
"reference": "string",
"type": "string"
}
}
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5.3.23 Jlo0aBUTH 3anpeT WIH UCKJIIOYEHHEe B TeHAaHTe

Meton 1 KOHeYHas TOYKaA
POST/tenants/{tenant_name}/permissions/{context type}/{context reference}
Omucanue

JobaBUTH HOBBIY 3allpeT WK UCKIII0UeHUe Jjisl TeHaHTa.

IIapameTps1

[Iepedyenb mapaMeTpoB NpeAcTaBJieH B Tabmuile 37.

Tabauua 37 — IlepeueHb napamempo6 dobabreHus 3anpema uau UCKAHOUEHUS

HasBanmue O0sa3aTe IbHBIN Tun gaHHBIX Omnucanmne
rule na string [TpaBuo

context type na string Tun KoHTeKcTa
(mosm3oBaTeIH /
rpynmna)

tenant_name na string Hms TeHaHTa

context reference na string O6pa3selr KOHTeKCTa
3anpoc

curl -X 'POST' SLOGIN_TOKEN \

'https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/tenants/\
<TENANT NAME>/permissions/<CONTEXT TYPE>/<CONTEXT REFERENCE>?\
rule reference=<RULE REFERENCE>" \

-H 'accept: application/json'

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAA:

"message": "string"
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5.3.24 Y qanuTh 3anpeT Wi UCKJII0UEeHNe B TeHaHTe

Meton 1 KOHeYHasI TOYKA

DELETE/tenants/{tenant name}/permissions/{context type}/{context reference}

Onmcanue
VY anuThe 3anpeT WM UCKIII0UeHue /IS TeHaHTa.
IIapameTps1

[Iepedenb mapaMeTpoB NpeAcTaBJieH B Tabiuile 38.

Tabauua 38 — IlepeueHb napamempo6 yoaneHus 3anpema Ul UCKIHUEeHUs

HasBanmue Oo0s3aTeIbHBIH Tun maHHBIX Onucanne
rule reference na string O6pa3err co3gaHHOTO

paBUIa

context type Ia string Tun koHTekcTa
(mosb3oBaTeNIB /
rpymnmna)

tenant name Ia string Wms TenanTa

context reference na string O6pa3ell KOHTeKCTa
3anpoc

curl -X 'DELETE' S$LOGIN TOKEN \
'https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/permissions/<CONTEXT TYPE>/\
<CONTEXT_ REFERENCE>?rule=<RULE>" \

-H 'accept: application/json'

OtBer

BOSMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — Ycnemno. [Ipumep BrIBOMA:

"message": "string"
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5.4 Pabora c npoBepounsiM kopoM (CAPTCHA)

5.4.1 YcraHnoBKa NpoBepovYHOro Kojaa

Metona 1 KOHeYHas1 TOYKaA
POST/tenants/{tenant name}/captcha

Onucanue

[To3Bosnster ycranoButh CAPTCHA ny1s1 TeHaHTa.
ITapameTpb1

[Tepeuenb napameTpoB IpefCcTaBJieH B Tabmure 39.

Tabauuya 39 — Ilepeuenb napamempoB dast yemano6ku CAPTCHA 6 meHnanme

HazBaumne O0s13aTe IbHBIH Tun qaHHBIX Onucanne
. Kirou mpoBepouyHOTO
key HeT string POBEp
Koja (kar4a)
tenant name na string Hms TenanTa
3ampoc

curl -X 'POST' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/captcha?key=<KEY>" \

-H 'accept: application/json'

OtBer

BOBMOHGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAA:

"message": "string"

— 400 — Missing parameter — He yka3an mapameTp aBTopu3sanuu. [Iprumep BeiBOAaA:

"message": "string"

— 404 — Tenant not found — TenanT He HalgeH. [Ipumep BbHIBOAA:

"message": "string"
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5.4.2 IIpocMOTp HAaCTPOEK IMPOBEPOYHOr0 KOJa

Meton 1 KOHeYHas TOYKaA

GET/tenants/{tenant name}/captcha settings

Omucanue

[To3BossieT MOMyYUTh CIIMCOK HACTPOEK JIJIsl KalTdl TeHaHTa.
IIapameTps1

[lepeyenb mapameTpoB mpejicTaBiieH B Tabmuiie 40.

Tabauua 40 — IlepeueHb napamempo6 dns npocmompa Hacmpoek CAPTCHA

HasBanue O0sa3aTeIbHBIN Tun gaHHBIX Onucanue
tenant name Ia string Wms TenanTa
3anpoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/captcha settings' \

-H 'accept: application/json'

OrtBer

BOBMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BriBOfa:

{

"id": "string",

"name": "string"

"captcha settings": {
"bruteForceProtected": true,
"failureFactor": 0,
"maxDeltaTimeSeconds": 0,
"minimumQuickLoginWaitSeconds": O,
"permanentLockout": true,
"quickLoginCheckMilliseconds": 0O
"walitIncrementSeconds": O,

o

¥

—400 — Auth header is not provided or token is invalid — He ykazan mapamerp

aBTOpPM3allu¥ WJIK HeBepHbIY ToKeH. IIpuMep BbIBOJA:
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{
"message": "string"
}
— 404 — Tenant not found — TenaunT He HalfeH. [Ipumep BbIBOA:
{
"message": "string"
3

5.4.3 I3MmeHeHNe HACTPOEK MPOBEPOYHOro Kojia

Merton 1 KOHeYHas TOYKa

PUT/tenants/{tenant name}/captcha_settings
Onucanue

ITo3BosgeT U3MeHUTL HaCTpOfIKI/I JJId KaIllYy TeHadHTa.
IIapameTps1

[Tepedenb mapamMeTpoB MpejCTaBieH B Tabmwre 41.

Tabauua 41 — IlepeueHb napamempoB 0151 U3BMeHEHUS. HACMPOeEK Kanyu

HasBauue O0sa3aTeIbLHEBIN Tun gauHBIX Onucanne

[Tapametp nns
captcha_settings HeT string W3MeHeHHs HaCTPOeK
KaImyy TeHaHTa

tenant_name na string Hms TeHaHTa

3anpoc

curl -X 'PUT' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/captcha settings\

-d captcha settings='{"bruteForceProtected": true, \

"failureFactor": 0, "maxDeltaTimeSeconds": 0,\
"minimumQuickLoginWaitSeconds": 0, "permanentLockout": true, \
"quickLoginCheckMilliseconds": O, "waitIncrementSeconds": 0}" \
-H 'accept: application/json'
rue:

— <TENANT NAME> — WM HACTPAWBAEMOT'O TeHAHTA;

— captcha_settings — HACTPOWKH JIjIsl pabOTHI C Kanyell B TeHAHTe:
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— "bruteForceProtected": true — BKJIIOUCHUE/OTKJIIOUeHe 3allIUTHI I1pu
MOJI03PUTENIbHOM aKTHBHOCTH; BO3MOXKHbIe 3HaueHus true wium false, o ymomdanwuto true
(BKJIIOYEHO);

— "failureFactor": 0 — KOJIMYeCTBO HEBEPHBIX ITOIIBITOK BBOJA ITAPOJI;

— "maxDeltaTimeSeconds": 0 — BpeMsd 10 c6poca CYeTYHKa IIOIIBbITOK,

— "minimumQuickLoginWaitSeconds": 0 — BpeMd IIOKa3a Kalliu IIPpKU IIPpeBbIINIeHHUH
JIUMHUTA IIOIIBITOK;

— "permanentLockout": true — BKJIIOYEHHE/OTKIIIOUeHUe 6J'IOKI/Ip0BKI/I YYeTHOM 3aIllUCU
ITOJIb30BATEJIA IIPU OOCTHUXEHHWKW MdKCHUMAJIBHOI'O KOJIMYEeCTBa IIOIBITOK BBO/d KAd4IT4YH;
BO3MOJXKHbBIe 3HaueHUs true wiu false, mo ymonmganutio true (BKJIFOYEHO);

— "quickLoginCheckMilliseconds": O — MHHHMAaJIbHBIN HWHTEepBAJI MeXy IIOIIbLITKaMH
BBO/Id I1APOJIs;

— "waltIncrementSeconds": 0 — JIMTEJIBHOCTH IIOKad3a Kalliu IIPpH boylee YacCTBIX

[IOIBITKAX.
OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:

{
"id": "string",
"name": "string"
"captcha settings": {
"bruteForceProtected": true,
"failureFactor": 0,
"maxDeltaTimeSeconds": 0,
"minimumQuickLoginWaitSeconds": O,
"permanentLockout": true,
"quickLoginCheckMilliseconds": 0O
"waltIncrementSeconds": O,
By
}
—400 — Auth header is not provided or token is invalid — He ykazan mnapamerp
dBTOPU3dlIUU HUJIN HEBeprIfI TOKEeH. HpHMep BBIBO/IA:
{
"message": "string"
¥
— 404 — Tenant not found — TenanT He HalifeH. [Ipumep BbIBOA:
{
"message": "string"
¥
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5.5 Pa0ora ¢ 00mumMu nankamMu

5.5.1 ITosryyenne civicka o0IIMX MANOK B TeHAHTE

Mertop 1 KOHeYHas TOYKa

GET/tenants/{tenant name}/corporate

Onucanue

[To3BossieT MOMYIUTH CIIUCOK OOIIMX MAllOK B TEHAHTE.
ITapameTpb1

[Tepeuenb mapamMeTpoB MpejCTaByieH B Tabutie 42.

Tabnuua 42 — IlepeueHb napamempoB nofyueHus: cnucka obuux nanok meHaHmMa

Ha3sBauue O0s3aTeILHBIN Tun gaHHBIX Onucanue

[TapameTp HacTpoMKH

offset HeT string BBIJ]JaYM pe3yJIbTaTOB
MIOUCKA
limit HeT string OrpanudeHus novcka

[TouckoBslit 3anpoc, B
COOTBETCTBUU C
KOTOPBIM BBITIOJHSAETCS
query na string NOMCK (eciv napameTp
He yCTaHOBJIEeH,
BBIBOJWTCS TIOJTHBIN
CIIMCOK TIATIOK)

[Topsiok cOpTUPOBKHA
pe3yJbTaTOB BbIAYH,
MOXXeT IIPpUHUMATDb
3HAYeHHs asc Wi desc

sort_order HeT string

sort_by HeT string CopTupoBaTh 10
napameTpam,

JOITy CTUMBbIe TIOJIS
copTupoBKu: admin,
size, id, name.

tenant name na string Hms TenanTa
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3anpoc

curl -X 'GET' SLOGIN TOKEN \

"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/corporate?query=<QUERY>&offset=<OFFSET>&\
limit=<LIMIT>&sort order=<SORT ORDER>&sort by=<SORT BY>" \

-H 'accept: application/json'

rue:
— <TENANT NAME> — HUMs TEHAHTa;
— <QUERY>— TIOMCKOBBIM 3ampoc. Ecam 3ToT mapamerp yCTaHOBJIEH, TO IIOKCK

OCYIIEeCTBJIeTCA B COOTBETCTBHMHM CO 3HAYeHHEeM. Ecmu ITapaMeTp He YCTdHOBIJIEH,
BBIBOJWTCS ITOJHBIM CIIMCOK BCEX TpyIIII;

— <LIMIT> — OrpaHUYeHUs IOMCKa;
— <OFFSET> — ITapaMeTp HAaCTPOWKH BbIJIaYX Pe3yJIbTaTOB MOMCKA;
— <SORT_ORDER> — MOPS/IOK COPTUPOBKHU Pe3yJIbTaTOB MTOMCKA;

— <SORT BY> — COPTHPOBKA M0 YKa3aHHOMY IapaMeTpy.
OrtBer

BOBMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:
{

"corp_folders": [
{

"admin email": "string",
"admin first name": "string",
"admin id": "string",
"admin last name": "string",
"admin username": "string",
"id": 0,
"name": "string"
"size": O

Ve

— 404 — Tenant not found — TenaunT He HalifeH. [Ipumep BbIBOA:

"message": "string"
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5.5.2 Co3ganue 001Ie# ANk B TEHAHTE

Meton 1 KOHeYHas TOYKaA
POST/tenants/{tenant_name}/corporate
Omucanue

[To3BonsieT co3nath OOIIyIO ANKY B TEHAHTe.
IIapameTps1

[lepeyenb mapamMeTpOB MpeJICTaBJIeH B TabiuIle 43.

Tabauua 43 — IlepeueHb napamempoB 0ast cozdaHus obuleli nanku 6 meHaHme

Ha3sBanue O0s3aTeILHBIN Tun paHHBIX Onucanne

HUm4 co3maBaeMoi

name HeT string
EV N
tenant name Ia string Wms TenanTa
3anpoc

curl -X 'POST' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/corporate&name=<NAME>" \
-H 'accept: application/json'

rae.

— <TENANT_ NAME> — HUM{ T€HAHTa,

— <NAME> — HMS CO3JaBaeMOH IIallKH.

OrtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:

"message": "string"
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— 403 — Corpfolder with same name exists — OOrmras manmka C TakKUM HMEHEM YxXe

cyuecrtByer. [Ipumep BbIBOJIA:

"message": "string"

— 404 — Tenant not found — TenanT He HaifeH. [Ipumep BbIBOIA:

"message": "string"

5.5.3 Ilosryuyennie nadopmaruu 06 ob1Ieil manke

Meton 1 KOHeYHas TOYKaA

GET/tenants/{tenant name}/corporate/{id}

Onmcanue

[To3BossieT MOMyYUTH CIIMCOK OOIIMX MAllOK B TEHAHTE.
ITapameTpsI

[Tepeuenb mapamMeTpoB MpejCTaBieH B Tabutie 44.

Tabauua 44 — IlepeueHb napamempoB noayueHust uHgpopmauuu ob obuieti nanke

HasBanue O0s3aTeIbHBIN Tun gaHHBIX Onucanue
id Ia string Unentudurkatop nanku
tenant_name na string Hms TeHaHTa
3anpoc

curl -X 'GET' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/corporate/<ID>" \
-H 'accept: application/json'

rmue.

— <TENANT NAME> — HWMJ TE€HAHTaQ,

— <ID> — HWJeHTU(UKATOP UCKOMOH IallKHU.
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OtBer

BOSMOXGHﬂeBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

{
"admin email": "string",
"admin first name": "string",
"admin id": "string",
"admin last name": "string",
"admin username": "string",
"id": 0,
"name": "string"
"size": O
3
— 401 — Unauthorized — HeBepHbIii TOKeH ayTeHTUGHUKAIIWH. [IprMep BbIBOAA:
{
"message": "string"
}
— 404 — Corpfolder or tenant not found — O61mas manka UM TeHaHT He HaWjeH. [Ipumep
BBIBOJIA:
{
"message": "string"
3
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5.5.4 N3MeHeHne aTpUOyTOB 001IIel MAlKu

Meton 1 KOHeYHas TOYKaA

PUT /tenants/{tenant name}/corporate/{id}

Omucanue

[To3BosisleT U3MeHUTDb aTprUOyThI 00IIeH ANk B TEHAHTe.

IIapameTps1

[lepeyenb mapamMeTpOB MpeJiCTaBJIeH B Tabiuie 45.

Tabauua 45 — IlepeueHb napamempoB uameHeHus ampubymo6 obuieli nanku

Ha3sBanue O0s3aTeILHBIN Tun paHHBIX Onucanne

HoBoe ums«a

new_name HeT string .
- V3MeHseMOW NalKu

Hosriii Biiagester;
HM3MeHseMOoM nanku (B

admin_username HeT string
- dopmare
username@domain)
tenant name na string HUms TenanTa
. . Hnentuduxaro
id na string ¢ . P
V3MeHsieMOM ManKu
3anpoc

curl -X 'PUT' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/corporate/<ID>&new name=<NEW NAME>&\
admin username=<NEW_OWNER>" \

-H 'accept: application/json'

rue:
— <TENANT_ NAME> — WMs TeHaHTa;
— <ID> — UJeHTUPUKATOP UCKOMOU MaKH;

<NEW NAME> — HOBO€ UM M3MeHseMOM MallKu;

<NEW_OWNER> -— HWMA HOBOI'O aJMHWHHCTPATOpPA M3MEHSIeMOU MallKu (B cl)opMaTe

username@domain).

© 000 «HOBbBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2025

78



MonOdounc

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

"message": "string"

— 400 — Admin with such admin_username not found — agMUHHCTpPAaTOp C TaKUM HUMEHEM

M1OJIb30BATeJIsI He HalJeH. HpI/IMep BbBIBOJId:

"message": "string"

—403 — Corp folder with same name exists — OO61ast marnka C TakKUM HMeHeM Yxe

CylIeCTBYeT. HpHMep BBIBO/JA.

"message": "string"

— 404 — Corpfolder or tenant not found — O6mas manka uaM TeHaHT He HaWgeH. [Ipumep

BBIBO/IA:

"message": "string"

5.5.5 Yaanenue o0mieit manku

Meton 1 KOHeYHas TOYKaA

DELETE/tenants/{tenant name}/corporate/{id}

Omucanue

[To3BossieT ynanuTh 00110 MAIKy CO BCEMHU COJIeP>KUMBbIM.
IIapameTps1

[lepeyenb mapamMeTpoB MpeJiCTaBJIeH B Tabmuiie 46.

Tabnuna 46 — Ilepeuens mapameTpoB Uis yAajeHUs oOIel manku

Ha3zBanue Oo0s3aTeILHBIN Tun paHHBIX Onucanne

Unentudukatop

id na string N
yZaJsieMOH Manku

tenant_name na string Hms TeHaHTa
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3anpoc

curl -X 'DELETE' SLOGIN_TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/
\tenants/<TENANT NAME>/corporate/<ID>"' \
-H 'accept: application/json'

rmue.

— <TENANT NAME> — HUM{ T€HAHTa,

— <ID> — I/IJIEHTI/I(l)I/IKaTOp YHaHHEMOﬁ IIaIIKH.

OtBer

BOBMOMﬂﬂﬂeBapHaHTbIOTBeTOB:

— 200 — Success — Ycnemno. [Ipumep BriBOMA:

{
"message": "string"
}
— 404 — Corpfolder or tenant not found — O61mas manka UM TeHaHT He HaWjeH. [Ipumep
BBIBO/IA:
{
"message": "string"
}

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTUHW», 2013-2025

80



MonOdounc

5.6 Pa0ora c nmosib3oBarejssMu

5.6.1 Ilepeuens nosb3oBaTesIeMH

Mertop 1 KOHeYHas TOYKa
GET/tenants/{tenant name}/users
Onucanue

BorIBOoIUT mepeyeHb 1MoJIb30BaTeIIeH.
ITapameTpsI

[TapameTpsl 11 MeTo/la YKa3aHbI B TabiuIle 47.

Tabmuna 47 — IlepeueHb TapaMeTpOB IS 3aIlpOCca MepeyHsl C TOTb30BaTeISIMU

HasBanue O0s3aTeILHBIN Tun gaHHBIX Onucanue

[TouckoBsIii 3anpoc, B
COOTBETCTBUU C
KOTOPBIM BBITIOJHSAETCS
query HeT string MOMCK (ec/iv mapameTp
He YCTaHOBJIEH,
BBIBOJWTCS TIOJTHBIN
CIIMCOK TPYIIIT)

Poss noss3oBatens u3
IepeyHs JOCTYIIHBIX
poJieli B TeKylem
TeHaHTe

role HeT string

Ecmu aTroT mapametp
yKasaH, TO
M0JIb30BaTeb OyaeT
enabled HeT string Pa3bII0KUpOBaH
(cMOeT BOUTH B
CUCTEMY), eCJIi OH OBbUT
3abJI0KMPOBaH paHee

limit HeT string OrpaHnyeHue OUCKa

sapaMeTp HaCTPOMKU
offset HeT string BBIJIAYH Pe3yJIbTATOB
TIOMCKa

Hawano nuanasona
start_ctime HeT string BpeMeHHU 11
dbubTpanuu
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Hassauue

O0sa3aTeIbLHEIN

Tun gaHHBIX

Onucanne

MoJib30BaTeJieH,
OTMeTKa BpeMeHH Unix
B MWUIMCEeKyHIax

end ctime

HeT

string

OxoH4aHMe IUana3oHa
BpeMeHU JIJIst
dbunbTpanuu
[10JIb30BaTeJIeH,
OTMeTKa BpeMEHH Unix
B MWIIMCEKyHIax

sort_field

HeT

string

HonycTtumelie 110J1s
COPTHUPOBKU: ctime,
used_bytes, first name,
middle name, position,
last_name, username,
email,
password_expiration,
enabled, role

sort_type

HeT

string

Tun copTUpoBKU
pe3yJIbTaTOB BbIIAYH,
MO>eT [IPUHUMATh
3Ha4YeHMs asc WM desc

with_deleted

HeT

string

OTobpaxaTtb
yIajeHHbIX
II0JIb30BaTeJel, eciiu
3HayeHHe IapameTpa
True

status

HeT

string

duipTpanus mo
CTaTyCy; JOCTYIHbIE
3HaYeHH active,
blocked, deleted

with_prohibited ctypes

HeT

string

3arpoc BbIBOJIA
[I0JIb30BaTejlen ¢
yKa3aHHUeM
3alnpeleHHbIX
MeJIUaTUIIOB

has_deleted files

HeT

string

3arpoc BeIBOJIA
H0JIb30BaTeseH C
yIasieHHbIMU daitiaMu

tenant name

Aa

string

HUmMsa Tenanra
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3anpoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/users?query=<QUERY>&role=<ROLE>&\
enabled=<ENABLED>&1limit=<LIMIT>&offset=<OFFSET>&start ctime=<START CTIME>&\
end ctime=<END CTIME>&sort field=<SORT_ FIELD>&\
sort type=<SORT TYPE>&with deleted=<WITH DELETED>&status=<STATUS>&\
with prohibited ctypes=<WITH PROHIBITED CTYPES>&has deleted files=<HAS DELETED FI
LES>" \
-H 'accept: application/json'
rue:

— <TENANT NAME> — UM TeHaHTa;

— <QUERY> — TIOMCKOBBIM 3ampoc. Ecid 3TOT mapaMeTp YCTAHOBJIEH, TO TIOKCK
OCYIIIeCTBJIIETCSI B COOTBETCTBHMM CO 3HauYeHWeM. Eciu mapamMeTp He YCTaHOBJIEH,
BBIBOJUTCHA IIOJIHBIM CIIMCOK BCeX TpyIIII;

— <ROLE> — pOJIb TI0JIb30BATeJIsI M3 [TepeyHsi JOCTYITHBIX POJiel B TeKyIlleM TeHaHTe;

— <ENABLED> — eCJIM 3TOT IapaMeTp YKa3aH, TO IIOJib30BaTelb OyAeT pa30yI0KMpOBaH
(cMOXXeT BOMTH B CUCTEMY), eCJIM OH ObLJT 3a0JIOKMPOBaH paHee;

— <LIMIT> — OrpPaHUYEHUS IOUCKA;

— <OFFSET> — MapaMeTp HaCTPOHKH BBIZIAYX Pe3yJIbTaToOB MOMCKA;

— <START CTIME> — HayaJlO JJialia30Ha BpeMeHH Jisl pUITbTpaIvK T10JIh30BaTeNiel, OTMeTKa
BpeMeHH UNiX B MUJUTMCEKYH/IaX;

— <END_CTIME> — OKOHYaHHWe JMalla30Ha BpeMeHU Ui GUIIBTPAIlMK I0JIb30BaTelew,
OTMeTKa BpeMeHH UNixX B MUJUIMCEeKYH/IaX;

— <SORT FIELD> — JIONyCTUMBbIe TI0JIsi CODPTUPOBKHU;

— <SORT_TYPE> — THII COPTUPOBKH Pe3yJIbTaTOB BBIJIaUH;

— <WITH DELETED> — OTOOpa)kaTh y/laJleHHBIX I0JIb30BaTesiel, eciid 3HaueHue Iapamerpa
True;

— <STATUS> — QUIIBTpANHS IO CTATYCY;

— <WITH PROHIBITED CTYPES> — 3allpoC BBIBOJA IIOJIb30BaTejled C  yKa3aHUeM
3anpelleHHbIX MeJUaTUIIOB;

— <HAS DELETED FILES> — 3alIpOC BbIBOJid MOJIb30BATeJIeH C yaajleHHbIMU Cl)aflf[aMH.
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OtBer

BOSMOXGHﬂeBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

"count": O,
"users": [
{
"ctime": "string",
"domain": "string",
"enabled": true,
"except ctype prohibition": true,
"first name": "string",
"id": "string",
"is deleted": true,
"lang": "string",
"last name": "string",
"middle name": "string",
"password": "string",
"position": "string",
"quota": O,
"recovery email": "string",
"roles": [
{
"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",
"name": "string"
}
I,
"username": "string"
}
I,

"users _count": 0

— 404 — Tenant not found — TenanT He HateH. [Ipumep BbHIBOAA:

"message": "string"
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5.6.2 Co3manne HOBOIO I0JIL30BaTEIA

Meton 1 KOHeYHas TOYKaA
POST/tenants/{tenant_name}/users

Omucanue

Co3maTb HOBOT'O MTOJIb30BATEJS C 3a[JAHHBIMU ITapaMeTpaMH.
IIapameTps1

[TapameTpsl 11t METO/a YKa3aHbI B Tabiuile 48.

Tabnuua 48 — IlepeueHb docmynHbix hapamempoB 0t co3daHust Ho6o2o noab3oBamens

Ha3sBanue O0s3aTeILHBIN Tun paHHBIX Onucanne

[Ipu co3gannu

e IMHUIHOTO
HI0JIb30BaTeIs
00513aTeJIbHO YKaXkuTe
WMl TI0JTh30BaTeJ,
1IapoJib U aapec
username na string 37IeKTPOHHOM TIOYTHI
111 BOCCTaHOBJIeHus (B
dbopmare
username@domain), B
NPOTHUBHOM CJTy4dae
OynmeT Bo3BpallleH
craryc 400

[Tapose HOBOTO

password na string
TI0JIb30BaTeJIs

Anpec 37eKTpOHHOM
IIOYTHI OJ11
BOCCTAHOBJIEHHUS
apoJist

recovery_email na string

HNnentudukaiioHHbIN

HOMep

MOJIb30BaTeJIs, TapaMeT
p ucnose3yercs LDAP-
IUIATMHOM (HEe BBOJIUTD

BPYYHYI0)

user_id HeT string

Poib nonws3oBaTens us

role HeT string
niepeyHs JOCTYIIHBIX
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Hassauue O0sa3aTeIbLHEIN Tun gaHHBIX Onucanne

poJiei B TeKylem
TeHaHTe

Anpec anekTpoHHOM

email na string
MOYTHI M0JIb30BATEJIS

MaxkcuMasbHbIA 00beM
XPpaHWIHINA IS
MI0JTb30BATEJI, 110
YMOJTIaHUIO
Ha3HA4vaeTcs B
COOTBETCTBUU C
HaCTpOUKaMH
TeKyIllero TeHaHTa

quota HeT string

personal na string

JIn4HbBIe TaHHBIE
I10JIb30BaTeJIsI

tenant_name na string Hms TeHaHTa

3anpoc

curl -X

'POST' SLOGIN TOKEN \

"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\

tenants/<TENANT NAME>/users?username=<USER NAME>&password=<PASSWORD>&\
recovery emaill=<RECOVERY EMAIL>&email=<USER EMAIL>&quota=<QUOTA>&\
role=<ROLE>" \

—--data-urlencode "personal={

"first name":"damMunua",\

"last name":"Uma",\

"middle name":"OT4yecTBO" }\

-H 'accept: application/json'
rmue.

<TENANT_ NAME> — HMMs TEHAHTQ;

<USER_NAME> — HMs IIosib30Baress (B popMaTe username@domain);

<PASSWORD> — I1apOJIb I10JIb30BATeIs;

<RECOVERY EMAIL> — aJIpec 3JIeKTPOHHOM I1OYTHI /JIsl BOCCAHOBJIEHHUS [1apOJls;
<USER_EMAIL> — a/ipeC 3JIeKTPOHHOH II0YTHI I10JIb30BATeIs;

<QUOTA> — MaKCHMaJbHbIM 00BeM XpaHWIWILA [Jsl Iojb3oBaTens. [lo ymomuanuio
Ha3HAuaeTCsl B COOTBETCTBUY C HACTPOMKAMU TeKYIero TeHaHTa;

<ROLE> — pOJIb I10JIb30BaTeJIs U3 IlepeyHsl JOCTYIIHbIX POJieil B TeKyIlleM TeHaHTe;
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OtBer

BOBMOXGHﬂeBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

"ctime": "string",
"domain": "string",
"enabled": true,
"except ctype prohibition":
"first name": "string",
"id": "string",
"is deleted": true,
"lang": "string",
"last name": "string",
"middle name": "string",
"password": "string",
"position": "string",
"quota": O,
"recovery email":
"roles": [
{
"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",
"name": "string"

3

true,

"string",

I

"username": "string"

—400 — Bad username, password or other

parameter, check error message — Wms

IMOJIb30BATeJIA, I1dpOJIb NI npyroﬁ IIapaMeTp He COOTBeTCTByET'Tpe6OBaHHﬂNL IIpoBepbTe

coobienue 06 ommbdke. [Ipumep BbiBOIA:

"message": "string"

— 404 — Tenant not found — TenaunT He HalifeH. [Ipumep BbIBOA:

"message": "string"
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5.6.3 Urenne nuadopmainuu o nojb3oBarese

Meton 1 KOHeYHas TOYKaA

GET/tenants/{tenant name}/users/{id}

Omucanue

3arpoc yCTaHOBJIEHHBIX 3HAaUeHUH ITapaMeTPOB I10JIb30BaTeJIs.
IIapameTps1

[TapameTpsl 11t METO/a YKa3aHbI B Tabiuiie 49.

Tabnuua 49 — IlepeueHb docmynHbIX hapamempoB 011 UmeHus UHopmauuu o noab30Bamensx

O0sa3aTeIbHBIN Tun gaHHBIX Onucanue
tenant name Ia string Wms TenanTa
. ) NnentudukaimoHHbIM
id Ia string
HOMeED TOJIb30BaTeJIs

3anpoc

curl -X 'GET' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/users/<ID>"' \
-H 'accept: application/json'

rue:

— <TENANT NAME> — HWMJ TE€HAHTaQ,

— <ID> — HHEHTH(l)HKaHHOHHbIﬁ HOMeEDP I10JIL30BATeJIs.
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OtBer

BOSMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

"ctime": "string",
"domain": "string",
"enabled": true,
"except ctype prohibition": true,
"first name": "string",
"id": "string",
"is deleted": true,
"lang": "string",
"last name": "string",
"middle name": "string",
"password": "string",
"position": "string",
"quota": O,
"recovery email": "string",
"roles": [
{
"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",
"name": "string"
}
I,

"username": "string"

— 404 — Tenant not found — TenanT He HatgeH. [Ipumep BbHIBOAA:

"message": "string"
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5.6.4 I3amMenenune nndopmanuu o mojb3oBaTesie

Meton 1 KOHeYHasI TOYKA

PUT/tenants/{tenant name}/users/{id}

Onucanue

OTnpasisier 06HOBJIEHHe 3HaYeHU ITapaMeTpOB 0JIb30BaTeIs.

IIapameTps1

[TapameTtpsl [1s1 MeToa Yka3aHbl B Tabmuiie 50.

Tabauua 50 — IlepeueHb docmynHbIX hapamempoB 0151 U3MeHeHUS UHPHOpMauuu o hoabzobamensx

Ha3sBanue

O0s3aTeILHBIN

Tun gaHHBIX

Onucanne

enabled

HeT

string

Ecm sTroT mapametp
yKazaH, TO
10JIb30BaTelb OyeT
pasbIioKupoBaH
(cMO’KeT BOUTH B
CHUCTEeMY), eCJii OH ObIT
3a6JI0KUpOBaH paHee

reset_password

HeT

string

[TapameTtp MoXxeT

IIPUHUMATDb 3 3HAYEeHMUS:

with_email
(mos3oBaTeto Oyer
OTIIPABJIEHO
3MeKTPOHHOE MUCHMO C
mpochboit
BOCCTAHOBUTb TAPOJIh),
hard (Heob6xomumo
BBECTH HOBOEe 3HaUeHHe
apoJis, Ui
new_password), simply
(cpok meicTBHS TApOJIst
M0JIb30BaTeJIs UCTeveT
Y a]MUHHCTPATOP
CMOXET U3MEeHUTh
M1apoJib)

role

HeT

string

Posib nosb3oBatens u3
IlepeyHs JOCTYIIHBIX
poJielt B TeKylleM
TeHaHTe
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Hassauue O0sa3aTeIbLHEIN Tun gaHHBIX Onucanne

MaxkcuMaJbHBIA 00 BeM
XPaHWIHIIA IS
noJyib3oBarejsi. I1o
YMOJTIaHUIO
Ha3HAyYyaeTcs B
COOTBETCTBUU C
HAaCTPOUKaMU
TeKyIero TeHaHTa

quota HeT string

Anpec anekTpoHHOM
TIOYTHI IS
BOCCTaHOBJIEHHS
mapoJist

recovery email HeT string

HUckmouenus nis
HeT string 3ampeTa 3arpy3Ku
MeIUaTHIIOB

except ctype prohibiti
on

JIMuHble maHHbIE
[I0JIb30BaTeJIsd, TaKue
kak UM, @amuiid u

Aap.

personal HeT string

tenant name Ia string Wms TenanTa

NnentudukaimoHHbIM
HOMep TOJIb30BaTes,
mapaMmeTp
ucrnosnbiyetrcsa LDAP-
wiarudoMm. He BBOIUTDH
BPYYHYIO

id na string

3anpoc

curl -X 'PUT' SLOGIN TOKEN \

"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\

tenants/<TENANT NAME>/users/<ID>?username=<USER NAME>&password=<PASSWORD>&\
recovery emall=<RECOVERY EMAIL>&email=<USER EMAIL>&quota=<QUOTA>&role=<ROLE>" \
—--data-urlencode "personal={\

"first name":"damMunua",\

"last name":"Mma",\

"middle name":"OTdecTBO" }\

-H 'accept: application/json'
rue:

<TENANT NAME> — HM4 T€HAHTAQ;

— <ID> —U/IeHTUUKAIIMOHHBIA HOMep I10JIb30BaTeIs;

<USER_NAME> — UM II0JIb30BaTess (B popmare username@domain);

<PASSWORD> — IIapOJIb I10JIb30BATEJId;
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—-<RECOVERY7EMAIL>-—-aHPECBHEKTpOHHOﬁ]IOquIHHHBOCC&HOBHGHHH]IapOHH;

—-<USER_EMAIL>-——aﬂpeCBHeKTpOHHOﬁ]IOQTbIHOHBSOBaTeHﬁ;

— <QUOTA> — MAaKCHMAJIbHBIA 00BheM XpaHWJIMIIA I I10JIb30BATeJIs. ITo YMO/TYaHHIO
Ha3Ha4aeTCda B COOTBETCTBHUHU C H&CTpOﬁKaMH TeKyIlero TeHaHTa,

— <ROLE> — POJIb IT10JIb30BaTeJId U3 ITepevYHsa JOCTYITHbIX pOJ'IQfI B TEeKYyIIeM TeHAHTe;

— <PERSONAL> — JIMYHbIE JTAHHbIE TI0JIb30BaTeNIsl, Takue Kak Mms, damumus u ap.
OTtBer

BOBMOHGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemno. [Ipumep BbiBOAa:

"ctime": "string",
"domain": "string",
"enabled": true,
"except ctype prohibition": true,
"first name": "string",
"id": "string",
"is deleted": true,
"lang": "string",
"last name": "string",
"middle name": "string",
"password": "string",
"position": "string",
"quota": O,
"recovery email": "string",
"roles": [
{
"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",
"name": "string"
¥
1,

"username": "string"

— 404 — Tenant not found — TenanT He HalifeH. [Ipumep BbIBOA:

"message": "string"

© 000 «HOBbBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2025 92



MonOdounc

5.6.5 Ynanenue u 0J10KHpPOBKA I0JIb30BaTeJIs

Meton 1 KOHeYHasI TOYKA

DELETE/tenants/{tenant name}/users/{id}
Omucanue

Ynam/ma U 386J'IOKI/Ip0BaTb I10JIb30BATeIA.

IIapameTps1

[TapameTtpsl [1s1 MeTOa YKka3aHbl B Tabmuiie S51.

Tabauua 51 — IlepeueHb docmynHbix hapamempoB 0 yoaneHus noab3obameneti

Ha3ssanue

O0sa3aTeILHBIN

Tun gaHHBIX

Onucanue

delete_mode

HeT

string

OmnpepessieT mapamMeTpsl
OTpaHUYeHui PaboThI
10JIb30BaTeJIs.
OcHoOBHBIE 3HAYEHUS:

— disable,
3a0JI0KUPOBATh
10JIb30BaTeJIs;

— reassign,
nepeHa3HauUTh Bce
IIOKyMeHThI
I10JIb30BATEJIO C
IIpe/l0CTaBJIeHHbIM
user_id u cBOGOTHBIM
MMeHeM II0JIb30BaTeis;

— keep_files, coxpaauts
¢daitbl 1 0cBOOOIUTD
VMl TI0JIb30BaTeIs;

— full_delete, ynamuirs
BCe dailibl U
0CBOOOIUTDH UM
TI0JTb30BATEJIS;

— 14 BCeX OCTaJIbHBIX
3HAYeHUN [lapaMeTpa
— OTKJIIOYUTH
[I0J1Ib30BaTed
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Ha3Banue O0s13aTe IbHBIHI Tun naHHBIX Onucanue
HnentudukaimoHHbIN
HOMep HOBOTO
aAMUHHUCTpaTOpa/Blajesn
new user id HeT string blla TAMKH, YKa3bIBaeTCs
TIPY 3HaYeHUU
mapametpa delete. mode
== reassign’
tenant name na string Hms TenanTa
. . HnenTrdrkaMOHHBIN
id na string
HOMeP TaIKy
3anpoc

curl -X 'DELETE'

SLOGIN TOKEN \

"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/users/<FOLDER ID>?delete mode=<DELETE MODE>&\
new_user id=<NEW USER ID>' \
-H 'accept: application/json'

rue:

I1aIIKH.

OrtBer

<TENANT NAME> — WM T€HAHTA4;

BOBMOXGHJEBapHaHTbIOTBETOBZ

<FOLDER ID> — UJeHTHU(UKAIIMOHHBIN HOMep TalKy;

— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:

"message":

"string"
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5.6.6 IlpunynuTeabHast JeaBTOPHU3AIHA 0IH30BaTeJIs

Meton 1 KOHeYHas TOYKaA

POST/tenants/{tenant name}/users/{id}/logout

Omucanue

[IpurynUTENBbHO AEeaBTOPU3yeT MOJIb30BaTells U3 CUCTeMBI (feniaeT log out).
IIapameTps1

[TapameTpsl [i1s1 MeTOla YKa3aHbI B Tabmulie 52.

Tabauua 52 — IlepeueHb docmynHbix hapamempoB 05 dea6mopusauuu norb3obamens

HasBanue O0sa3aTeIbHBIN Tun gaHHBIX Onucanne
tenant name Ia string Wms TenanTa
. ) NnentudukaimoHHbIM
id Ia string
HOMeED TOJIb30BaTeJIs

3anpoc

curl -X 'POST' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/users/<ID>/logout" \
-H 'accept: application/json'

rue:

— <TENANT NAME> — HWMJ TE€HAHTaQ,

— <ID> — UJIeHTUPUKAITMOHHBIA HOMED JIeaBTOPHU3YyeMOro IMOJIb30BaTellsl.
OrtBer

BOBMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:

"message": "string"

— 401 — Auth header is not provided or token is invalid — He yka3an napameTp aBTOpu3anuu

WJIA HeKOPPeKTHBIN TOKeH. [Ipumep BbIBOJA:

"message": "string"
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5.6.7 UTeHue cIMCKa 00IIMX IIAIOK I10JIH30BaTeIs

Meton u KOHeuyHas TouKa

GET/tenants/{tenant name}/users/{id}/corporate

Omucanue

[To3BossieT MOMyYUTh CIIMCOK OOIIMX Aok, K KOTOPBIM I10JIb30BaTellb UMeeT JOCTYII.
IIapameTps1

[TapameTpsl [i1s1 MeTOa YKa3aHbI B Tabmulie 53.

Tabauua 53 — IlepeueHb docmynHbiXx napamempoB 0 UmeHust CUCKA 06WUX NanoK hoavb3obamens

HasBanue O0sa3aTeIbHBIN Tun gaHHBIX Onucanne
tenant name Ia string Wms TenanTa
. ) NnentudukaimoHHbIM
id Ia string
HOMeED TOJIb30BaTeIs

3anpoc

curl -X 'GET' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/users/<ID>/corporate" \
-H 'accept: application/json'

rue:

— <TENANT NAME> — HWMJ TE€HAHTaQ,

— <ID> — UJIeHTUPUKAITMOHHBIA HOMEP UCKOMOT'O MOJTh30BaTeJIsl.
OrtBer

BOBMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:
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{

"corp_folders": [

{
"admin email": "string",
"admin first name": "string",
"admin id": "string",
"admin last name": "string",
"admin username": "string",
"id": 0,
"name": "string"
"size": O

— 404 — User not found — I[Tonb3oBaTens He HaieH. [IpuMep BrIBOfA:

"message": "string"

5.6.8 Urenmne crucka ¢aityioB nosib30BaTes

Merton 1 KOHeYHas TOYKa

GET/tenants/{tenant_name}/users/{id}/files

Onucanue

[To3BossieT MOMyYUTh KOJIMYECTBO (PaijIoB I10JIb30BATEIISI U X OOIIMI pa3mep.
IIapameTps1

[TapameTpsl 11t METO/Ia YKa3aHbI B TabJvIle 54.

Tabnuua 54 — IlepeueHb docmynHbiX hapamempoB 05 umeHus cnucka ¢atinod noav3oBamens

Ha3sBanmue O0sa3aTeIHLHBIH Tun qaHHBIX Onucanmue
tenant name na string HUms TenanTa
. : WnentudukanmoHHbIN
id na string
HOMep TO0JIb30BaTeJIs

3anpoc

curl -X 'GET' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/users/<ID>/corporate" \
-H 'accept: application/json'

rue:
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— <TENANT NAME> — WM/ T€HAHTA;

— <ID> — HI[EHTHCI)HK&HHOHHBIIZ HOMep MCKOMOT'O I10JIb30BaTeJI.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — VcnemHo. [Ipumep BbiBOAa:
{

"files count": 0O;

"success": true;

"used bytes": 0;
¥

5.6.9 Yrenne nadopmarum o ¢GaitioBoii KBOTE MOJIH30BaTes

Meron u KOHeYHas TOYKa
GET/tenants/{tenant name}/users/{id}/quota

Omucanne

[To3BosiseT nmosy4uTh UHGPOPMANHMIO O PalIOBOM KBOTE MOJIb30BaTesl.

ITapameTps1

[TapameTpsl [i1s1 MeTOa YKa3aHbl B TabuIie 55.

Tabauua 55 — IlepeueHb docmynHbix hapamempoB st umeHust uHgopmauuu o gaiinoboii k6ome

noaw3oBamens
Ha3sBauue O0s3aTeIbHBIN Tun gaHHBIX Onucanue
tenant_name na string Wms TenanTa
. . HNnenTudurkainoHHbINA
id na string
HOMeEp IOJIb30BaTEJIS

3ampoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/users/<ID>/quota" \
-H 'accept: application/json'

roe:

— <TENANT NAME> — HMJ TE€HAHTaQ,

— <ID> — WUJIeHTU(UKAIMOHHBIA HOMep MUCKOMOI'O I10JIb30BaTeIsl.
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OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:
{

"id": "string";
"quota": O;
"success": true;
"used bytes": 0;
"username": "string";

¥

5.6.10 i3amenenue ¢aitioBoii KBOTHI IOJIL30BaTEIS

Mertoa u KOHeYHas TOYKa

PUT/tenants/{tenant name}/users/{id}/quota
Onmcanue

[To3BosisleT 3MeHUTDH PAIOBYIO KBOTY MOJIb30BATEIS.
ITapameTps1

[TapameTtpel [1s1 MeTOa YKa3aHbl B TabmuIe 56.

Tabauua 56 — IlepeueHb docmynHbix napamempoB 01 usmeHeHus gaiinoboii k6omwl noab3oBamens

HasBanmne O0sa3aTeIbHBIN Tun gaHHBIX Omnucanmne
. Pazmep Tpebyemoit
quota a string pIp . Y
KBOTHI B GaiiTax
tenant_name na string Hms TeHaHTa
. . HnenTrndrKanoHHBIN
id na string
HOMeP I0JIb30BaTeIs
3anpoc

curl -X 'PUT' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/users/<ID>/quota?quota=<QUOTA>" \
-H 'accept: application/json'

rmue.

— <TENANT NAME> — HWMsJ Te€HaHTa,

— <ID> — I/IJIEHTI/I(l)I/IKaLII/IOHHHﬁ HOMeP MCKOMOTI'O IT10JIb30BATeJIsd;
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— <QUOTA> — pa3Mep TpeOyeMoil KBOTHI B HalTax.
OtBert

BOBMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:
{

"id": "string";
"quota": 0O;
"success": true;
"used bytes": 0;
"username": "string";

}

5.6.11 Msamenenue craryca AByX()aKTOPHOMH aBTOpPH3aIMH I10Ib30BaTeIs

MeTon 1 KOHeYHas1 TOYKa

DELETE/tenants/{tenant name}/users/{id}/two_fa_settings

Onmucanue

[To3BonsieT ynanuTe (crenars reset) craTyc AByX(akTOPHOW aBTOPU3aI[UU I10JIb30BaTeIs.
ITapameTps1

[Tapametpsl [y1s MeTO/ja yKa3aHb!l B Tabnuie 57.

Tabauua 57 — IlepeueHb docmynHbIX hapamempoB 015 usmeHeHuss cmamyca 06yxghakmopHoti
aémopusauuu nonrbzo6amens

HasBanmne O0s3aTeILHEII Tun paHHBIX Onucanne
tenant_name na string Hms TeHaHTa
. ) Unentudukato
id na string Cl) P
[10JIb30BaTeJIsd
3anpoc

curl -X 'DELETE' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/users/<ID>/two_ fa settings" \
-H 'accept: application/json'

rmue.

— <TENANT NAME> — HWMsJ Te€HaHTa,

— <ID> — I/IJIEHTI/I(l)I/IKaLII/IOHHHﬁ HOMep MCKOMOT'O II0JIb30BaTeJIs.
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OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

{

"files count": 0O;

"success": true;
"used bytes": 0;
b

5.6.12 IIpocmoTp yaasneHHBIX ¢aiiioB MOJIL30BaTEIS

METOI[ H KOHeYHad TOYKa

GET/tenants/{tenant name}/recover/{user id}

Omucanne

[To3BossieT BBIBECTH CIHCOK YJaJleHHBbIX 3a OIpelieJIeHHbIH BpPeMeHHOM IPOMeXYyTOK

¢aitioB mosb3oBaTesl.

IIapameTps1

[TapameTpsl [1s1 MeTOla YKa3aHbI B Tabmuiie 58.

Tabauua 58 — IlepeueHb docmynHbiX hapamempoB 011 npocmompa cnucka yoaneHHwIx ¢aiinob
noav3oBamens

HasBauue

O0s3aTeIbLHBIN

Tun manHBIX

Onucanne

from

HeT

string

MomMeHT BpeMeHH B
dopmarte unix
timestamp, ecim
mapamMeTp yKazaH —
MOKa3bIBaTh Paiibl,
Ha4yWHAas C JJAHHOTO
MOMeHTa

to

HeT

string

MoMeHT BpeMeHH B
¢dopmMmare unix
timestamp, ecim
mapamMeTp yKa3aH —
MOKa3bIBaTh pakiibl,
3aKaHYMBAS JAHHBIM
MOMEHTOM

tenant name

aa

string

HNUmsa Tenanra
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Hassauue O0sa3aTeIbLHEIN Tun gaHHBIX Onucanne
. . Unentudpukato
user_id na string ¢ P
— [10JIb30BaTeJId
3anpoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/recover/<USER ID>&from=<TIMEl>&to=<TIME2>" \
-H 'accept: application/json'
roe:

— <TENANT NAME> — HWMs TeHAHTa;

— <USER_ID> — WJIeHTU(}UKAIIMOHHBIN HOMep MCKOMOT'O I10JIb30BaTes;

— from=<TIMEl> — BpeMeHHasi TO4ka B ¢opmare unix timestamp, ob6o3Havaroilas Hadajio
orbopa Paityios;

— to=<TIME2> — BpeMeHHas Touka B ¢opmare unix timestamp, o6o3Haydaroiasi KOHeI]

oTbopa daiios.
OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAA:

{
"files": [
{
"id": "string",
"name": "string",
"owner id": "string",
"rtime": 0O
b
]
b
— 400 — User does not belong to current tenant — Ilosp30BaTeNlb He HAWIEH B TEKYIEM
TeHaHTe. [IpuMep BhIBOJIA:
{
"message": "string"
}
— 404 — Tenant does not exist — TenaHT He cyiiectByeT. [Iprumep BbIBOfA:
{
"message": "string"
}

© 000 «HOBbBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2025 102



MonOdounc

5.6.13 BoccraHoBiieHne yiajieHHbIX (aiyioB M0JIL30BaTeIs

Meton 1 KOHeYHas TOYKaA

POST/tenants/{tenant name}/recover/{user id}

Omucanue

[To3BossieT BOCCTaHOBUTD y/laieHHble daiiyibl TOIb30BaTeIsl.
IIapameTps1

[TapameTpsl [1s1 MeTOa YKa3aHbI B Tabmuiie 59.

Tabauua 59 — IepeueHb docmynHbix napamempoB dns 6occmaroBaeHus yoaneHHwIX ¢aiinob
noav3oBamens

HasBauue O0s3aTeIbLHBIN Tun manHBIX Onucanne

UnentudukaTopsl
file_ids na string daiioB nosexanux
BOCCTaHOBJIEHHUIO

Unentudukatop
new_owner_id HeT string HOBOTO Biajiesbiia (B
CJlydae Tiepejiayy IIpaB)

tenant name na string HUms TenanTa
. . Hnentuduxaro
user_id na string ¢ P
- HI0JIb30BaTeIs
3anpoc

curl -X 'POST' SLOGIN_TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>\
/recover/<USER ID>&file ids=<ID1>,<ID2>,<ID3>&new owner id=<OWNER ID>" \
-H 'accept: application/json'

rue:

— <TENANT NAME> — WM TeHAHTa;

— <USER_ID> — WJIeHTU(}UKAIIMOHHBIA HOMEP MUCKOMOTO I10JIb30BaTesls;

—file ids=<ID1>,<ID2>,<ID3> —  WUAeHTHU(}UKATOPBl  (ailyos, IIOJIeXKAIIUX
BOCCTAHOBJIEHHIO (depe3 3alsTyIo0);

—new owner id=<OWNER ID> — HAEHTHU(}UKATOP HOBOTO Bjajefiblia (B Ciydae Iepefadd

aitnoB
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OtBer

BOSMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

{
"ids": [
o)
]
}
— 400 — File or user do not belong to current tenant — daii1 UM MOJIL30BATENb HE HAM/IeHbI
B TeKkyllleM TeHaHTe. [Iprmep BbIBOAA:
{
"message": "string"
¥
— 404 — Tenant not found — TenanT He HalifeH. [Ipumep BbIBOA:
{
"message": "string"
}
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5.6.14 OxoHuaTenbHO yIAIUTH (alIbl M0JIL30BaTeIs

Meton 1 KOHeYHasI TOYKA

DELETE/tenants/{tenant name}/recover/{user id}

Onucanue

[To3BoJisleT OKOHYATENBHO YIAJIATh GalIbl OJIb30BaTeNs (M3 KOP3UHBI).

IIapameTps1

[TapameTtpsl [1s1 MeTOa Yka3aHbl B Tabmutie 60.

Tabauua 60 — I1epeueHb docmynHbIX napamempol 01 OkoHUamenbHo20 yoaneHus gaiinob

noaw3oBamens
HasBauue O0s3aTeIbLHBIN Tun manHBIX Onucanne
UnentudukaTopsl
v . AMJIOB MOJIeKalluX
file ids Ia string ¢
- OKOHYATeJbHOMY
yIaIeHrIo
tenant_name na string Hms TeHaHTa
. . Unentudukato
user_id na string ¢ P
- [10JIb30BaTeJIsd

3anpoc

curl -X 'DELETE’

SLOGIN TOKEN \

"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/recover/<USER ID>&file ids=<ID1>,<ID2>,<ID3>" \
-H 'accept: application/json'

rue:

— <TENANT NAME> — HWMJ Te€HaHTa,

— <USER_ID> — I/IILEHTI/I(l)I/IKaHI/IOHHLII\/’I HOMepP MCKOMOT'O II0JIb30BATeJIsd;

—file ids=<IDl1>,<ID2>,<ID3>

WJIeHTUPUKATOPBI

OKOHY4TeJIbBHOMY YOdJIEHUIO (‘IQPEB 38H$ITYI-O).

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAA:
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"message": "string"

— 400 — File or user do not belong to current tenant — ®aiin WK MOJIBL30BaTENIb HE HAMIeHbI

B TeKyllleM TeHaHTe. [Ipumep BbIBOJA:

"message": "string"

— 404 — Tenant not found — TenanT He HalgeH. [Ipumep BbHIBOAA:

"message": "string"

5.6.15 IloryunTs aBaTap moJL30BaTeNs

MeTton 1 KOHeYHasi TOYKa
GET/tenants/{tenant_name}/users/{id}/avatar
Omucanue

[Tosmy4yuTh aBaTap moJb30BaTeIs.

IIapameTps1

[Iepeuenb mapaMeTpoB npeAcTaBiieH B Tabmuile 61.

Tabauua 61 — IlepeueHb napamempob

HasBanue O0sa3aTeIbHBIN Tun gaHHBIX Onucanue
tenant name Ia string Wms TenanTa
. ) NnentudukaimoHHbIM
id Ia string
HOMeED MOJIb30BaTeIs
3anpoc

curl -X 'GET' SLOGIN_ TOKEN \

"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\

tenants/<TENANT NAME>/users/<ID>/avatar" \
-H 'accept: application/json'

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:
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{
"avatar": "string",
"avatar_ id": "string",
"success": true

¥

5.6.16 MIsaMmenuTh aBaTap noJab30BaTeIs

MeTon 1 KOHeYHas1 TOYKa
PUT/tenants/{tenant _name}/users/{id}/avatar
Onucanue

H3meHUTH aBaTap MoJIb30BaTelIsl.
ITapameTps1

[Iepeuenb nmapameTpoB MpeJicTaBJieH B Tabiuile 62.

Tabauua 62 — IlepeueHb napamempol

HasBanmne O0sa3aTeIHLHBIII Tun gaHHBIX Onucanue
tenant name na string Hms TenanTa
. . HNnentudukainoHHbINA
id na string
HOMep T0JIb30BaTeJIs
3ampoc

curl -X 'PUT' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/users/<ID>/avatar" \
-H 'accept: application/json'

OtBer

BOBMOHGHﬂEBapHaHTLIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

"avatar": "string",
"avatar_ id": "string",
"success": true
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5.6.17 Y manurh aBaTap mojib30BaTesist

Meton 1 KOHeYHas TOYKaA
DELETE/tenants/{tenant name}/users/{id}/avatar
Omucanue

VnanuTh aBaTap m0JIb30BaTesl.

IIapameTps1

[Iepedyenb mapaMeTpoB NpeAcTaBJieH B Tabiuile 63.

Tabauua 63 — IlepeueHb napamempoB

HasBanue O0sa3aTeIbHBIN Tun gaHHBIX Onucanne
tenant name Ia string Wms TenanTa
. ) NnentudukaimoHHbIM
id Ia string
HOMeED TOJIb30BaTeJIs

3anpoc

curl -X 'DELETE' S$SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/users/<ID>/avatar?avatar=<AVATAR>" \
-H 'accept: application/json'

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

— 200 — Success — VYcnemHo. [Ipumep BriBOfa:

{
"avatar": "string",
"avatar_ id": "string",
"success": true

}
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5.6.18 i3amennTh nepcoHaJIbHbBIE TaHHBIE MI0JIH30BaTeJIs

Meton 1 KOHeYHas TOYKaA

PUT/tenants/{tenant name}/users/{id}/personal
Omucanue

H3MeHUTH NepcoHalIbHbIe TaHHbIe TI0JIb30BaTeIs.
IIapameTps1

[lepeyenb mapamMeTpoOB MpeJiCTaBJIeH B Tabmuie 64.

Tabauua 64 — IlepeueHb napamempoB uameHeHUst NePCOHATbHBIX JAHHbIX NoJb30Bamens

Ha3sBanue O0s3aTeILHBIN Tun paHHBIX Onucanne

quota na string Pa3zmep Tpebyemoit
KBOTHI B OaiTax

tenant name Ia string Wms TenanTa

WnentudukaimoHHbIN

id na string
HOMep I0JIb30BaTeJIs

3anpoc

curl -X 'PUT' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/users/<ID>/personal?quota=<QUOTA>" \
-H 'accept: application/json'

OtBer

BOBMOHﬂﬂﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnemHo. [Ipumep BriBOMA:
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"ctime": "string",
"domain": "string",
"enabled": true,
"except ctype prohibition": true,
"first name": "string",
"id": "string",
"is deleted": true,
"lang": "string",
"last name": "string",
"middle name": "string",
"password": "string",
"position": "string",
"quota": O,
"recovery email": "string",
"roles": [
{
"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",
"name": "string"
}
1,

"username": "string"
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5.7 PaboTa ¢ rpynmamMu nojin30BaTes1ei

5.7.1 Ilepeuyens rpymnm moJib3oBareJiei

Mertop 1 KOHeYHas TOYKa
GET/tenants/{tenant name}/groups
Onucanue

3arpoc repeyHsi CyleCTBYIOMKX TPYyIII.
ITapameTpb1

[Tapametpel 11 MeTOa yKa3aHbl B Tabinuiie 65.

Tabauya 65 — IlepeueHb napamempoB das Bvi6oda cnucka 2pynn noab3o6ameneti

Ha3sBauue O0s3aTeILHBIN Tun gaHHBIX Onucanue

ITouckoBBI#H 3ampoc.
Ecm atoT mapametp
YCTaHOBJIEH, TO MTOUCK
OCYIIeCTBISIeTC B
COOTBETCTBUH CO
3HauenreM. Ecmu
nmapaMmeTp He
YCTaHOBJIEH,
BBIBOJIUTCS TIOJIHBIN
CITUCOK BCeX TPYIIIT

query HeT string

limit HeT string OrpanuyeHus IOMCKa

[TapameTp HacTpoMKHU
offset HeT string BBIIAYH pe3yJIbTAaTOB
TIOMCKA

IIepedens 3ampeToB Ha
3arpy3Ky ¢$amioB
oTpeJieJIeHHbIX TUIIOB
IUTS. TPYTIIIBI

with_ctypes HeT string

ToYHBIHA TOUCKOBBIA

exact na string sanpoc

tenant name na string Hms TenanTa
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3anpoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/groups?query=<QUERY>&1imit=<LIMIT>&0ffset=<OFFSET>&\
with ctypes=<WITH CTYPES>&exact=<EXACT>" \
-H 'accept: application/json'
rue:

— <TENANT NAME> — HWMJ Te€HaHTa,

—-<QUERY>——-HOHCKOBBﬁiBaHpOG

<LIMIT> — OI'PaHHUY€HHUs ITOMCKa

<OFFSET> — IIapaMeTp HaCTpOfIKH BbIId9U pe3yJIbTATOB ITOMCKaA,

<WITH CTYPES> — BO3MOXKHOCTb pPaboThI C ¢aijaMi B COOTBETCTBUHU C IPaBUJIaAMU IS
olpe/ielleHHbIX Me/INaTHIIOB;

— <EXACT> — TOYHBIH [TOMCKOBBIX 3aI1pocC.
OtBer

Bo3MoskHble BapuaHThl OTBETOB:
— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:
{

"groups": [

{

"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
}

I

"id": 0,

"name": "string",

"subgroups": [

{
"id": 0,
"name": "string"
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}
1,
"users": [
{
"first name": "string",
"id": "string",
"last name": "string",
"middle name": "string",
"username": "string"
}
]
}
]
}
— 400 — File or user do not belong to current tenant — ®aiin WK MOJIL30BaTENb HE HAMIeHbI
B TeKyllleM TeHaHTe. [Ipumep BbIBOzA:
{
"message": "string"
3
— 404 — Tenant not found — TenanT He HatigeH. [Ipumep BbHIBOAA:
{
"message": "string"
}
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5.7.2 Co3naHue HOBOM I'PyNIbI MOJIb30BaTe e

Meton 1 KOHeYHasI TOYKA

POST/tenants/{tenant_name}/groups

Omnucauue

Co3aaTh HOBYIO TPYIITY 0JIb30BaTeNel.

IIapameTps1

[TapameTtpel 1151 MeToa ykasaHbl B Tabmuiie 51.

Tabauua 66 — I1epeueHb docmynHbIX napamempol s co30aHus apynn

HasBanmue O0sa3aTe IbHBIN Tun gaHHBIX Omnucanmne
name Ia string Wms HOBOY rpynmsl
[Tepeuennb
W eHTU(UKAITMOHHBIX
users HeT string HOMepoB
[oJIb30BaTesen
no0aBisieMBbIX B FPyIITy
tenant_name na string Wms TenanTa

3ampoc

curl -X 'POST'

SLOGIN TOKEN \

"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/groups?name=<NEW GROUP NAME>&users=<USER ID>" \
-H 'accept: application/json'

rue:

— <TENANT NAME> — WM/ T€HaHTa;

— <NEW_GROUP_NAME> — WM HOBOH T'PYIIIIbI;

— <USER_ID> — WJIeHTU(}UKAIIMOHHbIe HOMepa [10JIb30BaTellel f00aBisieMbIX B TPYyIIIY.
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OtBer

BOBMOXGHﬂeBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

{
"groups": [
{
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
}
1;
"id": 0O,
"name": "string",
"subgroups": [
{
"id": 0O,
"name": "string"
}
1;
"users":[
{
"first name": "string",
"id": "string",
"last name": "string",
"middle name": "string",
"username": "string"
}
]
}
]
3
— 404 — Tenant not found — TenanT He HatgeH. [Ipumep BbHIBOAA:
{
"message": "string"
}
— 409 — Group with such name already exists — ['pymnma c Takum uMeHeM yxke CYIIeCTBYeT.
[Tpumep BrIBOJA:
{
"message": "string"
b
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5.7.3 Yrenue nanpopmaium o rpymnime

Meton 1 KOHeYHasI TOYKA

GET/tenants/{tenant name}/groups/{group id}

Onucanue

3arpoc yCTaHOBJIEHHBIX 3HAaUeHUH ITapaMeTpoB IPYIII.

IIapameTps1

[TapameTpsl [i1s1 MeTOa YKa3aHbI B Tabmulie 67.

Tabnuua 67 — IepeueHb docmynHbIX hapamempoB 0ns umeHus uHgopmauuu o 2pynne

HasBanmue O0sa3aTe IbHBIN Tun gaHHBIX Omnucanmne
[Iepedens 3ampeToB Ha
. . 3arpysKy ¢$pansos
with_ctypes HeT string PY3Ky ¢
- oIIpefiesIeHHbIX THUIIOB
IJIsL TPYTIIIBL
tenant name na string Hms TenanTa
. . HNnentudukainoHHbINA
group_id na string
- HOMep T'PYIIIbI
3ampoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/groups/<GROUP_ ID>?with ctypes=<WITH CTYPES>' \
-H 'accept: application/json'

rue:

— <TENANT NAME> — WM/ T€HaHTa;

— <GROUP_ID> — MMS$ HOBOU I'PYIIIIBI;

— <WITH CTYPES> — BO3MOXHOCTb pa6OTbI C Cl)aflﬂaMH B COOTBETCTBHUU C IIpaBUJIaMU IJISd

orpeJie;IeHHbIX MeINdTUIIOB.
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OtBer

BOSMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

{
"groups": [
{
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
}
I,
"id": 0,
"name": "string",
"subgroups": [
{
"id": 0,
"name": "string"
}
I,
"users":[
{
"first name": "string",
"id": "string",
"last name": "string",
"middle name": "string",
"username": "string"
}
]
}
]
}
— 404 — Tenant not found — TenanT He HatgeH. [Ipumep BbHIBOAA:
{
"message": "string"
}
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5.7.4 I3meHeHNe HMEHHU IPYyNIIbI

Meton 1 KOHeYHas TOYKaA

PUT/tenants/{tenant name}/groups/{group _id}

Omucanue

OTnpaBsier 06HOBJIEHHe 3HaUYeHU TapaMeTpOB I'PYIIIIHI.
IIapameTps1

[TapameTpsl [i1s1 MeTOa YKa3aHbl B Tabmulie 68.

Tabauua 68 — IlepeueHb docmynHbIX hapamempoB 0151 nepeumeHoBaHus 2pynnbl

HasBanmue O0sa3aTe IbHBIN Tun gaHHBIX Omnucanmne
new_name HeT string HoBoe um4 rpynmst
tenant name na string HWms TenanTa
. : WNnentudukamoHHbIN
group_id na string
- HOMep TpYHIIbI

3anpoc

curl -X 'PUT' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/groups/<GROUP_ ID>?new name=<NEW NAME>" \
-H 'accept: application/json'

rue:

— <TENANT_ NAME> — HMMs TeHAHTa;
— <GROUP_ID> — HMs HOBOW I'DYIIIBI;
— <WITH CTYPES> — BO3MOXHOCTb paboThl C paiijlaMu B COOTBETCTBUU C IpaBUJIaMM MJIsl

orpeneeHHbIX MeJINdTUIIOB.
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OtBer

BOBMOXGHﬂeBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

{
"groups": [
{
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
}
1;
"id": 0O,
"name": "string",
"subgroups": [
{
"id": 0O,
"name": "string"
}
1;
"users":[
{
"first name": "string",
"id": "string",
"last name": "string",
"middle name": "string",
"username": "string"
}
]
}
]
3
— 404 — Tenant not found — TenanT He HatgeH. [Ipumep BbHIBOAA:
{
"message": "string"
}
— 409 — Group with such name already exists — I'pymnmna c Takum umMeHeM yxke CYIIeCTBYeT.
[Tpumep BrIBOJA:
{
"message": "string"
b
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5.7.5 Ypanenue rpynnsl

Meton 1 KOHeYHasI TOYKA

DELETE/tenants/{tenant name}/groups/{group_id}

Onucanue

Vnansier 3agaHHyio Tpynmy.

IIapameTps1

[TapameTpsl [1s1 MeTOa YKka3aHbl B Tabmulie 69.

Tabnuua 69 — IepeueHb docmynHbiX napamempoB Ons yoaneHus epynnbl

HasBanue O0sa3aTeIbHBIN Tun gaHHBIX Onucanue
tenant name Ia string Wms TenanTa
. ) NnentudukaimoHHbIM
group_id na string
- HOMeEp TPYIIbI
3anpoc

curl -X 'DELETE'

SLOGIN TOKEN \

"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\

tenants/<TENANT NAME>/groups/<GROUP_ ID>"

-H 'accept: application/json'

rue:

— <TENANT NAME> — HWMJ TE€HAHTaQ,

— <GROUP_ID> — MM yIaJIseMOU IPYIIIILL.

OrtBer

BOBMOXGHJEBapHaHTbIOTBETOBZ

\

— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:

"message":

— 404 — Tenant not found — TenaunT He HalifeH. [Ipumep BbIBOA:

"message":

"string"

"string"
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5.7.6 JlobaBJieHHe OJIL30BaTENISI B IPYIITY

Meton 1 KOHeYHasI TOYKA

POST/tenants/{tenant_name}/groups/{group id}/users

Onucanue

Jlob6agJisieT 10JIb30BaTeJIS B 3aJJaHHYIO FPYIITY.
IIapameTps1

[TapameTtpsl [1s1 MeTOa Yka3aHbl B Tabmute 70.

Tabauua 70 — IlepeueHb docmynHbix hapamempoB s dobabneHus noab3oBamens 6 epynny

HasBanmue Oo0s3aTeIbHBIH Tun maHHBIX Onucanne
[Iepedenn
users HeT string no0aBIsieMbIX
[I0JIb30BaTeJIeU
tenant name na string Hms TenanTa
. . HNpentudukaiioHHbIN
group_id na string ¢
- HOMEp TPYIIbI
3anpoc

curl -X 'POST' $LOGIN7TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\

tenants/<TENANT NAME>/groups/<GROUP ID>/users?users=<USER>"

-H 'accept: application/json'

rae:

— <TENANT NAME> — HWMsJ T€HAHTaQ;

— <GROUP_ID> — HMs TPYIIIIHI;

—-<USER>-—-HO68BHH€MLH1HOHBBOB&TEHh

OtBer

BOSMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — YcnemHo. [Ipumep BrIBOMA:
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"message": "string"
¥
—400 — One of the following parameters is required: username, id. Or user with such
id/username does not exist — TpebOyercs oAvH W3 ClIeQyIOMIMX I1apaMeTpOB: KM

nosb3oBaress, id. M monbp3oBarenb ¢ TaKUM HJIeHTU(HUKATOPOM/UMEHeM T10JIb30BaTelis

He cyuectByeT. [Ipumep BriBoOJaA:

"message": "string"

— 404 — Tenant not found — TenanT He HaiifeH. [Ipumep BbIBOIA:

"message": "string"

5.7.7 Y nanenue 1mojb30BaTess U3 IPyNIIbI

Mertop 1 KOHeYHas TOYKa

DELETE/tenants/{tenant name}/groups/{group _id}/users
Onucanue

Y nansiet mosib30BaTesist U3 TPYIIIIHL.

ITapameTps1

[TapameTtpsl [y1s1 MeTO/Ia YKka3aHbl B Tabmuiie 71.

Tabnuuya 71 — IlepeueHb docmynHbix napamempoB 01 yoaneHust noas3ofamens u3 2pynnol

Ha3sBauue O0s3aTeIbHBIN Tun gaHHBIX Onucanue
[lepeuenn
users HeT string Io0aBIsIeMbIX
MoJib30BaTejien
tenant name na string Hms TenanTa
. . HNnentudukainoHHbINA
group_id na string
- HOMep TPYTITbI
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3anpoc

curl -X 'DELETE' SLOGIN_TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/groups/<GROUP_ID>/users?users=<USER>" \
-H 'accept: application/json'

rmue.

— <TENANT NAME> — UM TeHaHTa;
— <GROUP_ID> — HMMsl TPYIIIIbI;

— <USER> — yJlaJIsieMbli 10JIb30BaTeJIb.
OtBer

BOBMOHGHﬂEBapHaHTLIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAA:

{
"message": "string"
}
— 400 — User is not a group member — Ilonp3oBaresib He BXOAUT B rpynmy. [Ipumep
BBIBO/JA.
{
"message": "string"
}
— 404 — Tenant, user or group not found — TenanT, monb3oBaTeNb UK TPYIIAa He HAWJEH.
[Ipumep BbIBOAA:
{
"message": "string"
}
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5.7.8 IlosrygyeHune criMcKa MOATPYIIT

Meton 1 KOHeYHasI TOYKA

GET/tenants/{tenant name}/groups/{group id}/groups

Onucanue

BbIBOOUT crivcok MOATPYII B UCKOMOW T'pyIIIIe.

IIapameTps1

[TapameTpsl [i1s1 MeTOa YKa3aHbl B Tabmule 72.

Tabauua 72— IlepeueHb docmynHbiX napamempoB 011 noAyYeHus chucka nodapynn

HasBanmue O0sa3aTe IbHBIN Tun gaHHBIX Omnucanmne
BoiBos moarpymnm ¢
with_ctypes HeT string MpaBWIaMH JIJIst
MeJIMaTUIIOB
tenant name na string Hms TenanTa
. . NnentudbukaimoHHbIN
group_id na string A uran
- HOMep TPYIIbI
3anpoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/groups/<GROUP_ ID>/groups?\

with ctypes=<WITH CTYPES>" \
-H 'accept: application/json'

rae:

— <TENANT NAME> — HWMJ TE€HaHTaQ,

— <GROUP_ID> — HMs TPYIIIIHI;

— <WITH CTYPES> — IIpaBWJIad OJisI MeIUATUIIOB.
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OtBer

BosmoxkHbIe BapUaHThI OTBETOB:
— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

{
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
}
I,
"id": 0,
"name": "string",
"subgroups": [
{
"id": 0,
"name": "string"
}
I,
"users": [
{
"first name": "string",
"id": "string",
"last name": "string",
"middle name": "string",
"username": "string"

— 404 — Tenant not found — TenanT He HateH. [Ipumep BbHIBOAA:

"message": "string"
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5.7.9 JlobaBJieHHe OATPYIIIBI

Meton 1 KOHeYHasI TOYKA

POST/tenants/{tenant_name}/groups/{group id}/groups
Omnucanue

JlobaBiieHre MMOATPYIIBI B TPYIIY.
IIapameTps1

[TapameTpsl [i1s1 MeTOa YKa3aHbI B Tabmulie 73.

Tabauua 73 — IlepeueHb docmynHbix hapamempoB s dobabaeHus nod2pynnbi

Ha3sBanue O0s3aTeILHBIN Tun paHHBIX Onucanne

HUm4 co3maBaeMoi

subgroup name na string TO/ITPYIIITBI

HMena nosnb3oBaTeseH,
users HeT string KOTOPBIX TpebyeTcs
106aBUTh B IIOATPYIITY

tenant name Ia string Wms TenanTa
NnentudukaimoHHbIM
. . HOME TG, B
group_id na string P vay
- KOTOPOM CO3HaeTCs
MO/ITPyTITIa
3anpoc

curl -X 'POST' SLOGIN_TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/groups/<GROUP_ID>/groups?\
subgroup name=<SUBGROUP NAME>&users=<USER1>, <USER2>" \
-H 'accept: application/json'

rue.

— <TENANT NAME> — HWMs TeHAHTa;
— <GROUP_ ID> — UAeHTUPUKATOP I'PYIIIIbI;
— <SUBGROUP_NAME> — IIpaBWJIa JJisl MeJJUATUIIOB;

— users=<USER1>, <USER2> — MMeHa JI00aBJisieMbIX B OATPYIITY I10JIb30BaTeJIeH.
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OtBer

BosmoxkHbIe BapUaHThI OTBETOB:
— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

{
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
¥
I,
"id": 0,
"name": "string",
"subgroups": [
{
"id": 0,
"name": "string"
¥
I,
"users": [
{
"first name": "string",
"id": "string",
"last name": "string",
"middle name": "string",
"username": "string"

— 404 — Tenant not found — TenanT He HateH. [Ipumep BbHIBOAA:

"message": "string"

— 409 — Failed to create subgroup — HeBo3MokHO co37aTh OATPYIITY, CKOpee BCero, ums

y>xe 3aHsT0. [IprMep BrIBOAA:

"message": "string"

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTUHW», 2013-2025 127



MonOdounc

5.8 PaboTa ¢ my0JIMIHBIMH CCHIJIKAMH

5.8.1 Ilosryyenne cnvcka MyOJTHYIHBIX CCHLIIOK

Mertop 1 KOHeYHas TOYKa

GET/tenants/{tenant name}/public_links

Onucanue

BosBpariaer ciucok my6IuYHBIX CCHIJIOK B TEHAHTE.
ITapameTpb1

[TapameTpsl 11 MeTo/la YKa3aHbI B Tabiulle 74.

Tabauya 74 — IlepeueHb docmynHblx napamempoB 011 NOAyUeHUsS ChUCKA NyOAUUHbBIX CCbLIOK
meHaHma

HasBauue O0sa3aTeIbLHEBIN Tun gauHBIX Onucanne

[TapameTp HacTpoOMKU

offset HeT string BbIIa4M pe3yJIbTaTOB
IIOKCKa
limit HeT string OrpaHnyeHus1 HIOUCKa
. CopTupoBaTh 110
sort_by HeT string
- napaMeTpam
. ITopsimox cOpTUPOBKHU
asc HeT string p pTHp
pe3yJIbTaTOB BbIAAYHU
tenant name na string Hms TenanTa
3ampoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/public links?offset=<OFFSET>&\
limit=<LIMIT>&sort by=<SORT BY>&asc=<ASC>" \
-H 'accept: application/json'

roe:

— <TENANT NAME> — HWMJ TE€HAHTaQ,

<OFFSET> — I1apaMeTp HaCTPOMKHU BbIIAaYM pe3y/IbTaTOB IIOUCKQ;

<LIMIT> — OI'pPaHHYeHHs IIOMCKa

<SORT_ BY> — COPTHPOBKaA I10 IIdpaMeTpaM,

© 000 «HOBbBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2025

128



MonOdounc

— <ASC> — COPTHPOBKA Pe3yJIbTaTOB IIOKCKa.

OTtBer

BOBMOXGHﬂeBapHaHTbIOTBBTOBI

— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:

{

"count": 0,{

"public links": [
"end time": O,
"first name": "string",
"is password": true,
"key": O,
"last name": "string",
"object name": "string",
"object type": "string",
"owner id": "string",
"start time": "string",
"status": "string",
"type": "string",

}

]

}
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5.8.2 BirokupoBKa 1 pa3dJIOKMPOBKA ITyOJTHIHONH CCHLIJIKH

Meton 1 KOHeYHas TOYKaA

PUT/tenants/{tenant name}/public_links/{link key}

Omucanue

[To3BosisieT 3a610KMPOBATh U Pa30JIOKMPOBATh YKAa3aHHYIO MYOJIMYHYIO CCBIJIKY.
IIapameTps1

[TapameTpsl [1s1 MeTOla YKa3aHbI B Tabmule 75.

Tabnuua 75 — IlepeueHb docmynHbiX hapamempoB 015 6a0KupoBku u pazbaokupobku nybauuHol
CCbLIKU

HasBauue O0s3aTeIbLHBIN Tun manHBIX Onucanne

3abokupoBaTh /
enabled HeT string Pa3bI0KUPOBATh
My OJIMYHY O CCBUIKY

tenant name Ia string Wms TenanTa
WUnentudukartop
(KJTI09) CCBUIKH, MOXeT
link key na string OBITH TIOJTyYeH

meronom GET us
npeAbIayInero pasena

3ampoc

curl -X '"PUT' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/public links/<LINK KEY>?enabled=<ENABLED>" \
-H 'accept: application/json'
roe:

— <TENANT NAME> — WM TeHaHTa;

— <LINK _KEY> — 3HaueHHMe wWAeHTHU¢UKaTopa (KJII0Ya) CCHUIKM, IapameTrpa key,
nonyseHHoro MerogoM GET u3 npenpinyimero pasnena;

— enabled=<ENABLED> — eCJIA I1apaMeTp yKa3aH, TO CCbUIKa Oyzner pa3biioknpoBaHa (true)

wiy 3abokrpoBana (false).

© 000 «HOBbBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2025 130



MonOdounc

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

"message": "string"

— 404 — Tenant not found — TenanT He HaifeH. [Ipumep BbIBOIA:

"message": "string"

5.8.3 Ymanenue my0ImaHON CCHLIIKH

Meton 1 KOHeYHasI TOYKA

DELETE/tenants/{tenant name}/public_links

Omucanme

[To3BosisieT ymanuTh YKa3aHHYH NyOIMYHYIO CCBUIKY WA BCe IyOJIMYHBIE CCBUIKU

YKA3dHHOI'O I10JIb30BaTeJIs.

ITapameTps1

[Tapametpel 11 MeTOa yKa3aHb! B Tabinuie 76.

Tabauua 76 — IlepeueHb docmynHbix hapamempoB 04 yoaneHust nybauuHot cCblaku

HasBanue

O0s3aTeIbHBIN

Tun gaHHBIX

Onucanue

query

HeT

string

B 3aBucumoctu ot
3HaueHHs — KIIF0Y
CCBIIKY WU

W eHTUPUKATOP
IoJIb30BaTesl —
yIansieT YKa3aHHYIO
CCBIJIKY WIM BCe CCBUIKU
II0JIb30BaTeJIs
COOTBETCTBEHHO

tenant name

aa

string

HUm4a Tenanra
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3anpoc

curl -X 'DELETE' SLOGIN_TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/public links?query=<QUERY>" \
-H 'accept: application/json'

rue:

— <TENANT_NAME> — HMMsI TEHAHTQ;
—query=<QUERY> — eCJIM IlapaMeTp yKa3aH Kak wuJeHTHUKaTtop ccbuiku (key), To

nyOnu4Has ccelika OyZeT yjajeHa, eciM I1apaMeTp yKasaH Kak WJIeHTU(UKATOop
nosib3oBarens (owner id), To Bce mybaMYHbIe CCHUIKM YKa3aHHOI'O I10JIb30BaTessi OyIoyT

yIaJIeHBbl.
OTtBer

BOBMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemno. [Ipumep BbiBOAA:

"message": "string"

— 404 — Tenant not found — TenanT He HalfeH. [Ipumep BbIBOA:

"message": "string"
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5.8.4 VIaMeHeHHe HACTPOEK IyOJIMIHBIX CCHIJIOK B TEHAHTE

Meton 1 KOHeYHas TOYKaA

PUT/tenants/{tenant name}/public_link settings

Omucanue

[To3BossieT M3MEeHUTh HACTPOWMKYU MyOIMYHBIX CCBIJIOK B TEHAHTe.
IIapameTps1

[TapameTpsl [i1s1 MeTOla YKa3aHbl B Tabmute 77.

Tabauua 77 — IlepeueHb docmynHbIX hapamempoB 0151 U3MeHeHUS HACMPOeK NYOJAUUHBIX CCbLIOK

meHaHma
Ha3sBanmue O0sa3aTeIHbHBIN Tun gaHHBIX Onucanmue
[Tapametp nnis
public_link settings HeT string HAaCTPOUKU Iy OJIMYHBIX
CCBUIOK
tenant name na string Wms TenanTa

3anpoc

curl -X 'PUT' SLOGIN_ TOKEN \

"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\

tenants/<TENANT NAME>" \

-d public link settings=\

"{"public link access time without password": 0,\
"public link corp folders enabled": true,\
"public link enabled": true,\

"public link password required": true,\
"public link threshold attempts number": 0}" \
-H 'accept: application/json'
rue:

— <TENANT NAME> — HUMS4 T€HAHTA,
—public link settings — HaCTpOﬁKH 1A paGOTbI C Hy6J’II/I‘IHbIMI/I CCBbLJIKAMH B T€HAHTe:
— "public link enabled”: true -—— pa3pelMTb CO3[laHWe MYOJIUYHBIX CCBHUIOK;
BO3MOXKHBIe 3HaueHwus true uH false, o ymonmdaHuo true (BKJIIOUEHO);
— "public link corp folders enabled": true-——paspeHHYHJHy6ﬂHQHbH2CCHHKHﬁHHH

00IMX NaNoK M UX COIepXKUMOr0; BO3MOXKHbIe 3HaueHHUs true uinu false, mo ymomyanuio

true (BKJIFOYEHO);
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— "public link password required": true — BKJIIOYHWTH 3alllUTy IIapojieM [JId BCeX
CCBLJIOK;

— "public link access time without password": 0 — IPOOOJIKHUTEJIBHOCTb JOCTYIIA
I10CJIe BBOJA I1apOJId,

— "public link threshold attempts number": 0 — KOJIM4eCTBO [JOIIYCTHMBIX

Hey/IaYHbIX OMBITOK BBOA MAPOJIs.
OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAA:

{

"id": "string",

"name": "string",

"public link settings": {
"public link access time without password": O,
"public link corp folders enabled": true,
"public link enabled": true,
"public link password required": true,

"public link threshold attempts number": 0

b
b
— 401 — Auth header is not provided or token is invalid — He yka3an mapamerp aBTOpH3annu
WJIM HEKOPPeKTHHIN TOKeH. [Ipumep BbIBOJIA:
{
"message": "string"
}
— 404 — Tenant not found — TenanT He HaiifeH. [Ipumep BbIBOIA:
{
"message": "string"
}
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5.9 Pabora ¢ ki1rouamMu gocryna

5.9.1 Ilomy4yeHue cncKa KJI049ed JOCTyIIa B TeHaHTe

W KOHe4YHad TO4YKa

GET/tenants/{tenant name}/domains/{domain}/promo codes
Onucanue

ITo3Bonser IMOJIYYUThb CIIMCOK KJII0uen HOOCTyIld, CreHepUupPOBAHHLIX B YKd3dHHOM JIOMEHe

TeHaHTa.
ITapameTps1

[Tapametps! 11 MeTO/a yKa3aHb!l B Tabinuie 78.

Tabnuua 78 — IlepeueHb docmynHbIX hapamempoB 011 nofydeHus chucka kmoueli docmyna

HasBauue O0s3aTeIbLHBIN Tun manHBIX Onucanne

AnMuH TeHaHTa, IpU
yKa3aHUU OyayT
creator HeT string BO3BpallleHb! TOJbKO
CO3[IaHHbIe UM KITIOYU
J0CTyTa

[ToxazaTp TOJBKO
status HeT string KJIFOYU JOCTYIIA C
YKa3aHHBIM CTaTyCOM

tenant name na string Hms TenanTa

HoMeH, B KOTOPOM
domain na string CreHepUpOBaHbI KIIIOYH
mocTyna

3ampoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/domains/<DOMAIN>/promo_codes?\
creator=<CREATOR NAME>&status=<STATUS>" \
-H 'accept: application/json'

rue:

— <TENANT NAME> — WM/ T€HAHTa;

<DOMAIN> — JJOM€eH, B KOTOPOM BLIJIaHbI KITFOYX JOCTYIIA,

<CREATOR NAME> — OI'PaHMYeHN e BbIBOJId I10 YKA3dHHOMY CO3aTeJIt0 KJIFOYen JAOCTYyIIa;

<STATUS> — OrpPaHHYeHUe BbIBOJIA II0 CTATyCy KJII04el 1oCTyna.
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OtBer

Bo3moxkHEbIe BdPHUAHTBI OTBETOB:

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

{
"promo_codes": [
"string",

]

5.9.2 Co3gaHue KJII0Ya JOCTyIIa B TEHAHTE

METOI[ H KOHeYHad TOYKa

POST/tenants/{tenant name}/domains/{domain}/promo_codes

Omucanne

ITo3BonseT co3maTh K09 JOOCTyIId B YKd3dHHOM JIOMeHe TeHdHTd.

ITapameTps1

[Tapamertpel [1s1 MeTOa YKa3aHbl B Tabmuie 79.

Tabnuua 79 — IlepeueHb docmynHbix hapamempoB 045 co30aHus karoua docmyna

Ha3zBanue

Oo0s3aTeILHBIN

Tun maHHBIX

Onucanne

count

aa

string

KomuectBo
co37aBaeMbIX KIoden
IoCcTyIa

lifespan

HeT

string

JTebHOCTD
Ile’CTBUA CO3[1aBaeMbIX
KJII0Yel JoCcTyna

output

HeT

string

®dopmaT BbIBOJIA
CreHepUpOBaHHbBIX
KIIIoYel oCcTyma: json
i file

tenant name

aa

string

HUmsa Tenanra

domain

Ja

string

IoMeH, B KOTOpOM
CreHepUpPOBaHbI KITFOYH
JIOCTYyTIa
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3anpoc

curl -X 'POST' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/domains/<DOMAIN>/promo_codes' \
-d promo_codes='{"count": <COUNT>, "lifespan": <LIFESPAN>, "output": <OUTPUT>}"' \
-H 'accept: application/json'
rue:

— <TENANT NAME> — HWMJ Te€HaHTa,

<DOMAIN> — JJOMEH, B KOTOPOM BbIJIaHbI KJIFOYH IOCTYIIA;

<COUNT> — KOJINYeCTBO BbIJJaBaeMbIX KJIIOUel JI0CTYIIa;

<LIFESPAN> — JUIMTEJIbHOCTb JeMCTBUS BbIAaBaeMbIX KJIIOYel I0CTyIa;
— <OUTPUT> — ¢opMaT BBIBOJIAa CreHepHMpOBaHHBIX Kiodedl pocrtyma: json unm file, mo

YMOJIYaHHUIO jSOM.
OtBer

BosmoxHbIe BapUaHThl OTBETOB:
— 200 — Success — VYcnemHo. [Ipumep BbiBOAA:
{

"promo_codes": [
"string",

]
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5.9.3 Y naneHnue Kiroda I0CTyIa B TEHaHTe

Meton 1 KOHeYHas TOYKaA

DELETE/tenants/{tenant name}/domains/{domain}/promo_codes/{promo code}
Omucanue

[To3BossieT yianuTh YKa3aHHBINM KITI0Y JIOCTYTIA.

IIapameTps1

[TapameTtpsl [1s1 MeToa Yka3aHbl B Tabmuiie 80.

Tabauua 80 — IlepeueHb docmynHbix hapamempoB 045 yoaneHus karoua docmyna

Ha3sBanue O0s3aTeILHBIN Tun paHHBIX Onucanne

Kimou nocrtyma,

promo_code na string T0J1JIeKa Ui
yIaJIeHUIO
tenant name na string Hms TenanTa

HoMeH, B KOTOPOM
domain na string CreHepUpOBaHbI KIIIOYH
mocTyna

3ampoc

curl -X 'DELETE' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/domains/<DOMAIN>/promo_ codes" \
-d promo codes='{"count": <COUNT>, "lifespan": <LIFESPAN>, "output": <OUTPUT>}"' \
-H 'accept: application/json'
rue:

— <TENANT NAME> — WM/ T€HaHTa;
— <DOMAIN> — JOMEH, B KOTOPOM BbIJJdHbI KJIFOYMX OOCTYIIA,

— <PROMO_CODE> — yJla/IieMbI{ KJII0Y JIOCTYIIA.
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OtBer

BOSMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:
{

"promo_codes": [

"string",

]
¥

— 404 — Tenant not found — TenanT He HatgeH. [Ipumep BbHIBOAA:
{

"message": "string"
}
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5.10 Pabora ¢ MemquaTunaMu

5.10.1 IToryuyeHne crMcka rpymni ¢ 3anpeTamMHy Ha 3arpy3Ky MeiMaTHIIOB

MeToa 1 KOHeYHass TOYKA

GET/tenants/{tenant name}/ctypes prohibition/groups

Omucanme

ITo3Bonser MMOJIYYUTb CIIMCOK TIpyIIIn, Jid KOTOPbIX YCTAHOBJIEH 3dlIpeT Hd 3dIPY3KYy

olipeniejieHHbIX MeJUaTUIIOB.

ITapameTps1

[TapameTpsl [iy1s1 MeTo/la YKka3aHbl B Tabmuile 81.

Tabauua 81 — IlepeueHb docmynHbIX hapamempoB 01 npocmMompa Cnucka 2pynn ¢ 3anpemamu Ha
meduamunsl

Hassauue

O0sa3aTeILHEIN

Tun xaHHBIX

Onucanne

sort_order

HeT

string

[Topsimox COPpTUPOBKHU
pe3yJbTaToOB BHIIAYH,
MO’eT MPUHUMATh
3HaYeHus asc Wi desc

tenant_name

aa

string

Hm4a TeHanra

3ampoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/ctypes prohibition/groups?\
sort order=<SORT_ ORDER>" \
-H 'accept: application/json'

rue:

— <TENANT NAME> — HWMJ TE€HAHTaQ,

— <SORT ORDER> — IIOPSIIOK COPTUPOBKU pe3ysbTaTOB BbIIa4M, MOXeT IIPpUHUMAaTh

3HaYeHus asc Uiy desc.
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OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

{
"count": O,
"ctypes": [
{
"ctime": O,
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
b
]
"etime": 0O,
"id": 0,
"name": "string",
b
]

— 404 — Tenant or group not found — TenanT unu rpymia He HaifeHbl. [[puMep BbIBOA:

"message": "string"

5.10.2 Mi3meHeHue criMCcKa IPYNII C 3allpeTaMH 3a 3arpy3Ky MeJUaTHIIOB

Meton 1 KOHeYHasI TOYKA

PUT/tenants/{tenant name}/ctypes_prohibition/groups

Ommucanme

ITo3BoONsIeT WM3MEHHUTh CITHCOK rpyi1in, i KOTOPBIX YCTAHOBJIEH 3dllpeT Hd4 3dI'PY3KY

ollpeJieIeHHbIX MeIUaTUIIOB.
ITapameTpb1

[TapameTpsl [iy1s1 MeTO/la YKka3aHbl B Tabmuiie 82.

Tabauya 82 — IlepeueHb docmynHblXx hapamempoB 011 U3MeHeHUS CNUCKA 2pynn ¢ 3anpemamu 0

Meduamunob
HasBauue O0sa3aTeILHEBIN Tun xanHBIX Onucanne
I'pynnet, 17151 KOTOPBIX
groups na
OymyT u3MeHeHbI
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HasBanmne O0s3aTeILHEII Tun paHHBIX Onucanue
3ampeThl Ha 3aTPy3Ky
MeqUaTHUIIOB

tenant name na string HUms TenanTa

3anpoc

curl -X 'PUT' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/ctypes prohibition/groups?groups=<GROUPS>"
-H 'accept: application/json'

rue:

— <TENANT NAME> — HWMJ Te€HaHTa,

— <GROUPS> — I/IHEHTI/ICl)I/IKaTOpr rpymnn OJIb30BaTelemn, s KOTOPBIX 6y,HYT H3MeHeHbI

3dIIpeThbl Ha 3dI'PY3Ky MeIhdTUIIOB.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

— 200 — Success — VYcnemHo. [Ipumep BrIBOfa:

— 404 — Tenant or group not found — TenanT unu rpymnmna He HaiijieHsl. [Ipumep BriBofa:

{
{
"ctime": O,
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
}
I
"etime": O,
"id": 0,
"name": "string",
}
}
{
"message": "string"
b
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5.10.3 Utenue 3anpeToB Ha 3arpy3Ky MeIHATHIIOB /ISl TPYIIIHI

Meton 1 KOHeYHas TOYKaA
GET/tenants/{tenant_name}/ctypes prohibition/groups/{group id}
Omucanue

[To3BosnsieT MONMYyYWTHb CIMCOK 3alpeToB JUIsi MeIWaTUIIOB OIpefesleHHONW TpYIIbI

I10JIb30BaTesieH.
ITapameTpsI

[Tapametpe! 11 MeTOja yKa3aHb! B Tabnuie 83.

Tabauua 83 — IlepeueHb docmynHbiX hapamempoB das npocmompa 3anpemoB meduamunoB y
epynnbl

HasBauue O0sa3aTeIbLHEBIN Tun maHHBIX Onucanne

I'pynma, ns koTopoi
HeoOX0oAUMO HAWTU

group_id na string
- 3allpeThsl Ha 3arpy3Ky
MeJuaTUIIOB
tenant name Ia string Wms TenanTa
3anpoc

curl -X 'GET' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/ctypes prohibition/groups/<GROUP_ ID>" \
-H 'accept: application/json'

rae.

— <TENANT NAME> — HWMJ TE€HAHTaQ,

— <GROUP_ID> — UAEHTUPUKATOP UCKOMOM I'PyIIIHI.
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OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

{
"ctime": O,
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
b
]

"etime": 0O,
"id": 0,
"name": "string",

}

— 404 — Tenant or group not found — TenanT unu rpymma He HaifeHbl. [[puMep BbIBOA:

"message": "string"

5.10.4 Vi3meHeHue 3anIpeTOB Ha 3arpy3Ky MeIHMaTHUIIOB /ISl IPyIIIbI

Meton 1 KOHeYHas TOYKaA
PUT/tenants/{tenant name}/ctypes_prohibition/groups/{group id}
Onmcanue

Ilo3BonsieT HW3MEHHUTh CITMCOK 3dllpeToB JId MeJudTHUIIOB OHpEHEHeHHOﬁ I'PYyIIIbI

I10JIb30BaTesieH.
ITapameTpb1

[TapameTpsl 11 MeTo/la YKa3aHbI B Tabiulle 84.

Tabauua 84 — IlepeueHb docmynHbiXx hapamempoB 0 usmeHeHus 3anpemo6 meduamunoB y epynnbl

Ha3sBauue O0sa3aTeILHBIN Tun gaHHBIX Onucanue
o . H3MensgeMble 3a1peTsl
prohibited ctypes na string P
- I MeJUaTHIIOB
. ) I'pynmna, g koTopoi
group_id na string py A P

HeoOX0gUMO M3MEHUTH
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HasBanmne O0s3aTeILHEII Tun paHHBIX Onucanue
3ampeThl Ha 3aTPy3Ky
MeqUaTHUIIOB

tenant name na string HUms TenanTa

3anpoc

curl -X 'PUT' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\

tenants/<TENANT NAME>/ctypes prohibition/groups/<GROUP_ID>?\

prohibited ctypes=<CTYPES>" \
-H 'accept: application/json'

rue:

— <TENANT NAME> — HWMJ Te€HaHTa,

— <GROUP_ID> — UJAEHTUDUKATOP NCKOMOU T'PYIIIIbI;

— <CTYPES> — HM3MeHseMble 3allpeThl OJId MeIuaTHUIIOB.

OtBer

BOBMOHGHﬂEBapHaHTLIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAA:

{
"ctime": O,
"ctypes": [
{

"grouped ctype": "string",
"prohibited": true

b
I
"etime": 0O,
"id": 0O,

"name": "string",

}

— 404 — Tenant or group not found — TenanT unu rpymnmna He HaitieHsl. [IpuMep BeIBofIa:

"message":

"string"

© 000 «HOBbBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2025

145



MonOdounc

5.10.5 Yganenue 3anperoB Ha 3arpy3Ky MeJHATHIIOB /ISl TPYIIIHI

Meton 1 KOHeYHasI TOYKA

DELETE/tenants/{tenant name}/ctypes_prohibition/groups/{group id}

Onucanue

ITo3Bonser YOAJIUTE CIIMCOK

I10JIb30BaTesieH.

ITapameTpsI

[Tapametprl 11 MeToja yKa3aHb! B Tabnue 85.

Tabauua 85 — IlepeueHb docmynHbix napamempoB dns yoaneHus 3anpemoB meduamuno6 y epynnbl

3aIpeToB

IUIT  MeIUaTUIIOB

OIpefieJIeHHOU

TPYIIIbI

Ha3sBaumne O0s3aTeILHBIN Tun gaHHBIX Onucanue
I'pynmna, ang xoTopoit
. . HEOOXOJIMMO YIaJIUTh
group_id na string
- 3ampeTsl Ha 3arpy3Ky
MeqUaTHUIIOB
tenant_name na string UM4 TeHaHTa

3anpoc

curl -X 'DELETE’

SLOGIN_ TOKEN \

"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\

tenants/<TENANT NAME>/ctypes prohibition/groups/<GROUP_ID>"

-H 'accept: application/json'

rue:

— <TENANT NAME> — WM T€HAHT4,

— <GROUP_ID> — HJIeHTU(}UKATOP UCKOMOW T'PYIIIIHL.
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OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

{
"ctime": O,
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
b
]

"etime": 0O,
"id": 0,
"name": "string",

}
— 404 — Tenant or group not found — TenanT unu rpymma He HaifeHbl. [[puMep BbIBOA:

"message": "string"

5.10.6 IToryuenne crMcka noJib30oBaTesiei ¢ 3aripeTaMH Ha 3arpy3Ky MeJHaTHUIIOB

Meton 1 KOHeYHas TOYKaA
GET/tenants/{tenant name}/ctypes prohibition/users
Onmcanue

ITo3Bomnser IMOJIYYUTDb CIIMCOK MOJIb30OBaTeNeu, st KOTOPBIX YCTAHOBJIEH 3aIllpeT Hd 3dI'PY3KY

ollpeJieIeHHbIX MeIUaTUIIOB.
ITapameTpb1

[Tapametprl 11 MeTOa yKa3aHbl B Tabinuiie 86.

Tabauuya 86 — IlepeueHb docmynHblXx hapamempoB 01 hpocmompa cnucka noav3o6ameneti ¢
3anpemamu Ha meduamunsl

HasBauue O0sa3aTeILHEBIN Tun xanHBIX Onucanne

[Topsimok cOpTUPOBKU
pe3yJIbTaTOB BbIIA4H,
MOXeT MPUHUMATh
3Ha4YeHMs asc WM desc

sort_order HeT string
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Hassauue

O0sa3aTeIbLHEIN

Tun paHHBIX

Onucanne

tenant name

aa

string

HNUmsd Tenanra

3anpoc

curl -X 'GET' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/ctypes prohibition/users?sort order=<SORT_ ORDER>" \
-H 'accept: application/json'

rme:
— <TENANT_NAME> —

— <SORT_ORDER> —

WM TeHaHTa,

IMOpSAAOK COPTUPOBKU pPe3yJjibTdTOB BblJIdYH, MOXKET IMPpUHUMATb

3Ha4YeHud asc uim desc.
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OtBer

BOSMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

"count": O,
"users": [
{
"ctime": "string",
"domain": "string",
"enabled": true,
"except ctype prohibition": true,
"first name": "string",
"id": "string",
"is deleted": true,
"lang": "string",
"last name": "string",
"middle name": "string",
"password": "string",
"position": "string",
"quota": O,
"recovery email": "string",
"roles": [
{
"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",
"name": "string"
}
I,
"username": "string"
}
I,

"users _count": 0

— 404 — Tenant not found — TenanT He HaiaeH. [Ipumep BbIBOA:

"message": "string"
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5.10.7 Utenue 3anpeToB Ha 3arpy3Ky MeJIHATHIIOB /ISl I0JIb30BaTeJIs

Meton 1 KOHeYHas TOYKaA

GET/tenants/{tenant_name}/ctypes prohibition/users/{user id}

Omucanue

[To3BossieT MOTyYUTh CIIUCOK 3alIPeTOB MeIMAaTUIIOB JIJIsl OIIpeJle]IeHHOTO I10JIb30BaTeJIs.
IIapameTps1

[TapameTpsl [i1s1 MeTOa YKka3aHbl B Tabmulie 87.

Tabauua 87 — IlepeueHb docmynHbix hapamempoB 01 npocmompa 3anpemo6 meduamuno6
onpedeneHHO20 nonb3oBamens

HasBauue O0s3aTeIbLHBIN Tun manHBIX Onucanne

[Tosb3oBaTens, AJist
KOTOPOTO Heob6X0IUMO

user id Ia string .
- HaWTH 3alpeThl Ha
3arpy3Ky MeJIMaTHIIOB
tenant_name na string Hms TeHaHTa
3anpoc

curl -X 'GET' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/
\tenants/<TENANT NAME>/ctypes prohibition/users/<USER ID>" \
-H 'accept: application/json'

rue:

— <TENANT NAME> — HWMJ TE€HAHTaQ,

— <USER_ID> — HJIeHTU(UKATOP UCKOMOU I'PYIIIIHL.
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OtBer

BOSMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

"count": O,
"users": [
{
"ctime": "string",
"domain": "string",
"enabled": true,
"except ctype prohibition": true,
"first name": "string",
"id": "string",
"is deleted": true,
"lang": "string",
"last name": "string",
"middle name": "string",
"password": "string",
"position": "string",
"quota": O,
"recovery email": "string",
"roles": [
{
"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",
"name": "string"
}
I,
"username": "string"
}
I,

"users _count": 0

— 404 — Tenant not found — TenanT He HaiaeH. [Ipumep BbIBOA:

"message": "string"
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5.10.8 Vi3ameHneHue 3anpeToB Ha 3arpy3Ky MeIHATHIIOB /IS IIOJIH30BaTeJIs

Meton 1 KOHeYHas TOYKaA

PUT/tenants/{tenant name}/ctypes prohibition/users/{user id}

Omucanue

[To3BossieT M3MEeHUTH CITUCOK 3alPeTOB MeIMaTUIIOB JIJIsl OIIpeJle]IeHHOTO I10JIb30BaTeJIs.
IIapameTps1

[TapameTpsl [1s1 MeTOa YKa3aHbI B Tabmulie 88.

Tabauua 88 — IlepeueHb docmynHbiX hapamempoB 015 usaMeHeHus 3anpemo6 meduamunoB
onpedeneHHO20 nonb3oBamens

Ha3sBanmue O0sa3aTeIHbHBIN Tun gaHHBIX Onucanmue
except ctype prohibiti 1 strin H3mensieMble 3ampeTsl
on & 111 MeJTUaTUIIOB
I'pynma, 11 kKoTopoi
. : Heo0X0IUMO U3MEeHUTh
user_id na string
- 3arpeTsl Ha 3arpy3Ky
MeJIMaTUIIOB
tenant name na string HUms TenanTa

3anpoc

curl -X 'PUT' SLOGIN_ TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/ctypes prohibition/users/<USER ID>?\
except ctype prohibition=<CTYPES>" \
-H 'accept: application/json'

rue:

— <TENANT NAME> — HWMJ Te€HaHTa,
— <USER_ID> — I/IJIEHTI/Iq)I/IKaTOp KW CKOMOT O ITOJIb30BATeJIs,

— <CTYPES> — HM3MeHseMble 3allpeThl Ojid MeIuaTHUIIOB.
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OtBer

BOSMOXGHﬂeBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

"count": O,
"users": [
{
"ctime": "string",
"domain": "string",
"enabled": true,
"except ctype prohibition": true,
"first name": "string",
"id": "string",
"is deleted": true,
"lang": "string",
"last name": "string",
"middle name": "string",
"password": "string",
"position": "string",
"quota": O,
"recovery email": "string",
"roles": [
{
"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",
"name": "string"
}
I,
"username": "string"
}
I,

"users _count": 0

— 404 — Tenant or group not found — TenaHT uu rpymma He HadeHbl. [IprMep BBIBOA:

"message": "string"
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5.10.9 Yganenue 3anpeToB Ha 3arpy3Ky MeAHATHIIOB /ISl II0JIb30BaTeJIs

Meton 1 KOHeYHas TOYKaA

DELETE/tenants/{tenant name}/ctypes_prohibition/users/{user id}

Omucanue

[To3BossieT yianuThb CIIUCOK 3alIPeTOB MeIMATUIIOB JIJISl OIIpe/ieJIeHHOT O TI0JIb30BaTeIsl.
IIapameTps1

[TapameTpsl [1s1 MeTOa YKka3aHbl B Tabmuiie 89.

Tabauua 89 — IlepeueHb docmynHbix hapamempoB 0 yoaneHus 3anpemo6 meduamunoB
onpedeneHHO20 nonb3oBamens

HasBauue O0s3aTeIbLHBIN Tun manHBIX Onucanne

[Tosb3oBaTens, AJist
KOTOPOTO Heob6X0IUMO

user_id na string
- yIaIdTh 3alpeThl Ha
3arpy3Ky MeJIMaTHIIOB
tenant_name na string Hms TeHaHTa
3anpoc

curl -X 'DELETE' SLOGIN TOKEN \
"https://admin[-<ENV>].<DEFAULT DOMAIN>/adminapi/\
tenants/<TENANT NAME>/ctypes prohibition/users/<USER ID>" \
-H 'accept: application/json'

rue:

— <TENANT NAME> — HWMJ TE€HAHTaQ,

— <USER_ID> — I/IJIGHTI/I(I)I/IKEITOP HCKOMOTI'O ITOJIb30BAaTeJI.
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OtBer

BOSMOXGHﬂeBapHaHTbIOTBETOBZ

— 200 — Success — VYcnemHo. [Ipumep BbiBOAa:

"count": O,
"users": [
{
"ctime": "string",
"domain": "string",
"enabled": true,
"except ctype prohibition": true,
"first name": "string",
"id": "string",
"is deleted": true,
"lang": "string",
"last name": "string",
"middle name": "string",
"password": "string",
"position": "string",
"quota": O,
"recovery email": "string",
"roles": [
{
"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",
"name": "string"
}
I,
"username": "string"
}
I,

"users _count": 0

— 404 — Tenant or group not found — TenaHT uu rpymma He HadeHbl. [IprMep BBIBOA:

"message": "string"
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INPHIOKEHHNE

Ilepeuens u3MeHeHUI1 B JOKyMeHTe
B [aHHOM TpUIOXKEeHUUW TpefCTaBlieH IlepedyeHb W3MEHEeHUN OTHOCUTEeIbHO J1aThl
MyOIMKaIluK U BePCUU JIOKYMEHTa.
28.03.2025 IloaroToBieH JOKyMeHT BepCUH 1.

08.04.2025 TIloaroToBiieH IOKYMEHT BePCUH 2 CO CJIeJyIONIMM U3MeHHeM: 00HOBIIEHBI TPUMepHI

KOMaH/I 4 3aIpOCOB B pasziesie 4.2 3anpoc ToKeHa aBTOPU3aLKK NPY UHTerpanyy C
SSO
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